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M L- STD- 187- 700B

FOREWORD
1. This standard is approved for use by all Departnents and Agenci es of
t he Departnent of Defense (DoD).
2. I nteroperability of DoD tel econmunications systens, and of DoD with

non- DoD t el ecomruni cati ons systens, has been and will continue to be a
maj or consideration in devel oping and adopting standards for mlitary use.

a. Mlitary standards (ML-STD) in the 188 series
(M L- STD- 188- XXX) address specific tel ecomruni cati ons design
paraneters that have been proven to work.
M L-STDs are to be used in all new or major upgrades of inter-and
i ntra-DoD systens and equi pnent, and are to interface with
commer ci al non-DoD systens and equi pnent to ensure
interoperability.

b. M L-STDs in the 187 series (ML-STD 187- XXX) address evol vi ng
t el ecomruni cati ons design paraneters and concepts that are
subj ect to change and that have not been adequately proven
t hrough the use of enpirical test data. M L-STD 187- XXX
st andards shoul d be used as pl anni ng standards and gui des until
paraneters are proven and included in approved federal, allied,
M L- STD- 188- XXX, or DoD- adopted commerci al standards.

C. M L-STDs in the 2045 series (M L-STD 2045- XXXXX) address DoD
Commruni cations Protocol Standards (DCPS). A DCPS may be either a
base standard or a functional profile. M L-STD 2045 standards
w Il include enhancenents to comrerci al standards or include new
prot ocol standards that are entirely unique to DoD. The 2045
series also allows for a category of interimDoD standards.

Interi mstandards are needed because of the usual disparity
bet ween i nmedi ate DoD needs and the amount of time required in
the comercial world to adopt new st andards.

3. M L- STD- 187- XXX st andards provi de uni form gui dance for the design of
the evolving and future Defense Information System (DI'S) at the
information-transfer level. Providing this guidance at the concept

engi neering stage will help mnimze ineffective designs and costly
interoperability problens at |ater stages of inplenentation, as well as
ensure use of appropriate advances in technology. Planning standards are
devel oped considering current and future plans for the DI'S, comrerci al
systens (national and international), and North Atlantic Treaty

Organi zation (NATO and other allied mlitary systens. These standards are
usual |y based on or make reference to American National Standards Institute
(ANSI ) standards, International Tel ecommunications Union-Tel ecommuni cati on
St andar di zation Sector (I TU-T) [formerly the

I nternational Tel egraph and Tel ephone Consultative Commttee (CCITT)]
Recomendati ons, International Organization for Standardization (1SO

st andards, NATO standardi zati on agreenents (STANAG, and other M L-STDs,
wher ever applicabl e.
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4. This M L-STD contains the technical standards and desi gn objectives
necessary to allow strategic and tactical users to exchange all forns of
information digitally, using the DIS. The standards contained herein are
comon to both tactical and strategic systens, unless otherw se specified.
This M L-STD addresses all interoperability elements specified in the DS
framewor k, except data-processing standards such as standard progranm ng

| anguages and data el enents.

5. The standards in this ML-STD are based on, or make reference to,
correspondi ng paraneters in other ML-STDs, as well as ANSI standards, |ITU
T (CCITT) Reconmendations, | SO standards, and NATO STANAGs, wherever
applicable. Users of this ML-STD should be aware that there may be patent
rights, copyright clains, or both, by conpanies or individuals on portions
of the ML-STD. Before incorporating this ML-STD into systens or

equi pnent, users are advised to contact the appropriate standards

organi zation, such as ANSI, regarding clainms or conditions that pertain to
the use of an applicable comrercial standard. |Inplenenters of this ML-STD
are solely responsi ble for conpensating conpanies or individuals entitled
to any royalties.

6. Beneficial coments (recomrendati ons, additions, deletions) and any
pertinent data which may be of use in inproving this docunment should be
addressed to:

Def ense I nformation Systens Agency

Joint Interoperability and Engi neering O ganization
ATTN. JEBBB

Fort Monnmouth, New Jersey 07703-5613

by using the Standardi zati on Docunent | nprovenent Proposal

(DD Form 1426) appearing at the end of this document or by letter. For

i mredi at e concerns, questions can be resolved by phone, (908) 532-7720 or
DSN 992-7720; by fax, (908) 389-8333; or by e-mail, liguorir@TM DI SA. M L.
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1. SCOPE

1.1 Purpose. The purpose of this mlitary standard (ML-STD) is to
provi de a baseline for planning and designing the evol ving Defense
| nformati on System Network (DI SN), defined in 1.7

1.2 Applicability. This ML-STDis to be used in planning, designing, and
devel opi ng new Defense Information System (DI S) comuni cati ons systens, and
in maki ng maj or changes to existing systenms. This ML-STD does not
necessarily apply to |l eased commercial facilities, but such facilities
shoul d be selected to be conpatible with its requirenents. This ML-STD
applies to digital comrunications systens only.

1.3 Objectives. This ML-STD has five objectives:

a. To achieve interoperability between strategic and tacti cal
digital networks for voice, data, facsimle, record traffic,
and vi deo servi ces.

b. To provide performance standards for strategic and
tactical system users.

c. To adopt specific subsets of commercial standards, where
feasible, to achieve cost-effective interoperability,
performance, and interfaces.

d. To provide a framework to change existing standards
and prepare new standards.

e. To establish a reference source for use by all
organi zations involved in devel oping the DI SN and procuring
DI SN-conpati bl e hardware and software

1.4 System standards and design objectives. Wen procurenent,

engi neering, or design activities elect to incorporate this planning
standard in their acquisition docunents, the paraneters and requirenents
specified in this ML-STD shall be treated as nmandatory system standards if
the word shall is used. Nonmandatory paranmeters, requirenents, and design
obj ectives are indicated by the word shoul d (design objectives, rather than
standards, are used when there is a |ack of nmeasured and verified data or
no consensus on the interpretation of the data). WIIl is used to express a
decl aration of purpose or intent. For a definition of system standards and
desi gn objectives, see

Federal Standard (FED- STD)-1037.
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1.5 Standards action areas. This ML-STD addresses the interoperability,
performance, and interface standards that

shoul d be net by future Departnent of Defense (DoD) information systens to
provide a wide variety of end-to-end digital subscriber services in a
single integrated network. These services include voice tel ephony, data
transm ssion, facsimle, record traffic, and video tel econferencing (VTC)
This M L-STD addresses standardi zation in eight major areas:

a. Subscri ber services

b.Interfaces, including protocols and voice al gorithns
c.Crcuit swtching and packet sw tching

d. Transm ssi on

e. Signaling

f.Information security

g. Net wor kK managenent and system contro

h. End-t o- end performance requirenents

I n accordance with ML-STD- 970, the standards are based on
American National Standards Institute (ANSI) standards; |nternational
Tel ecomruni cati ons Uni on- Tel ecommuni cati on Standardi zati on Sector (I TUT)
Reconmendations for the Integrated Services Digital Network (1SDN); the
I nternational Organization for Standardization (1SO QOpen Systens
| nt erconnection (OSI) reference nodel; and existing ML-STD 188 and M L-
STD- 2045 series standards. This ML-STD references other existing
standards (mlitary, federal, comercial, and international). The intent
is to avoid duplication of existing standards, ensure backward
interoperability, and provide for orderly transition to forward-| ooking
standards for new systens.

1.6 DS framework. The standards provided in this ML-STD are based on
the DIS franework (see section 4, Figure 1) described bel ow

a. The DI S concept provides for an evolutionary integration
of existing and future DoD conmputer and tel ephone communi cati ons systens.
The Services and Agencies adopted the DIS framework as a gui de for
devel oping this ML-STD. The DS framework provides efficient, end-to-end,
integrated service for information sources, sinks, and processors.

I ntegrated service provides for voice, nessage, data, graphics, and inmagery
information-transfer across a single network interface.

By definition, the DIS framework includes all conponents necessary to

achi eve interoperability between DoD users.

XX
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b. The DIS franmework consists of three major sections,
demarcated by reference points A and B. Users may access the D' S through
subscri ber network el enments, such as source, sink, or processor term nal
equi pnent. These term nal equi pnent include tel ephones, facsimle
machi nes, VTC, and other data term nal equi pnent (DTE). For the
i nformation source, sink, or processor elenents to be interoperable, al
seven layers of the 1SO OSI reference nodel nmust be interoperable.

c. DTEs exchange information through information-transfer
utilities, which are conprised of |ocal-netwrk el enents, w de-network
el enents, and their respective interoperability reference points. The
mlitary Services provide fixed-plant, |ocal-network elenents to support
strategi c users and base operations. They also provide tactical |ocal-
network el ements to support garrison operations and access to w de-network
el enments, as well as tactical |ocal-network elenents to support depl oyed
conbat forces. The Defense Information Systens Agency (DI SA) provides
w de-network el ements to interconnect geographically separated | ocal
networks. The w de network includes the Defense Information System Network
(DI SN) and public swtched tel ephone networks (PSTN). Since the |ocal- and
wi de-network el enments and interoperability reference points in the
information-transfer utilities represent the tel econmunications portion of
DS, their functionality is limted to the lower three |ayers of the OSI
ref erence nodel

d. Advances in conputer and tel ephone communi cati ons
technol ogy allow nultiple services to be provided by a single network, as
in | SDN. \Wherever applicable, the DIS franework all ows the adoption of
ANS|I standards for I1SDN. Wthin the DIS framework, circuit-sw tched voice
and data services are based on ML-STDs for tactical systens and | SDN
comercial standards for strategic systens.

1.7 Defense Information Infrastructure (DIl)/Defense Information System
Network (DISN). The DIl is defined as the worl dw de aggregation of al
nmobi l e and fixed DoD information systens, including sensors, data entry
devi ces, and nmanagenent and control facilities. The DI allows DoD to
col |l ect, produce, store, dissem nate, display, and secure information. It
consi sts of comuni cations and all supporting resources, such as network
managenent, control, and val ue-added services. The DIl and DI'S are the
sanme, and include the information transport segnent (DISN) as well as the
i nformati on processing segnent [such as Corporate |Information Managenent
(M nmegacenters and user termnals] of the information infrastructure.

The DI SN i ncludes all telecomunications resources, as
described in 4.1. It extends fromthe w de-area network to the
information-transfer and transform functions of the end-user conputing and
term nal equipment. This equipnent includes software and hardware required
to interconnect user term nal equi pnment and software, as well as |ocal -area
net wor ks,
| ocal -access switches, and radio term nals.

XXi
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1.8 Wai vers for use of specifications and standards.
Perf ormance specifications and standards and non- Gover nnment standards shal
be used instead of detail ed Governnent specifications and standards. In

t hose cases in which a detailed Government specification or standard (such
as mlitary specifications and standards, program unique detailed
specifications and standards, and federal specifications and standards) is
needed in a solicitation to define an exact design solution, the DoD
program office or buying command may use a Governnent specification or
standard, but only if a waiver is granted. The Standards | nprovenent
Executives (SIE) for the mlitary departnments and Defense Logistics Agency
may exenpt a specification or standard fromthe wai ver process for their
use in the solicitation, as they deem necessary. DoD conponents that do
not have an SIE may request a simlar exenption fromthe chairman of the
Def ense Standards | nprovenent Council. These exenptions nust be renewed at
| east every two years. The follow ng types of docunents do not require
wai vers:

a. Any docunent required by law, the Federal Acquisition
Regul ation, or the Defense Federal Acquisition Regul ation
Suppl enent .

b. Non- Gover nnent st andards.

c. Federal Information Processing Standards.

d. Governnent specifications designated in the DoD | ndex of
Specifications and Standards (DoDI SS) as perfornmance
speci fications.

e.Commercial itemdescriptions listed in the DoD SS.
f.Quide specifications listed in the DoDl SS.

g.Interface standards listed in the DoDl SS.

h. Standard Practices listed in the DoDI SS.

i.Quides listed in the DoD SS.

] . Handbooks listed in the DoDl SS.

XXi i
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2. APPLI CABLE DOCUMENTS

2.1 GCeneral. The docunents listed in this section are specified in
sections 3, 4, and 5 of this standard. This section does not include
docunents cited in other sections of this standard or recommended for
additional information or as exanples. Wile every effort has been nmade to
ensure the conpl eteness of this |list, docunent users are cautioned that
they nust neet all specified requirenents docunents cited in sections 3, 4,
and 5 of this standard, whether or not they are |isted.

2.2 overnnent docunents

2.2.1 Specifications, standards., and handbooks. The foll ow ng

speci fications, standards, and handbooks forma part of this docunent to
the extent specified herein. Unless otherw se specified, the issues of

t hese docunents are those listed in the Departnent of Defense |Index of
Specifications and Standards (DoDlI SS) and suppl enents thereto, cited in the
solicitation.

STANDARDS
FEDERAL

FED- STD- 1002 Time and Frequency Reference Information in
Tel ecomruni cati on Systens

FED- STD- 1016 Tel ecommuni cations: Analog to Digital
Conversion of Radio Voice by 4,800 Bit/Second
Code Excited Linear Prediction (CELP)

FED- STD- 1037 d ossary of Tel ecommuni cation Terns

FED- STD- 1047 Tel ecomruni cations: HF Radio Automatic
Message Exchange (Draft)

FED- STD- 1048 Tel ecomruni cations: HF Radio Automatic
Networking to Multinmedia (Draft)

FED- STD- 1055 Tel ecomruni cations: Interoperability
Requi rements for Meteor Burst Radio
Comruni cati ons Bet ween Conventi onal Master
and Renpte Stations

FED- STD- 1056 Tel ecomruni cations: Interoperability
Requirenents for the Encryption of Meteor
Bur st Radi o Commruni cati ons

FED- STD- 1057 Tel ecomruni cations: Interoperability

Requi rements for Meteor Burst Radio
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Communi cat i ons Bet ween Networ ks by Master
Stations

FEDERAL | NFORMATI ON PROCESSI NG STANDARDS PUBLI CATI ONS
(FI PS PUBS)

FI PS PUB 146 Profile for Open Systens |nternetworking
Technol ogi es (POSIT)

FIPS PUB 179 Gover nnment Net wor k Managenent Profile (GNWP)

FI PS PUB 182 Integrated Services Digital Network (1 SDN)

DEPARTMENT OF DEFENSE

M L- STD- 187- 721 Pl anni ng and Gui dance Standard for Autonmated
Control Applique for HF Radio

M L- STD- 188- 105 All -Digital Tactical-to-Strategi c Gat eway

M L- STD- 188-110 I nteroperability and Performance Standards

for Data Mbdens

M L- STD- 188-111* I nteroperability and Performance Standards
for Fiber Optic Comruni cations Systens

M L- STD- 188-112 Subsyst em Desi gn and Engi neering Standards
for Comon Long Haul / Tactical Cable and Wre
Commruni cati ons

M L- STD- 188-113 I nteroperability and Performance Standards
for Anal og-to-Digital Conversion Techni ques

M L- STD- 188- 114 El ectrical Characteristics of Digital
Interface Circuits

M L- STD- 188- 115 I nteroperability and Performance Standards
for Communi cations Timng and Synchroni zati on
Subsyst ens

NOTE: This standard is not listed in the DoDISS as an interface standard;
thus, it requires a waiver if used in a solicitation.

M L- STD- 188- 124* G oundi ng, Bondi ng and Shi el di ng for Comon
Long Haul / Tacti cal Communi cation Systens
I ncl udi ng Ground Based Communi cati ons-
El ectronics Facilities and Equi pnents

Vi
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M L- STD- 188- 136

M L- STD- 188- 140

M L- STD- 188- 141

M L- STD- 188- 145

M L- STD- 188- 148

M L- STD- 188- 161

M L- STD- 188- 164

M L- STD- 188- 165

M L- STD- 188- 166

M L- STD- 187- 700B

EHF Medium Data Rate (MDR) Satellite Data
Li nk Standards (SDLS): Uplinks and Downl i nks
(Draft)

Equi prrent Techni cal Design Standards for
Common Long Haul / Tactical Radio

Comruni cations in the Low Frequency Band and
Lower Frequency Bands

I nteroperability and Performance Standards
for Medium and H gh Frequency Radi o Equi pnent

I nteroperability and Performance Standards
for Digital LOS M crowave Radi o Equi pnent

| nteroperability Standard for AJ
Communi cations in the H gh Frequency (2-30
WHz) Band (U), SECRET

I nteroperability and Performance Standards
for Digital Facsimle Equipnent

I nteroperability and Performance Standards
for C-Band, X-Band, and Ku-Band SHF Satellite
Communi cations Earth Term nal s

I nteroperability and Performance Standards
for SHF Satellite Communi cati ons PSK Mbdens
(FDVA Oper ation)

I nteroperability and Performance Standards
for SHF SATCOM Li nk Control (Draft)

This standard is not listed in the DoDISS as an interface standard;
thus, it requires a waiver if used in a solicitation.

M L- STD- 188- 167

M L- STD- 188- 168

M L- STD- 188- 169

M L- STD-188-171

I nteroperability and Performance Standards
for SHF SATCOM Demand Assignnent (Draft)

I nteroperability and Performance Standards
for SHF SATCOM Mul ti pl exer (Draft)

I nteroperability and Performance Standards
for C-Band and Ku-Band Satellite

Communi cat i ons Nonprocessi ng Transponders
(Draft)

I nteroperability Standards for Information
and Record Traffic Exchange, Mode |



* NOTE

M L- STD- 188-172

M L- STD-188-173

M L- STD- 188-174

M L- STD- 188- 181

M L- STD- 188- 182

M L- STD- 188- 183

M L- STD- 188- 184

M L- STD- 188- 185

M L- STD- 188- 190*
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Interoperability Standards for Information
and Record Traffic Exchange, Mde I

I nteroperability Standards for Information
and Record Traffic Exchange, Mde V

Interoperability Standards for Information
and Record Traffic Exchange, Mode VI

Interoperability Standard for Dedicated 5-kHz
and 25-kHz UHF Satellite Comruni cations
Channel s

I nteroperability Standard for 5-kHz UHF DAMVA
Term nal Wavef orm

I nteroperability Standard for
25-kHz UHF TDMVA/ DAMA Term nal Wavef or m

I nteroperability and Performance Standard for
the Data Control Waveform

Interface Interoperability Standard for UHF
M LSATCOM DAMA Control System (Draft)

Met hods for Communi cations Systens
Measur enent s

This standard is not listed in the DoDISS as an interface standard;
thus, it requires a waiver if used in a solicitation.

M L- STD- 188- 196

M L- STD- 188- 197

M L- STD- 188- 198

M L- STD- 188- 199
M L- STD- 188- 200

M L- STD- 188- 202

M L- STD- 188-203-1

NI TFS, Bi-Level |nmage Conpression

NI TFS, Adaptive Recursive Interpol ated
Differential Pul se Code Mdul ati on (ARl DPCM

NI TFS, Joi nt Photographi c Experts G oup
(JPEG | mage Conpression

NI TFS, Vector Quantization Deconpression

System Desi gn and Engi neering Standards for
Tacti cal Conmuni cati ons

I nteroperability and Performance Standards
for Tactical Digital Transm ssion G oups
(Coaxi al Cabl e)

I nteroperability and Performance Standards

for Tactical Digital Information Link (TAD L)
A

Vi i



M L- STD- 188- 203- 3

M L- STD- 188- 212

M L- STD- 188- 216

M L- STD- 188- 220

M L- STD- 188- 242

M L- STD- 188- 243

M L- STD- 188- 256

M L- STD- 188- 260

M L- STD- 188- 311

M L- STD- 210

M L- STD- 449*

M L- STD-461*

M L- STD- 462*

M L- STD- 781*
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Subsyst em Desi gn and Engi neering Standards
for Tactical Digital Information Link (TAD L)
C

Subsyst em Desi gn and Engi neering Standards
for Tactical Digital Information Link (TAD L)
B

Interoperability Standards for Data Adapter
Control Mode

I nteroperability Standard for Digital Message
Transfer Device Subsystens

I nteroperability and Performance Standards
for Tactical Single Channel Very High
Frequency (VHF) Radi o Equi pnent

I nteroperability and Performance Standards
for Tactical Single Channel Utra High
Frequency (UHF) Radi o Conmuni cati ons

I nteroperability and Performance Standards
for Digital Signaling and Supervision of
Tacti cal Conmuni cati ons Systens

Desi gn and Engi neering Standards for Tacti cal
Ter m nal Subsystens

Techni cal Design Standards for Freqguency-
Di vision Miltipl exers

Climatic Information to Determ ne Design and
Test Requirenments for Mlitary Systens and
Equi prent

Radi o Frequency Spectrum Characteristics,
Measur ement of

El ectromagnetic Em ssion and Susceptibility
Requi rements for the Control of
El ectromagnetic Interference

El ectromagnetic Interference Characteristics,
Measur enment of

Reliability Testing for Engineering
Devel opnment, Qualification, and Production
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M L- STD- 785* Reliability Program for Systens and Equi pnent
Devel opment and Production

M L- STD- 810* Envi ronnental Test Methods and Engi neering
Gui del i nes

M L- STD- 1472* Human Engi neering Design Criteria for
Mlitary Systenms, Equipnent and Facilities

M L- STD- 1582 EHF Low Data Rate (LDR) Satellite Data Link
St andards (SDLS) Uplinks and Downl i nks
( SECRET)

M L- STD- 2045- 13500 I nformati on Technol ogy - DoD Standardi zed
Profiles - Internet Relay Profiles

M L- STD- 2045- 13500- 1 Subnet wor k | ndependent Requirenents for
Rel aying | P

*  NOTE: This standard is not listed in the DoDISS as an interface standard,;
thus, it requires a waiver if used in a solicitation.
M L- STD- 2045- 13500- 2 Subnet wor k Dependent Requirenents for the

Poi nt -t o- Poi nt Protocol (PPP)

M L- STD- 2045- 13501 I nformati on Technol ogy - DoD Standardi zed
Profiles - Internet Routing Between
Aut ononous Syst ens

M L- STD- 2045- 14500 Transport Profiles

Series

M L- STD- 2045- 14500- 1 I nformati on Technol ogy - DoD Standardi zed

Profiles TA21(D) Transport Profile Part 1:
Rel i abl e End System (ES) Transport

M L- STD- 2045- 14500- 2 | nformati on Technol ogy - DoD Standardi zed
Profiles TA21(D) Transport Profile Part -
COTS Over CLNS Part 2: Bal anced Point-to-
Point Digital Data Grcuit

M L- STD- 2045- 14500- 3 | nformati on Technol ogy - DoD Standardi zed
Profiles TA21(D) Transport Profile - COTS
Over CLNS Part 3: Subnetwork for an
Unbal anced Li nk



M L- STD- 2045- 14500- 4

M L- STD- 2045-14500- 5

M L- STD- 2045-14500- 6

M L- STD- 2045- 14502
Seri es
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| nformati on Technol ogy - DoD St andardi zed
Profiles TA21(D) Transport Profile Part 4:
Local Area Networks (LANs), Using Token Bus

| nformati on Technol ogy - DoD St andardi zed
Profiles TA21(D) Transport Profile Part 5:
Local Area Networks (LANs), Using Token Ring
| nformati on Technol ogy - DoD St andardi zed
Profiles TA21(D) Transport Profile Part 6:
Integrated Services Digital Network (1 SDN)

I nternet Transport Profiles

Xi
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M L- STD- 2045- 14502- 1 I nformati on Technol ogy - DoD Standardi zed
Profiles - Internet Transport Profile for DoD
Communi cations - Part 1: Transport and
I nt ernet Services

M L- STD- 2045- 14502- 2 I nformati on Technol ogy - DoD Standardi zed
Profiles - Internet Transport Profile for DoD
Comruni cations - Part 2: Point-to-Point
Li nks

M L- STD- 2045- 14502- 3 | nformati on Technol ogy - DoD St andardi zed
Profile - Internet Transport Profile - Part
3: Wde Area Network Access

M L- STD- 2045- 14502- 4 | nformati on Technol ogy - DoD Standardi zed
Profile - Internet Transport Profile - Part
4.
| EEE 802 Local Area Network (LAN) Media
| ndependent Requirenents

M L- STD- 2045- 14502-5 | nformati on Technol ogy - DoD St andardi zed
Transport Profile - Internet Transport
Profile for DoD Comruni cations - Part 5:
| EEE 802 Local Area Network (LAN) Media
Dependent Requirenents

M L- STD- 2045- 14502- 6 I nformati on Technol ogy - DoD Standardi zed
Profile - Internet Transport Profile for DoD
Communi cations - Part 6: Conbat Net Radio
(CNR)

M L- STD- 2045- 14503 I nformati on Technol ogy - DoD Standardi zed
Profiles - Internet Transport Service
Supporting OSI Applications

M L- STD- 2045- 17503 I nt ernet Message Transport Profile

Series

M L- STD- 2045-17503- 1 I nformati on Technol ogy - DoD Standardi zed
Profiles - Internet Message Transfer Profile

for DoD Conmunications - Part 1: Sinple Mai
Transfer Protocol (SMIP)
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M L- STD- 2045- 17503- 2 I nformati on Technol ogy - DoD St andardi zed
Profiles - Internet Message Transfer Profile
for DoD Communi cations - Part 2: Format of
Text Messages

M L- STD- 2045- 17504 | nformati on Technol ogy - DoD Standardi zed
Profiles - Internet File Transfer Profile for
DoD Communi cati ons

M L- STD- 2045- 17505 I nformati on Technol ogy - DoD Standardi zed
Profiles - Internet Domain Nanme Service (DNS)
Profile for DoD Conmuni cati ons

M L- STD- 2045- 17506 | nformati on Technol ogy - DoD Standardi zed
Profile - Internet Renote Login Profile for
DoD Conmuni cati ons

M L- STD- 2045- 17507 I nt ernet Networ k Managenent

Series Profiles

M L- STD- 2045- 17507- 1 | nformati on Technol ogy - DoD Standardi zed
Profiles - Internet Network Managenent

Profile for DoD Comuni cations - Part 1:
Si npl e Networ k Managenent Protocol (SNWP)

M L- STD- 2045- 17507- 2 I nformati on Technol ogy - DoD Standardi zed
Profiles - Internet Network Managenent
Profile for DoD Conmunications - Part 2:
Managenent | nformati on Base (M B)

M L- STD- 2045-17507- 3 I nformati on Technol ogy - DoD Standardi zed
Profiles - Internet Network Managenent
Profile for DoD Conmunications - Part 3:
Structure and Identification of Managenent
| nf ormati on

M L- STD- 2045- 17508 | nfformati on Transfer DoD Profiles AFTIn(D) -
File Transfer, Access and Managenent (FTAM
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M L- STD- 2045-17508- 2

M L- STD- 2045-17508- 3

M L- STD- 2045-17508- 4

M L- STD- 2045-17508-5

M L- STD- 2045-17508- 6

M L- STD- 2045- 18500
Seri es

M L- STD- 2045-18500- 1
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| nformati on Technol ogy - DoD St andardi zed
Profiles AFTIn(D) - File Transfer, Access and
Managenment - Part 1: Specification of ACSE,
Presentati on and Session Protocols for use by
FTAM

| nformati on Technol ogy - DoD St andardi zed
Profiles AFTIn(D) - File Transfer, Access and
Managenent - Part 2: Definition of Docunent
Types, Constraint Sets and Synt axes

| nformati on Technol ogy - DoD St andardi zed
Profiles AFTIn(D) - File Transfer, Access and
Managenment - Part 3: AFT11 - Sinple File
Transfer Service (unstructured)

| nformati on Technol ogy - DoD St andardi zed
Profiles AFTIn(D) - File Transfer, Access and
Managenment - Part 4: Positional File
Transfer Service for Flat Files

I nformati on Technol ogy - DoD St andardi zed
Profiles AFTIn(D) - File Transfer, Access and
Managenment - Part 5: Positional File Access
Service for Flat Files

| nformati on Technol ogy - DoD St andardi zed
Profiles AFT1n - File Transfer, Access and
Managenment - Part 6: AFT3 - File Managenent
Service

Message Handling Systens

| nformati on Technol ogy DoD St andardi zed
Profiles AVHXn(D) - Message Handling Systens
- Message Security Protocol - Part 1. MSP
Servi ce Support
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M L- STD- 2045- 38000

M L- STD- 2045- 44500

M L- STD- 2045- 47001

M L- STD- 2045- 48501

M L- STD- 2301

M L- STD- 2500

M L- STD- 46855
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| nformati on Technol ogy DoD St andardi zed
Profiles AVHXn(D) - Message Handling Systens
- Message Security Protocol - Part 2:
AMHX1(D) - MsSP Content Protocol

| nf ormati on Technol ogy DoD St andar di zed
Profiles AVHXn(D) - Message Handling Systens
- Message Security Protocol - Part 3:
AMHX2(D) - MSP Requirenents for Message
Transfer (P1)

| nf ormati on Technol ogy DoD St andar di zed
Profiles AVHXn(D) - Message Handling Systens
- Message Security Protocol - Part 4:
AMHX3(D) - MSP Requirenents for MIS Access
(P3)

| nf ormati on Technol ogy DoD St andar di zed
Profiles AVHXn(D) - Message Handling Systens
- Message Security Protocol - Part 5:
AMHX4(D) - MSP Requirenents for MS Access
(P7)

DoD Net wor k Managenent for DoD Conmuni cati ons

Tactical Comruni cations Protocol 2 (TAC02)
for the NI TFS

Connectionl ess Data Transfer, Application
Layer Standard

Common Security Label

Conmputer Graphics Metafile Inplenentation for
the National |magery Transm ssion For mat

St andard

Nat i onal |magery Transm ssion Format Standard

Human Engi neering Requirenents for Mlitary
Systens, Equi pnent and Facilities

XV
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M L- HDBK- 232

M L- HDBK- 235

M L- HDBK- 237

M L- HDBK- 241

M L- HDBK- 253

M L- HDBK- 419

M L- HDBK- 470*

M L- HDBK- 471*

M L- HDBK- 829A

M L- HDBK- 1300

M L- HDBK- 1350- 1

M L- HDBK- 1350- 2
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RED BLACK Engi neering-Installation Guidelines

El ectromagneti ¢ (Radi ated) Environnment

Consi derations for Design and Procurenent of
El ectrical and El ectroni c Equi pnent,
Subsystens and Systens

El ectromagnetic Conpati bility Managenent
GQuide for Platfornms, Systens and Equi pnents

Design Cuide for Electromagnetic Interference
(EM) Reduction in Power Supplies

Gui dance for the Design and Test of Systens
Protected Against the Effects of
El ectromagneti ¢ Energy

Vol 1, Grounding, Bonding and Shielding for
El ectroni c Equi pnments and Facilities Basic
Theory; and Vol 11, Gounding Bondi ng, and

Shi el ding for Electronic Equipnments and
Facilities Applications

Mai ntai nability Program for Systens and
Equi prent

Mai ntai nability Verification/
Denonstrati on/ Eval uati on

Gui del i nes for Devel opi ng Data Communi cati ons
Prot ocol Standards

Nat i onal | magery Transm ssion Format Standard
(NI TFS)

Val i dati on of Data Conmuni cations Protocol
Standards for MIlitary Applications

Dat a Communi cati ons Protocol Conformance and
I nteroperability Testing and Registration,
Vol unme 2, Septenber 1993 (Draft)

NOTE: This standard is not listed in the DoDISS as an interface standard; thus, it
requires a waiver if used in a solicitation.

M L- HDBK- 1351

Net wor k Managenent for DoD Comruni cati ons
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(Unl ess otherw se indicated, copies of the above specifications, standards,
and handbooks are available fromthe Standardi zati on Docunent Order Desk,
700 Robbi ns Avenue, Building 4D, Phil adel phia, PA 19111-5094.)

(Copi es of the Federal Information Processing Standards (FIPS) are

avail able to Departnent of Defense activities fromthe Standardi zation
Docunent Order Desk, 700 Robbins Avenue,

Bui | ding 4D, Phil adel phia, PA 19111-5094. Ohers nust request copies from
the National Technical Information Service,

5285 Port Royal Road, Springfield, VA 22161-2171.)

2.2.2 Oher Governnment docunents, drawi ngs., and publications. The
foll owi ng ot her Governnment docunents, draw ngs, and publications forma
part of this docunent to the extent specified herein. Unless otherw se
specified, the issues are those cited in the solicitation.

CICSM 6231 Manual for Enploying Joint Tactical
Communi cat i ons

DCAC 370-175-13 Def ense Swi tched Network (DSN) System
Interface Criteria

DI SN Architecture Defense Information System Network (DI SN)
Architecture, DI SN-AR-1000,
12 May 1993 (Draft)

DoD 5200. 28- STD Depart ment of Defense Trusted Conputer System
Eval uation Criterion

TAFI M Techni cal Architecture Franmework for
| nf or mati on Managenent (TAFIM, Volunme 7,
Adopted I nformati on Technol ogy St andards
(AITS),
Version 2.0, 12 Novenber 1994

JI EO Specification Joi nt Technical Interface

9001 Specification for VHF SI NCGARS Wavef or m

JI EO Specification Techni cal Interface Specification:

9109 Joint Interoperability via Fiber Optic Cable
PG 6 TCP 2000 Tri-Service G oup on Conmuni cations and

El ectronics, Project Goup 6 -- Post-2000
(To obtain other DoD publications not found in the DoDI SS, contact the
Defense Information Systens Agency, Center for Standards, ATTN. JEBBB,
Fort Monmouth, NJ 07703-5613.)

NACSEM 5201 TEMPEST Qui deli nes for Equi pnment/ System
Design (U

XVi i
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NSTI SSAM TEMPEST/ Conpr om si ng Emanati ons Laboratory
1-91 Test Requirenents, El ectronagnetics
(d assified docunent)

(Requests for NACSEM 5201 and NSTI SSAM TEMPEST/ 1- 91 shoul d be
submtted to the National TEMPEST Information Center, Attention: C941,
Nat i onal Security Agency, Fort George Meade, MD 20899.)

2.2.3 Standardization Agreenents (STANAG and Allied Communication
Publications (ACP). Currently all these STANAGs are not listed in the
DoDI SS but will be incorporated as soon as possible.

STANAGs

STANAG 4175 Techni cal Characteristics of the Multi-
Functional Information Distribution System
(M DsS)

STANAG 4206 The NATO Multi-Channel Tactical Digital
Gat eway System St andar ds

STANAG 4207 The NATO Multi-Channel Tactical Digital
Gateway Multiplex G oup Fram ng Standards

STANAG 4208 The NATO Multi-Channel Tactical Digital
Gateway Signalling Standards

STANAG 4209 The NATO Multi-Channel Tactical Digital
Gat eway Standards for Anal ogue-to-Digital
Conversi on of Speech Signals

STANAG 4210 The NATO Multi-Channel Tactical Digital
Gat eway Cabl e Link Standards

STANAG 4211 The NATO Multi-Channel Tactical Digital
Gat eway System Control Standards

STANAG 4212 The NATO Multi-Channel Tactical Digital
Gat eway Radi o Rel ay Link Standards

STANAG 4213 The NATO Multi-Channel Tactical Digital
Gat eway Data Transm ssion Standards

STANAG 4214 I nternational Routing and Directory for
Tacti cal Conmuni cati ons Systens

STANAG 4249 The NATO Multi-Channel Tactical Digital

Gateway -- Data Transm ssion Standards
(Packet Swi tching Service)
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STANAG 4251

STANAG 4252

STANAG 4253

STANAG 4255

STANAG 4256

STANAG 4259

STANAG 4261

STANAG 4262

STANAG 4263

STANAG 4265

STANAG 4266

STANAG 4290
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NATO Ref erence Mddel for Open Systens
I nt erconnection -- Layer 1 (Physical Layer)
Service Definition

NATO Ref erence Mddel for Open Systens
I nterconnection -- Layer 2 (Data Link Layer)
Service Definition

NATO Ref erence Mdel for Open Systens
I nt erconnection -- Layer 3 (Network Layer)
Service Definition

NATO Ref erence Mddel for Open Systens
| nt erconnection -- Layer 5 (Session Layer)
Service Definition (Draft)

NATO Ref erence Mddel for Open Systens
I nt erconnection -- Layer 6 (Presentation
Layer) Service Definition (Draft)

NATO Ref erence Mddel for Open Systens
| nt erconnecti on Encoding Rules for ASN. 1

NATO Ref erence Mddel for Open Systens
I nt erconnection -- Layer 1 (Physical Layer)
Prot ocol Specification

NATO Ref erence Mddel for Open Systens

I nterconnection -- Layer 2 (Data Link Layer)
Prot ocol Specification; Annex D, Data Link
Access Procedure Bal anced (LAPB)

NATO Ref erence Mdel for Open Systens

| nt erconnection -- Layer 3 (Network Layer)
Protocol Specification, Annex D, X 75 Packet
Level Protocol (STE-STE)

NATO Ref erence Mddel for Open Systens
I nt erconnection -- Layer 5 (Session Layer)
Prot ocol Specification (Draft)

NATO Ref erence Mddel for Open Systens
I nt erconnection -- Layer 6 (Presentation
Layer) Protocol Specification (Draft)

The NATO Multi-Channel Tactical Digital
Gateway Cable Link (Optical) Standards
(Drafts)
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STANAG 4372 Second-generation Anti-jam Tactical UHF Radi o
for NATO ( SATURN)

STANAG 5000 I nteroperability of Tactical D gital
Facsi m | e Equi pnent

STANAG 5516 Tactical Data Exchange Link-16

(Copi es of STANAGs, required by contractors in connection with
specific acquisition functions, should be obtained fromthe contracting
activity or as directed by the contracting officer.)

ACPs

ACP 123 Common Messagi ng Strategy and
U S. Supplenent No. 1 Pr ocedur es

(Requests for Allied Comruni cation Publications should be submtted to
the DI SA Center for Standards, ATTN. JEBBB
Fort Monmouth, NJ 07703-5613.)

2.2.4 NST publications. (N ST publications require a waiver when used in
a solicitation.)

NI ST | R90- 4250 Net wor k Transport and Message Security

Pr ot ocol s
NI ST Speci al National Institute of Standards and
Publ i cati on 500-183 Technol ogy (NI ST) Special Publication 500-

183, Stable Inplenmentation Agreenents for
Open Systens I nterconnection Protocols,
Version 4, Edition 1

(NI ST docunents can be obtained fromthe National Techni cal
I nformation Service (NTIS), 5285 Port Royal Road, Springfield, VA 22161-
2171 or by calling 1-800-553-6847.)

2.3 Non-&vernnent publications. The follow ng docunents forma part of
this docunent to the extent specified herein. Unless otherw se specified,
the issues of the docunents which are DoD adopted are those listed in the

i ssue of the DoDISS cited in the solicitation. Unless otherw se specified,
the issues of docunents not listed in the DoDI SS are the issues of the
docunents cited in the solicitation. (Non-Governnent standards do not
require a waiver when used in a solicitation.)

2.3.1 1TU-T (fornmerly known as CCITT) Recommendations. The

| TUT is part of the United Nations, a treaty organization. The United
States governnent participates in it through the Departnent of State,
and al t hough industry representatives may work on its conmttees,
approval of standards (called Recommendations) is by governnents.

XX
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I TU-T

I TU-T

I TU-T

I TU-T

I TU-T

I TU-T

I TU-T

I TU-T

I TU-T

I TU-T

. 280

. 163

. 164
. 168

. 174

. 751

. 7155

771

. 175

. 776

. 780
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Charging, billing, accounting, and
rei nbursenent for UPT

Nunmbering Plan for the International
Tel ephone Servi ce

Nunmbering Plan for the | SDN Era
UPT nunberi ng

Routing principle and gui dance
for UPT

Ref erence connections for

engi neering of |and nobile networks
(Draft)

Ref erence connections for UPT

Net wor k grade-of -service paraneters
and target values for circuit-swtched
public | and nobile services (Draft)
UPT grade-of - servi ce concept

G ade-of -servi ce paraneters for
net wor ks supporting UPT

Traffic engineering nmethods for
| and nobil e systens (Draft)

XXi
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| TU-T E. 785 Traffic engineering nmethods for
net wor ks supporting UPT

| TU-T F. 69 Plan for Tel ex Destination Codes

| TU-T F. 115 Servi ce objectives and principles
for FPLMIS

| TU-T F. 724 Vi deot el ephony services for FPLMIS
(Draft)

| TUT F. 850 UPT service principle

| TUT F. 851 UPT service set 1

| TUT F. 852 UPT service set 2

| TU-T F. 853 UPT suppl enmentary service

| TUT F. sfea Service features in FPLMIS (Draft)

| TUT FPLMIS. TMLG Vocabul ary of terns for FPLMIS (Draft)

| TU-T FPLMI'S. FMGMV Framewor k of FPLMIS managenent
(Draft)

| TU- T FPLMIS. RSEL Procedure for evaluation of radio
transm ssion technol ogi es for FPLMIS
(Draft)

| TU-T FPLMIS. SFIMK Framework for the satellite
conponent of FPLMIS (Draft)

| TU- T FPLMIS. SECMOP Security mechani sns and operating
procedures for FPLMIS

| TU-T G 703 Physi cal / El ectrical Characteristics of
Hierarchical Digital Interfaces

| TU-T G 704 Synchronous Franme Structures Used at
Primary and Secondary Hierarchical Levels

| TU-T G 707 Synchronous Digital H erarchy Bit Rates

| TU-T G 708 Net wor k Node Interface for the Synchronous

Digital H erarchy

| TUT G 709 Synchronous Multiplexing Structure
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I TU-T

I TU-T
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I TU-T

I TU-T

I TU-T

I TU-T

I TU-T

I TU-T

I TU-T

I TU-T

I TU-T

I TU-T

I TU-T

I TU-T

G711

G721

G 728

G 811

H. 26P/ M

. 11x

| . 37w

| . Bxw

l.137
. 144
. 252
| . 254

l.321

. 361

. 363

| .432

| . 460
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Pul se Code Modul ation (PCM of voice
frequenci es

32 kbps Adaptive Pul se Code Modul ation
Codi ng of speech at 16 kbps using

| ow- del ay code-excited linear prediction
(CELP)

Timng Requirements at the Qutputs of
Primary Reference C ocks Suitable for

Pl esi ochronous QOperation of International
Digital Links

Ext ensi on of H 263 for nobile
application (Draft)

Vocabul ary of terns for nobile
networks (Draft)

Net wor k archi tecture and
capabilities for FPLMIS (Draft)

Net wor k i nterwor ki ng between FPLMIS
and ot her types of networks (Draft)

UPT network capabilities

Vocabul ary- UPT

Call O fering Supplenentary Services
Mul ti party Suppl ementary Services

Br oadband I ntegrated Services Digital

Net wor k (B-1SDN) Protocol Reference Mde
and Its Application

Physi cal Layer Specification

B- | SDN ATM Adapt ati on Layer (AAL)
Speci fication

B-1 SDN User-Network I nterface Physical
Layer Specification

Mul ti pl exi ng, Rate Adaptation and Support
of Existing Interfaces

XXi i
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I TUT M687-1 Future Public Land Mobile
Tel ecomruni cati on Systens (FPLMIS)

| TU-T M 816 Framewor k for services supported on
FPLMTS

| TUT M 817 FPLMIS network architectures

| TUT M 818-1 Satellite operation wthin FPLMIS

| TUT M 819-1 FPLMIS for devel opi ng countries

| TUT M 1034 Requirenents for the radio

interface(s) for FPLMIS

| TU-T M 1035 Framework for the radio
interface(s) and radi o subsystem
functionality for FPLMIS

| TU-T M 1036 Spectrum consi derations for
i npl emrentation of FPLMIS in the
bands 1885-2025 MHz and
2110- 2200 MHz

| TUT M 1078 Security principles for FPLMIS

| TU-T M 1079 Speech and voi ceband dat a
performance requi renents for FPLMIS

| TU-T M 32xx TMN managenent service for FPLMIS

| TU-T Q76 Servi ce procedures for UPT

| TU-T Q 704 Signalling Network Functions and Messages

I TU-T Q774 Transaction Capabilities Procedure

| TUT Q 920 | SDN User - Network Interface Data Link
Layer -- Ceneral Aspects

I TUT Q921 | SDN User-Network Interface -- Data Link

Layer Specification

| TU-T Q 922 | SDN- Dat a Li nk Layer Specification for
Frame Mode Bearer Service

| TUT Q931 | SDN User- Network Interface Layer 3
Specification for Basic Call Control
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| TU-T Q 2130

| TUT Q 2140

I TUT Q 2761
to Q 2764
| TUT Q 2931

I TUT Q 2971

I TUT QFIF
| TUT Q FNA

| TUT Q UPT

| TU-T V.35

| TU-T V. 110

| TUT X 25

I TUT X 31

I TU-T X 75

I TU-T X 121
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Servi ce- Speci fic Coordination
Function (SSCF) for Signaling at
t he UNI

Servi ce- Speci fic Coordination
Function (SSCF) for Signaling at
t he NNI

Bl SDN NNI Net wor k Si gnal i ng
Requi renent s

Bl SDN UNI Layer 3 Access Call Control
Requi renent s

Point-to-Multipoint Call Connection
Control (Draft)

FPLMTS information flows (Draft)
FPLMTS network architecture (Draft)

Stage 3 for support of UPT service
set 1 on IN CS1

Data Transmi ssion at 48 Kilobits Per
Second Usi ng 60-108 kHz G oup Band
Circuits

Support of Data Term nal Equi pnments (DTES)
with V-Series Type Interfaces by an
Integrated Services Digital Network (1 SDN)

I nterface Between Data Term nal Equi pnent
(DTE) and Data Circuit-Term nating

Equi prent (DCE) for Termnals Operating in
t he Packet Mbde and Connected to Public
Dat a Networks by Dedicated Circuit

Support of Packet Mdde Term nal Equi prent
by an | SDN

Packet - Swi tched Signalling System Between
Publ i ¢ Networ ks Providing Data
Transm ssi on Services

| nternational Nunbering Plan for Public
Dat a Net wor ks
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| TUT X 217 Associ ation control Service Definition for
Open Systens Interconnection for CCTT
Appl i cations

| TU-T X 219 Renote Operations: Model, Notation and
Service Definition

| TU T X 224 Transport Protocol Specification for Qpen
Systens | nterconnection for
| TU-T Applications

| TU-T X 290 OSI Conf ormance Testing Met hodol ogy and
Franework for Protocol Recommendations for
| TU-T Applications

| TU-T X 400 Message Handling System and Service
Overvi ew

| TU-T X 435 El ectronic Data Interchange (EDI) (Draft)

| TU-T X 500 The Directory -- Overview of Concepts,

Mbdel s and Servi ces

(Copi es of International Tel egraph and Tel ephone Consultative
Committee (CCITT) standards nay be obtained fromthe National Techni cal
I nformation Service, 5285 Port Royal Road, Springfield, VA 22161.)

[ Note: The CCITT has changed its nane to the International
Tel ecomuni cati ons Union - Tel ecomuni cation Standardi zation Sector
(ITUT).]

2.3.2 Anerican National Standards Institute (ANSI) standards

ANSI T1. 101 Synchroni zation Interface Standards for
Digital Service
ANSI T1. 105 Digital H erarchy -- Optical Interface
Rat es and Formats Specifications
ANSI T1.105.01 Synchronous Optical Network
(SONET) -- Automatic Protection Sw tching
ANSI T1. 105. 03 Synchronous Optical Network
(SONET) -- Jitter at Network Interfaces
ANSI T1.105. 09 Synchronous Optical Network

(SONET) -- Network Elenent Timng and
Synchroni zation (Draft)

ANSI T1. 106 Digital H erarchy -- Optical Interface
Speci fications (Single Mde)
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T1.

T1.
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T1.

T1.

T1.

107

111

112

113

114

408

601

602

605

606

607

608
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Digital H erarchy Format Specifications

Signalling System Nunber 7 (SS7) --
Message Transfer Part (MIP)

Signalling System Nunber 7 (SS7) --
Signal l'i ng Connection Control Part (SCCP)

Signalling System Nunmber 7 (SS7) --
Integrated Services Digital Network (1 SDN)
User Part

Signalling System Nunber 7 (SS7) --
Transaction Capability Application Part
( TCAP)

| SDN Primary Rate -- Custoner Installation
Metallic Interfaces, Layer 1 Specification

Integrated Services Digital Network (1 SDN)
-- Basic Access Interface for Use on
Metallic Loops for Application on the
Network Side of the NT (Layer 1

Speci fication)

I ntegrated Services Digital Network (I SDN)
-- Data-Link Layer Signalling
Specification for Application at the User-
Net work I nterface

Integrated Services Digital Network (1 SDN)
-- Basic Access Interface for Sand T
Ref erence Points (Layer 1 Specification)

Integrated Services Digital Network (1 SDN)
-- Architectural Framework and Service
Description for Frame-Rel aying Bearer
Service

Digital Subscriber Signalling System No. 1
-- Layer 3 Signalling Specification for
Crcuit Switched Bearer Service

Digital Subscriber Signalling System No. 1

(DSS1) -- Signalling Specification for
X. 25 Packet Sw tched Bearer Service

XXVIi i
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T1.

T1.

T1.

T1.

609

610

613

616

617

618

619

621

622

625

627

629

630
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| nt erwor ki ng Between the | SDN User --
Network Interface Protocol and the
Signalling System Nunber 7 | SDN User Part

Digital Subscriber Signalling System No. 1
(DSS1) -- Generic Procedures for the
Control of |SDN Supplenmentary Services

Call Waiting Supplenentary Service
Call Hol di ng Suppl enentary Service

Integrated Services Digital Network (1 SDN)
-- Digital Subscriber Signaling System No.
1 (DSS1) -- Signaling Specification for
Frane Rel ay Bearer Service

Integrated Services Digital Network (1 SDN)
-- Core Aspects of Frame Protocol for Use
with Frame Rel ay Bearer Service

Integrated Services Digital Network (1 SDN)
-- Multi-Level Precedence and Preenption
(M.PP) Service Capability

| ntegrated Services Digital
Network (I SDN) -- User-to-User
Suppl enentary Service

Integrated Services Digital Network (1 SDN)
-- Message Waiting Indicator Control and
Notification Suppl enmentary Service and
Associate Switching and Signaling
Specification

Integrated Services Digital Network (1 SDN)
-- Calling Line Presentation and
Restriction Supplenentary Services

Bl SDN - ATM Layer Functionality and
Specification

Bl SDN -- ATM Adapt ati on Layer 3/4 Comon
Part Functions and Specifications

Bl SDN -- ATM Adapti on Layer for Constant

Bit Rate Services Functionality and
Specification
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ANS|

ANS|

ANS|

ANS|

ANS|
ANS|
ANS|

ANS|

ANS|

ANS|

ANS|
ANS|
ANS|
ANS|

ANS|

ANS|

T1. 632-93

T1. 633-93

T1. 634-93

T1. 635-94

T1. 637-94

T1.642-94
T1S1. 2/ 91- 408
T1S1. 1/ 92-188

T1S1. 1/ 92- 253

T1S1. 2/ 92- 323

T1S1. 2/ 94- 311

T1S1/ 94- 553
T1S1/ LB95- 05
X3.4 1986
X3.16 1976

X3.25 1968

X3. 229

M L- STD- 187- 700B
| SDN Suppl enentary Service Normal Cal
Tr ansf er

Franme Rel ayi ng Bearer Service Interworking
(1.555)

Franme Rel ayi ng Service- Specific
Conver gence Subl ayer (FR-SSCS) (1.365.1)

B-1SDN - AAL-5 Commpn Part Functi ons and
Spec (I. 363,
Section 6)

B- | SDN Servi ce- Speci fi ¢ Connecti on-
Oriented Protocol (SSCOP) Spec

Cal |l Deflection Supplenentary Services
Hotline Service Integrated Text

Proposed Integrated Text for Line Hunting
Service with Issue Section

Call Conpletion to Busy Subscriber, Stage
1/ 2

Call Conpletion to Busy Subscriber, DSS1,
Stage 3 Description

Preset Conference Calling Service, DSS1,
Stage 3 Description

| SDN Explicit Call Transfer

| SDN Cal | Park Suppl enentary Service

Code for Information |Interchange

Character Structure and Character Parity
Sense for Serial-by-Bit Data Communi cati on
in ASCl |

Character Structure and Character Parity
Sense for Parallel-by-Bit Data

Communi cation in ASCl |

Fiber Distributed Data Interface (FDDI)
Stati on Managenent
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(Copi es of American National Standards Institute (ANSI) standards
may be obtained fromthe American National Standards Institute, 11 West
42nd Street, New York, NY 10036. Draft copies of ANSI standards can be
obtained fromthe Joint Interoperability and Engi neeri ng Organi zation
(JIEOQ), ATTN. JEBBB, Fort Monnouth, NJ 07703-5613.)

2.3.3 International Standards Organi zation (1SO /1 nternational
El ectrot echni cal Comm ssi on(l EC) docunents

TR 10000 | nformati on Technol ogy -- Framework and
Taxonony of International Standardized
Profiles -- Part 1: Franmework, Part 2:

Taxonony of Profiles, and Part 3:
Princi pl es and Taxonony for Open Systens
Environnment Profiles (Draft)

| SO 3166 Codes for the Representation of Nanmes of
Countries

| SO 3309 | nformati on Processing Systens -- Data
Communi cation -- High-Level Data Link
Control Procedures -- Franme Structure

| SO 4335 | nformati on Processing Systens -- Data
Communi cation -- High-Level Data Link
Control Elements of Procedures

| SO 6523 Data I nterchange -- Structure for the
| dentification of Organizations

| SO 7498 I nformati on Processing Systens -- (Qpen
Systens Interconnection -- Basic
Ref erence Model -- X-ref: [|ITUT X 200

| SO 7776 I nformati on Processing Systens - Data

Communi cation - High-level Data Link
Control Procedures - Description of the
X. 25 LAPB- Conpati bl e DTE Data Link

Pr ocedur es

| SO 7809 | nformati on Processing Systens -- Data
Communi cation -- High-Level Data Link
Control Procedures -- Consolidation of

Cl asses of Procedures

| SO 8073 | nformati on Processing Systens -- Open
Systens I nterconnection -- Connection
Oriented Transport Protocol
Specification --
X-ref: ITUT X 224

XXX
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| SO 8208 | nformati on Processing Systens -- Data
Communi cations -- X 25 Packet Level
Protocol for Data Term nal Equi pnent --
X-ref: ITTUT X 25

| SO 8326 | nformati on Processing Systens -- Open
Systens Interconnection -- Basic
Connection-Oriented Session Service
Definition -- See: ITUT X 215

| SO 8327 | nformati on Processing Systens -- Open
Systens Interconnection -- Basic
Connection-Oi ented Session Protocol
Specification -- See: |ITU T X 225

| SO 8348 | nformati on Processing Systens -- Data
Communi cations -- Network Service
Definition -- X-ref: [1TUT X 213

| SO 8471 Dat a Comruni cation -- Hi gh-Level Data
Li nk Control Bal anced C asses of
Procedures -- Data-Link Layer Address

Resol ution/ Negotiation in Sw tched
Envi ronnent s

| SO 8473 | nformati on Processing Systens -- Data
Communi cations -- Protocol for Providing
t he Connecti onl ess- Mode Network Service

| SO 8571-1 | nformati on Processing Systens -- Open
Systens Interconnection -- File
Transfer, Access and Managenent -- Part
1: General Introduction

| SO 8571-3 | nformati on Processing Systens -- Open
Systens Interconnection -- File
Transfer, Access and Managenent -- Part

3: File Service Definition
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| SO 8571-4 | nformati on Processing Systens -- Open
Systens Interconnection -- File
Transfer, Access and Managenent -- Part
4: File Protocol Specification

| SO 8613-1 | nformati on Processing -- Text and
O fice Systens -- Ofice Docunent
Architecture (ODA) and I nterchange
Format -- Part 1: Introduction and
General Principles -- X-ref: [ITUT
T. 411

| SO 8613-2 | nformati on Processing -- Text and
O fice Systens -- Ofice Docunent
Architecture (ODA) and I nterchange
Format -- Part 2: Docunment Structures -
- X-ref: ITUT T.412

| SO 8613-4 | nformati on Processing -- Text and
O fice Systens -- Ofice Docunent
Architecture (ODA) and I nterchange
Format -- Part 4: Docunent Profile --
X-ref: ITUTT. 414

| SO 8613-5 | nformati on Processing -- Text and
O fice Systens -- Ofice Docunent
Architecture (ODA) and I nterchange
Format -- Part 5: O fice Docunent
| nterchange Format (CDIF) -- X-ref:
| TUT T. 415

| SO 8613-6 | nformati on Processing -- Text and
O fice Systens -- Ofice Docunent
Architecture (ODA) and I nterchange
Format -- Part 6: Character Content
Architectures -- X-ref: |ITUT T.416

| SO 8613-7 | nformati on Processing -- Text and
O fice Systens -- Ofice Docunent
Architecture (ODA) and I nterchange
Format -- Part 7: Raster G aphics
Content Architectures -- X-ref: [ITUT
T. 417

| SO 8613-8 | nformati on Processing -- Text and
O fice Systens -- Ofice Docunent
Architecture (ODA) and I nterchange
Format -- Part 8: Geonetric G aphics
Content Architectures -- X-ref: [ITUT
T.418
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| SO 8632
| SO 8649

| SO 8650

| SO 8802- 2

| SO 8802-3

| SO 8802-4

| SO 8802-5
| SO 8822

| SO 8823

| SO 8824

| SO 8825

| SO 8878
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Conmputer Graphics Metafile

I nformati on Processing Systens -- (Qpen
Systens | nterconnection -- Service
Definition for the Association Control
Service Elenent -- See: ITUT X 217

I nformati on Processing Systens -- (Open
Systens | nterconnection -- Protocol
Specification for the Association
Control Service Elenent -- See: ITUT
X. 227

| nformati on Processing Systens -- Local

Area Networks -- Part 2: Logical Link
Cont r ol

CSMA/ CD Medi a Access Contr ol
Token Bus Medi a Access Control
Token Ri ng Media Access Contr ol

I nformati on Processing Systens -- (Open
Systens I nterconnection -- Connection-
Oriented Presentation Service Definition

See: | TUT X 216

| nformati on Processing Systens -- (Open
Systens |Interconnection -- Connection-
Oriented Presentation Protocol
Specification --

See: ITUT X 226

I nformati on Processing Systens -- (Open
Systens | nterconnection -- Specification
of Abstract Syntax Notation One (ASN. 1)

See: | TU-T X 208

I nformati on Processing Systens -- (Open
Systens | nterconnection -- Specification
of Basic Encoding Rules for Abstract
Syntax Notation One (ASN. 1) -- See:

| TUT X 209

I nformati on Processing Systens -- Data
Comruni cations -- Use of X 25 to Provide
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| SO 8879

| SO 8880

| SO 8885

| SO 9040

| SO 9041

| SO 9069

| SO 9070

| SO 9314-1

| SO 9314-2

| SO 9314-3

M L- STD- 187- 700B

t he OSI Connecti on- Mode Network Service

See: | TU-T X 223

| nformati on Processing Systens --
St andard Ceneralized Markup Language
(SGW)

I nformati on Processing System-- Open
Systens Interconnection -- Protocol
Combi nations to Provide and Support the
OSI Network Service

I nformati on Processing Systens -- Data
Communi cati on Hi gh-Level Data Link
Control (HDLC) Procedures -- Ceneral -
Purpose XID Frane Information Field
Content and For nmat

I nformati on Processing Systens -- (Open
Systens Interconnection -- Virtual
Term nal Service

I nformati on Processing Systens -- (Open
Systens Interconnection -- Virtual
Term nal (VT) Protocol -- Basic C ass
| nformati on Processing Systens -- SGWL

Support Facilities -- SGW Docunent
| nt er change For mat

| nformati on Processing Systens -- SGW
Support Facilities -- Registration
Procedures for Public Text

I nformati on Processing Systens -- Fibre
Distributed Data Interface (FDDI) --
Part 1: Physical Layer Protocol (PHY) -
- See: ANSI X3. 148

I nformati on Processing Systens -- Fibre
Distributed Data Interface (FDDI) --
Part 2: Token Ring Media Access Control
(MAQ) --

See: ANSI X3.139

I nformati on Processing Systens -- Fibre
Distributed Data Interface (FDDI) --

Part 3: Physical Layer Medi um Dependent
(PMD) Requirements -- See: ANSI X3.166
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| SO 9542

| SO 9595

| SO 9596-1

| SO 9646

| SO DI'S 10589

| SO XXXX

| SP 10607 (6 Parts)

| SP 10609 (9 Parts)

M L- STD- 187- 700B

| nformati on Processing Systens --

Tel ecomruni cati ons and I nformation
Exchange Between Systens -- End System
to Internedi ate System Routing Exchange
Protocol for Use in Conjunction with the
Prot ocol for Providing the

Connecti onl ess- Mode Network Service

| nformati on Technol ogy -- Open Systens
| nt erconnection -- Comon Managenent
I nformation Service Definition

| nformati on Technol ogy -- Open Systens
| nt erconnection -- Comon Managenent

| nformation Protocol -- Part L1:
Specification

Open Systens | nterconnection --
Conf ormance Testing Met hodol ogy and
Fr amewor k

| nformati on Processing Systens --
I nternmedi ate Systemto Internedi ate
System Routi ng Protocols

Renote Operations Service El enent (ROSE)
(Draft)

| nformati on Technol ogy -- International
St andardi zed Profile AFTnn -- File
Transfer, Access, and Managenent (Draft)

| nformati on Technol ogy -- International
St andardi zed Profile TB, TC, TD and TE -
- Connection- Mde Transport Service
Over Connecti on- Mode Network Service
(Draft)

(Copi es of |1SO standards nmay be obtained fromthe Anmerican

Nati onal Standards | nstitute,

2.3.4 |Institute of Electrical

st andar ds
| EEE 802. 1D

| EEE P802. 1d 1D

1430 Broadway, New York, NY 10018.)

and El ectronics Engi neers (| EEE

MAC Bri dges

Renot e MAC Bri dge
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| EEE 802. 6 Di stributed Queue Dual Bus (DQDB)
Subnetwork of a Metropolitan Area
Net wor k ( MAN)

(Copi es of | EEE standards may be obtained fromthe Secretary,
| EEE St andards Board, Institute of Electrical and El ectronics
Engi neers, Inc., P.O Box 1331, 445 Hoes Lane, Piscataway, NJ
08855-1331.)

(NOTE: | EEE 802.3, 802.4, and 802.5 are referenced as
| SO 8802-3, 8802-4, and 8802-5.)

2.3.5 Requests for comment (RFC) and Internet Activities Board (1 AB)
st andar ds

RFC 1157 Si npl e Net wor k Managenent

(RFCs are available, free of charge, via e-nmail using the
follow ng address: mailserv@ls.internic.net. Type "send rfcxxxx.txt"
in the body.)

2.3.6 Electronic Industries Association (ElI A docunents

El A 232 I nterface Between Data Term nal
Equi prent and Data G rcuit-Term nating
Equi prent Enpl oying Serial Binary Data
| nt er change

El A 422 El ectrical Characteristics of Bal anced
Voltage Digital Interface Crcuits

El A 423 El ectrical Characteristics of Unbal anced
Voltage Digital Interface Crcuits

(Copi es of EIA standards nmay be obtained from ANSI or ElA,
El ectroni c Industries Association, Engineering Departnent,
2001 Eye Street, Northwest, Washington, D.C. 20006.)

2.3.7 Corporation for Open Systens (COS) docunents

COS VTC001 I ndustry Profile for Video
Tel econf erenci ng

(Copi es of this docunent may be obtained fromJIEOQ Center for

St andards, Fort Mnnoputh, NJ 07703-5613, Attention: JEBBC, M. Kl aus
Ri ttenbach.)
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2.3.8 Bellcore docunents

TR- TSV- 000772 Ceneric System Requirenents in Support
of Switched Miulti-nmegabit Data Service

(Copi es of Bellcore docunents may be requested from Bell core
Cust omer Service, 8 Corporate Place, Piscataway, NJ 08854-4156
t el ephone: 1-800-521-2673.)

2.4 Oder of precedence. 1In the event of a conflict between the text
of this docunent and the references cited herein, the text of this
docunent takes precedence. Nothing in this docunent, however,

super sedes applicable | aws and regul ati ons unl ess a specific exenption
has been obtained. |In addition, whenever a DoD Standardi zed Profile
(DSP) and the associated International Standardized Profile (I1SP) are
listed, the DSP takes precedence.
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3. DEFI NI TI ONS

3.1 Acronyns and abbreviations. The acronyns and abbreviations used in
this standard are defined as foll ows:

AAL ATM adapt ati on | ayer

ABR available bit rate

ACK acknow edgnent

ACSE associ ation control service elenments

A-D anal og-to-digital

ADP automati c data processing

ADPCM adaptive differential pul se-code nodul ation

AFI authority and format identifier

Al TS Adopted I nformati on Technol ogy Standard

A anti-jam

ALE automatic |ink establishnment

ANSI American National Standards Institute

ARl DPCM Adaptive Recursive Interpolated D fferenti al
PCM

ASCl | Anerican Standard Code for Information
| nt er change

ASN. 1 abstract syntax notation 1

ATDL- 1 Arny Tactical Data Link 1

ATM asynchronous transfer node

B- Channel bear er channel

BCl bit count integrity

BER bit error ratio

B- | SDN br oadband- | SDN

BNZS bi polar wwth N-zero substitution

bps bit(s) per second

BPSK bi nary phase-shift keying

BRI basic rate interface

BT br oadband t erm nal

CBR constant bit rate

CC country code

Ca R I nternational Radio Consultation Commttee

CaTT I nternational Tel egraph and Tel ephone
Consultative Commttee (now referred to
as I TUT)

CDVA code-division nultiple access

CELP code-excited linear prediction

M Cor porate I nformati on Managenent

CLI P Calling Line ldentification Presentation

CLIR Calling Line ldentification Restriction

CLNS connectionl ess network service

x|



CLP

CM P
CM S

CNR
COVPUSEC
COVBEC
CONS
CONUS
COTS

CPCS
CRBS
CRC

CS

CSMy CD

CSN
CVvSD
C3l

CAl

D
DANMVA
DBMS
D- channel
dc

DCA
DCAC
DCC
DCC
DCE
DCP
DCPS
DCS
DDN
DEQPSK

D1
DR
D S
Dl SA
DI SN

DoD
DoDlI SS

M L- STD- 187- 700B

cell loss priority

Comon Managenent | nformation Protoco

Common Managenent | nformation Services

conbat net radio

conmputer security

communi cations security

connection-oriented netwrk service

continental United States

connection-oriented transport service (also,
commercial off-the-shelf)

common part convergence subl ayer

cell-relay bearer service

cyclic redundancy check

conver gence subl ayer

carrier sense nultiple access/collision
det ection

circuit-sw tched network

continuously variable slope delta

command, control, conmmuni cations, and
intelligence

command, control, communi cations, conputers,
and intelligence

dat a

demand- assi gnnment nul ti pl e access

dat abase managenent system

16- or 64-kbps channel for signaling and data

di rect current

Def ense Communi cati ons Agency (now DI SA)

DCA circul ar

data country code

data communi cati ons channel

data circuit-term nating equi pnment

data conmuni cati ons protoco

DoD Communi cations Protocol Standards

Def ense Communi cations System

Def ense Dat a Network

differentially encoded quadrature
phase-shift keying

Defense Information Infrastructure

directory

Def ense I nformation System
Draft International Standard

Def ense I nformation Systenms Agency
(formerly DCA)

Def ense I nformation System Network

data |ink

Domai n Nane Service

Depart nent of Defense

Depart ment of Defense Index of Specifications

x|



DP

DSN
DS1
DS2
DS3
DSP
DSP
DSS1
DTE
DTH
DTMF

ECCM
EDI
EFS
EHF
El A
EMC
EMSEC
ES
ESF
ETSI

EW

FAX
FDDI

FEC

FED- STD
FI PS
FRM

FSK
FTAM
FTP

Gops
G-C
GHz
GNWP
oSl P

GSA
GSM

H Channel
H,- Channel
H,,- Channel
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and St andards
data processing installation
di stributed queue dual - bus

directory service

Def ense Swit ched Network
Interface Rate 1 (1.544 Nbps)
Interface Rate 2 (6.312 Mops)

Digital
Digital
Digital

Interface Rate 3 (44.736 Mops)
domai n-specific part

DoD standardi zed profile

Digital

data term nal

Subscri ber Signaling System Nunber
equi pnment

down-t he-hill
dual -tone nul tifrequency

el ectroni ¢ counter-countermeasures
El ectronic Data | nterchange

error-free second

extrenely high frequency
El ectronic Industries Association
el ectromagnetic conpatibility

em ssion security

end system

ext ended superfranme
Eur opean Tel econmuni cati ons Standards

| nstitute

electronic warfare

facsimle
Fi ber Distributed Data | nterface
forward error correction

f eder al
Feder a

st andard

I nformati on Processing Standard

frame rel ay node

frequency-shift keying
file transfer,
File Transfer

gi gabit(s) per second
generic flow contro

gi gahertz

Gover nment Networ k Managenent Profile
Gover nnment Open Systens | nterconnection

Profile
Servi ces Adnmi nistration

Cener al
Speci al

hi gh-rate channe
384 kbps

Mobi | e G oup

1,472 kbps

x|

access,
Pr ot oco

and nmanagenent
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HDB3 hi gh-density bipolar with a maxi mum of
3 consecutive zeros

HDLC hi gh-1 evel data |ink control

HDTV hi gh-definition tel evision

HEC header error check

HF hi gh frequency

HRC hypot hetical reference circuit

HRX hypot heti cal reference connection

Hz hertz

I i magery

| AB Internet Activities Board

| CD i nternational code desi gnator

| DI initial domain identifier

| DP initial domain part

| EC I nt ernational El ectrotechnical Conmm ssion

| EEE Institute of Electrical and El ectronics
Engi neers

| P i nternet protocol

| PV i nt er personal nessage service

| PR | P router

| RAC | nt erdepartnent Radi o Advi sory Conmittee

IS i nternmedi ate system

| SDN I ntegrated Services Digital Network

| SO | nternational Organization for
St andar di zati on

| SP I nternational Standardized Profile

| TU I nt ernati onal Tel ecommuni cati ons Uni on

| TUT | TU- Tel econmuni cati on Standardi zati on Sect or
(formerly CCITT)

| W5 i nteri mworking group

JCS Joint Chiefs of Staff

JI EO Joint Interoperability and Engi neering
Organi zati on

JITC Joint Interoperability Test Center

JPEG Joi nt Phot ographi ¢ Experts G oup

JTI DS Joint Tactical Information Distribution
System

kbps kil obit(s) per second

kHz kil ohertz

km kil ometer(s)

LAN | ocal area network

LAP i nk access procedure

LAPB LAP bal anced

LAPD LAP on the D-channel

LDR | ow data rate

LF | ow frequency
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LLC | ogi cal link control

LMVE | ayer managenent entity

LOS I i ne- of - si ght

LPC I i near predictive coding

MAC medi a access control

MAN metropol i tan area network

MAU medi um attachnent unit

Mops megabi t (s) per second

MCEB M litary Conmmuni cati ons-El ectronics Board
VDR medi um data rate

MF medi um f r equency

IVHS nmessage- handl i ng service

MHz nmegahert z

M B managenent i nformation base

M DS Mul ti-Functional Information Distribution

System

M LDEP mlitary departnent

M L- HDBK mlitary handbook

M L- STD mlitary standard

M_PP Mul ti-1level Precedence and Preenption

WM mlitary nessaging

MVES Mlitary Messaging Service

ns mllisecond(s)

VBP nmessage security protocol

MSR message storage and retrieval

MI'BF mean tinme between failures

MI'BPM mean tine between preventive maintenance

MIP message transfer part

MITR mean tine to repair

mwv milliwatt(s)

MAY message waiting indicator

n i nt eger

NACK nonacknow edgnent

NACSEM Nat i onal COMSEC Engi neeri ng Menorandum

NACSI M Nat i onal COVSEC | nformati on Menor andum

NATO North Atlantic Treaty Organization

NCC network control center

NDI nondevel oprmental item

NE net wor k el enent

NI nationality identifier

N- 1 SDN nar r owband | SDN

NI ST National Institute of Standards and
Technol ogy

Nl TF Nat i onal | magery Transm ssion For nat

NI TFS NI TF standard

NLSP net wor k-l ayer security protocol

NM net wor k managenent

NNI net wor k- node interface
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NRI
NSA
NTI S

CDA

Gs
OQPSK

PBX
PCM
PCS
PDN
PDU
pFS
PG 6
PHY
PLP
PLRS
PMD
POH
POSI T

ppm
PRI

PSK
PSN
PSTN
PTI
PTS

QCs

R
RES
rf
RFC
RM
RCSE

SAAL
SAR
SATCOM
SATURN

SCCP
SDH

SDLS
SGWL
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net radio interface
Nat i onal Security Agency
Nati onal Technical Information Service

optical carrier |evel

O fice Docunent Architecture
operating system

Open Systens | nterconnection

of f set quadrature phase-shift keying

private branch exchange

pul se- code nodul ati on

personal comruni cati ons services

public data network

protocol data unit

proposed Federal Standard

Project Group 6

Physi cal Layer Protocol

packet | evel protocol

Position Location Reporting System

Physi cal Layer Medi um Dependent

pat h over head

Profiles for Open Systens I|nternetworking
Technol ogi es

part(s) per mllion

primary rate interface

phase-shift keying

packet - swi t ched network

public sw tched tel ephone network

payl oad type identifier

personal telecomunications service

qual i ty-of -service

radi o

reserved

radi o frequency

request for comrent

reference nodel (OSI)

renote operations service el enment

AAL for signaling

segnentati on and reassenbly

satellite conmunications

Second- Generation Anti-Jam Tactical UHF
Radi o for NATO

signaling connection control part

synchronous digital hierarchy

satellite data |link standard

St andard Ceneralized Markup Language
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SHF
SI NCGARS

SMFA
SMT
SMIP
SNE
SNWVP
SCH
SONET
SOQPSK
SSAP
SSCF
SSCOoP
SSCS
SS7
STANAG
STM
STM- N
STS

TACO2
TADI L
TAFI M

TBD

TC
TCAP
TCP
TDM
TDVA
TE
TEMPEST
TIA
TLSP
TP4
TPDU
TR
TRANSEC
TRI - TAC
TTY

UDP
UHF
ULF
UMI'S
UNI
USAT
urc
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super high frequency

Si ngl e- Channel G ound and Airborne Radio
System

syst em managenent functional area

stati on managenent

Sinple Mail Transfer Protocol

subscri ber network el enent

Si npl e Net wor k Managenent Protoco

synchronous optical hierarchy

synchronous optical network

shaped of fset quadrature phase-shift keying

sessi on service access point
servi ce-specific coordination function

servi ce-specific connection-oriented protocol

servi ce-speci fic convergence subl ayer
Si gnal i ng System Nunber 7

st andar di zati on agr eenent

synchronous transfer node

synchronous transport nodule - |evel N
synchronous transport signal

Tactical Comruni cations Protocol 2
tactical digital information Iink
Techni cal Architecture Framework for

| nf or mati on Managenent
to be determ ned
transm ssi on convergence
transaction capabilities application part
transm ssion control protocol
time-division multiplexing
time-division nultiple access
term nal equi pnment
conprom si ng emanati ons
Tel ecomuni cations I ndustry Association
transport-|layer security protocol
Transport Protocol class 4
transport protocol data-unit
techni cal report
transm ssion security
Tri-Service Tactical Conmunications
teletypewiter

user datagram protoco
ultra high frequency
ultra | ow frequency

Uni versal Mbbil e Tel ecommuni cati ons System

user-to-network interface
ultra-small aperture term na
coordi nat ed uni versal tine

x| vi
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Vv voi ce

VBR variable bit rate

VCl virtual channel indicator
VHF very high frequency

VOX voi ce-operated transm t
VPC virtual path connection
VPI virtual path indicator

VT virtual term na

VTC vi deo tel econferencing
WAN wi de area network

WARC World Adm ni strative Radi o Conference
WG wor ki ng group

VWNE w de- net wor k el enment

2B1Q two binary, one quaternary

3.2 Definitions of ternms. Definitions of terns used in this

M L- STD shall be as specified in Federal Standard (FED STD)-1037. Those
definitions unique to information systens, and not defined in FED

STD- 1037, are provided in this section.

Broadband termnal (BT): User equipnent at the | ocation where the user-
to-network interface (UNI) term nates. The BT may be a single user
equi pnent or it nmay act as an aggregator of other tributary devices.

Functional profiles: A profile is defined in TR 10000 as a "set of one
or nore base standards, and, where applicable, the identification of
chosen cl asses, subsets, options, and paraneters of those base

standards, necessary for acconplishing a particular function." The term
profile, as used in M L-HDBK-829, has the sane neaning, as does the term
functional profile. Profile and functional profile are used

i nt er changeabl y.

Ceneric flowcontrol (GFC): A bit sequence in the asynchronous transfer
nmode (ATM cell header that is intended to control traffic flowinto
the network, to support different quality-of-service (Q0S). To date,
the GFC has not been defined and renmains an unused field. 1In the
interim the field shall be all zeros.

Local -network elenents: Elenments that nmake up a base information-
transfer utility for strategic users or a tactical information-transfer
utility for tactical users. They include such elenents as circuit and
packet swi tches, and transm ssion equi pnent. They may al so i ncl ude

met ropol i t an- area networ ks ( MAN).

Pat h overhead: Overhead assigned to and transported with the SONET
payload. It provides for conmmunications between the point of creation
of a SONET payload and its point of disassenbly.
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Ref erence point A: The interface between subscri ber-network el enents
and | ocal - network el enents.

Ref erence point B: The interface between |ocal -network el enents and
wi de- network el ements.

Ref erence point B (NATO: The interface between U S. network el enents
and NATO networ k el enents.

Strategic user: A person, organization, or other entity (including a
conputer or conputer systen) not assigned as a tactical user.

Subscri ber-network el enents: Elenments such as term nal equi pnent, end
systens, internedi ate systens, |ocal -area networks, netropolitan-area
networ ks, and radi o networks normally considered to be provided by the
subscri ber.

Tactical user: A person, organization, or other entity (including a
conputer or conputer system) in support of a joint task force who
enpl oys the services provided by a tactical tel ecommunications system
or by a tactical information-processing system for transfer of
information to others.

Telnet: The virtual termnal (VT) protocol in the Internet suite of
protocols that allows users of one host to log into a renote host and
interact as normal termnal users of that host. The Tel net protocol is
specified in IAB STD-8 (and for OSI networks in | SO 9040/ 9041).

Virtual Channel Indicator (VCl): Defines the explicit cell channel
identification at the user-to-network interface (UNI) and network-to-
node interface (NNI).

Virtual Path Indicator (VPI): Defines the explicit cell path
identification at the UNI and NNI.

Wde-network elenents: Elenents, such as circuit swtches, packet
swi tches, and transm ssion equi pnent, that formthe Defense
Commruni cations System (DCS) and public switched tel ephone networks
(PSTN).
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4. GENERAL REQUI REMENTS

4.1 Systemrequirenents. The general systemrequirenents in this
section affect the design of subscriber-network elenments (information
sources, sinks, and subscriber-owned networks), |ocal-network el enents,
and wi de-network el enents, as shown in Figure 1. The term Defense

| nfformation System (DI'S), in

Figure 1, is synonynous with the Defense Information Infrastructure
(DI'l'), except DS does not include the operations and support staff and
facilities. Figure 2 [exhibit 1-2 in the Defense Information System
Network (DI SN) Architecture], depicts the D I/D SN rel ati onshi p,
including the transfornmtransfer functions and information use/creation
functions that are part of the termnal/conputing elenents. All systens
fielded to satisfy Departnent of Defense (DoD) requirenments shall conply
wi th applicable information technol ogy standards in the DoD Techni cal

Ref erence Model, which is Volume #7 of the Technical Architecture
Framework for Information Managenent (TAFIM. Use/creation functions
are addressed in detail in the DoD Technical Reference Mdel, and the
information-transfer portion is addressed by referencing this M L-STD

4.1.1 End-to-end digital service. Al signals entering the |ocal- and
wi de-network el enments shall be digital and shall remain in a digita
formuntil the signals exit the |ocal network at reference point A

Anal og-to-digital and digital-to-anal og conversion, when required, shal
occur in termnal equipnent or in termnal adapters. The network

el ements shall preserve bit count integrity (BCl) through the aggregate
of network el enents.

4.1.2 dCrcuit-switched services

4.1.2.1 Signaling. The DI SN shall provide for user-to-netwrk and
user-to-user signaling, as described in 4.1.2.1.1to 4.1.2.1.3.

4.1.2.1.1 Network-node signaling. Conmon-channel signaling shall be
enpl oyed in | ocal networks and wi de networks. For tactical informtion-
transfer systens, intersw tch conmon-channel -signaling nmessages shal
conply with M L-STD 188-256. For base information-transfer systens and
w de networks, interswitch comon-channel -signaling nmessages shal

conply with ANSI T1.111, T1.112, T1.113, and T1.114 for Signaling System
Nunber 7 (SS7), as nodified, to provide the mlitary enhancenents
described in mandatory Appendix A, titled DSN7 Common Channel Signaling.
For broadband networks, signaling nmessages shall conply with ITUT

Q 2761 to Q 2764, and ot her applicable standards and i npl enentati on
agreenents as they becone avail abl e.
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4.1.2.1.2 User-to-network signaling

a. Comon- channel signaling shall be enployed at the user-to-
network interface in base information-transfer systens. User-to-network
si gnal i ng nessages shall conply with the foll owm ng ANSI standards:

(1) ANSI T1.602
(2) ANSI T1.607
(3) ANSI T1.608
(4) ANSI T1.610

b. In-band signaling shall be enployed at the user-to-network
interface in tactical information-transfer systens. User-to-network
signaling nessages shall conply with
M L- STD- 188- 256.

c. For asynchronous transfer node (ATM networks, user-to-network
signal i ng nessages shall share the sanme transm ssion facility used to
carry traffic. User-to-network signaling nmessages shall conply with
| TUT Q 2931.

4.1.2.1.3 User-to-user signaling. User-to-user signaling is the
control information exchanged between users' term nal equipnment. This
information may be transmtted in the signaling and the information
bearer channels, but shall be transparent to network elenments. The
user-to-user information elenent is used to establish end-to-end
encrypted calls between tactical and strategic users, as defined in ML-
STD- 188- 105.

4.1.3 Packet data service. Packet data service nmay be provi ded by

di fferent types of packet networks including X 25 packet-sw tched
networks, LANs, and IP Router networks. Figure 3 illustrates how TCP/IP
will be used to achieve interoperability between DITEs in different
net wor ks.

4.1.3.1 DITE direct access. Packet data services may be delivered by
means of data term nal equipnment (DTE) directly connected to packet -
switched networks. X 25 packet-sw tched networks shall conformto the
I nternet Transport Profile for DoD conmunications, as specified in ML-
STD- 2045- 14502- 3.

4.1.3.2 LAN access. For LAN access, DTEs nust match the LAN physi cal

| ayer as well as the layer 2 sublayers, the Logical Link Control (LLC)
and Media Access Control (MAC). DTEs connected to the LAN may exchange
packets with other DTEs connected to the
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same LAN. LAN access shall conformto the Internet Transport profiles
for DoD conmuni cations, as specified in

M L- STD- 2045- 14502- 4 for nedi a-i ndependent requirenents and in M L-STD
2045- 14502-5 for nedi a-dependent requirenents.

4.1.3.3 DIE interoperability. For DTEs to connect to other DTES on

di fferent subnetworks, the transm ssion control protocol/internet
protocol (TCP/IP) suite, as specified in ML-STD 2045-14502-1, shall be
used. TCP is a connection-oriented transport protocol that ensures
reliable end-to-end data service. |P is a connectionless internet
protocol that enables interconnection of subnetworks into an

i nt ernetwork, independent of any particul ar subnetwork technol ogy, and
is used in gateways and routers between subnetworks. The TCP/IP suite

i ncl udes common applications such as electronic mail, file transfer, and
remote login, to aid DTE interoperability.

4.1.3.4 1P router networks. DDN X. 25 networks are being phased out and
replaced by IP router networks. |IP routers performrouting and gat eway
functions needed to pass packets between different subnetworks and ot her
routers. | P addresses include the address for the subnetwork and DTEs
on that subnetwork; therefore, IP routers route packets based on the
destination subnetwork address, not the destination DTE address. |IP
routers can exist at any place within the DIl as either interior or
exterior gateways. For the purpose of routing, a group of networks and
gateways controlled by a single admnistrative authority is called an
aut ononous system using interior gateway protocols. Gateways between
aut ononobus systens use exterior gateways protocols.

4.1.3.5 |P addressing. Currently, IP provides only 32 bits of address
space and is facing an inability to provide unique |IP addresses to al
entities that require them Wrk is ongoing on a next-generation
protocol (IPng) to resolve this issue.

4.1.3.6 ATM networks. In the future ATM networks will provide the
transport service between IP routers. |P datagrans will be segnented
into ATMcells at the sending ATMnetwork interface and reconstructed
fromATMcells at the receiving ATM network interface.

4.1.3.7 Switched multi-negabit data service. Swi tched nulti-nmegabit
data service (SMDS), a Bellcore proprietary devel opnent, provides
connectionl ess datagramtransfer service. The SMDS vari abl e-1ength data
units are segnmented into 53-byte cells for transm ssion. SMS
addressing uses the ITU T E. 164 nunbering plan. Open-conmmerci al
standards for the SMDS subscriber network interface have not been

devel oped. Details are provided in Bellcore TR TSV-000772.
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4.1.3.8 Point-to-point access. For point-to-point access, DTEs nust
mat ch the physical |layer as well as the data link layer. Point-to-point
access shall conformto the internet transport profile for DoD

comruni cations, as specified in ML-STD 2045-14502- 2.

4.1.4 Personal communications services (PCS). Personal comrunications
services is defined as a set of capabilities that all ows sone

conbi nation of termnal nobility, personal nobility, and service profile
managenent. Figure 4 shows all system conponents needed to support PCS
The DI SN shal |l inpl enment personal communi cations services using the
currently energi ng commerci al standards.

4.1.4.1 Termnal nobility. Termnal nobility is based on wreless
access to the network. It allows a nobile term nal, which noves with its
user, to gain access to the network fromdifferent | ocations. To
support termnal nobility, the network nust be able to identify calling
wireless termnals and |locate called wireless termnals. |In Figure 4
termnal, nobility is represented by the vehicul ar and hand- hel d
termnals showmn on the left. Termnal nobility shall be provided
initially within each base conmuni cati ons and Joint Tacti cal
Headquarters area. Eventually, global termnal nmobility shall be

provi ded across these areas, consistent with the commercial standards
for Future Public Land Mobile Tel ecommuni cati on Systens and Uni versal
Personal Tel econmuni cati ons.

4.1.4.1.1 Wreless access. Wreless access involves the wireless |ink
(air interface) between the nobile term nal and the base station (radio
port), managenment of the wireless |links provided by several base
stations by a central base station controller, and the interface between
the base station controller and the switched network. In Figure 4,

W rel ess access is represented by the base stations and the base station
controller shown in the center.

4.1.4.2 Personal nobility. Personal nobility all ows users of

t el ecommuni cati on services to gain access to these services from any
convenient termnal with which they choose to associate thenselves. To
support personal nobility, the network nust be able to distinguish
between term nal and personal identifiers; to keep track of current
user-term nal associations, user |ocations, services authorized to the
user, and service capabilities of the termnals; and to maintain the
user's call/service account. Personal nobility nmay be provi ded by
either wireline or wireless termnals. 1In the |lower right of Figure 4,
personal nobility is represented by the two fixed termnals and the user
novi ng between them Personal nobility shall be provided globally
across all DI SN term nals.

| vi
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4.1.4.3 Universal access. Universal access is the conbination of both
term nal and personal nobility, including the ability of wreless

term nal users to nove between different wirel ess access areas. The
termintelligent network inplies the capabilities needed to support

uni versal access. An intelligent network nust contain a central or

di stributed database and perform service profile nanagenent. Service
profil e managenent maintains the home (normal) |ocation of users, the

| ocation they are currently visiting,

whi ch they are currently associ at ed,
services, their service use records,
each term na

and wirel ess access area.

the identity of the termnal with
their currently authorized
and the service capabilities of

Addi tionally, the signaling

systemused in an intelligent network nust be able to rapidly
interrogate this database w thout causing undue del ays or a substanti al

i ncrease in communications traffic.

intelligent network are shown in the
shal | be enhanced, commensurate with
intelligent network requirenents and

4.1.5 Dedicated circuits.
circuits at 64-kbps, 384-kbps,
shal |

shall conformto applicable portions
and 5.1.2.1.1 for

4.1.6 Subscriber services.

The DI SN
and 1.
be provided by comercially | eased |ines or
exi sting channels into dedicated through groups.

Local - networ k el enents shal

The key conponents of an

upper right of Figure 4. The DI SN
commerci al devel opnments, to support
uni ver sal access.

shall be able to provide dedicated

544- Mops rates. These circuits

by mul ti pl exi ng

The layer 1 interface
of 5.1.1.1.1 for the 64-kbps rate,

bot h the 384-kbps and 1. 544- Mops rat es.

provi de

t el ecommuni cati ons subscri ber services for circuit-sw tched voi ce,

circuit-switched data, and packet-sw tched dat a.
i ncl ude voi ce tel ephony, data transm ssion,
and nul tinmedi a conmuni cati ons.

vi deo,

4.1.6.1 Voice services.
wi de- networ k el enent s,
capability for

Servi ces supported
facsimle, record traffic,

The aggregate of tactical-network el enents,
and base-| evel
bot h nonsecure and end-to-end encrypted voice calls

network el ements shall provide the

bet ween subscribers at a mlitary base and subscribers in a tacti cal

syst em
4,1.6.1. 2;

4.1.6.1.1 Voice digitization
al gorithns shall be used:

a. Base information-transfer systens shal
as defined in ITU G 711, Tables 2a and 2b

| aw conpandi ng),

b. Tacti cal

the section titled CVSD npodul ati on.

informati on-transfer systens shal
interface either directly or via a switch
vari abl e sl ope delta (CVvSD) nodul ati on,

A di scussi on of nonsecure voice calls is described in
end-to-end encrypted voice calls are discussed in 4.1.6.1.3.

The foll ow ng voice digitization

use 64-kbps PCM ( rmu-

be able to
usi ng 16- kbps conti nuously
as defined in ML-STD 188-113,
Tacti cal

[viii
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systens enpl oying 32-kbps digital |oops shall double-sanple
16- kbps CVSD signals to achieve joint interoperability.

C. Nar r owband voi ce subscribers connected to the | ocal network
t hrough hi gh frequency (HF) radio, special electronic counter-
count erneasures (ECCM radios, or other narrow bandw dth facilities
shal | use 2.4-kbps linear predictive coding (LPC), as defined in ML-
STD-188-113, the section titled LPC, or 4.8-kbps code-excited |inear
prediction (CELP), as defined in
FED- STD- 1016.

d. Digital voice encoders enploying 32-kbps adaptive differenti al
pul se- code nodul ati on (ADPCM shall conformto
I TUT G 721

4.1.6.1.2 Nonsecure voice service. The Integrated Services Digital
Network (I SDN) and tactical tel ephone termnals use different voice-
encoding algorithns and different bit rates dictated by the bandw dt h of
the transm ssion equi pnment used in DoD networks. Base tel ephone
termnals use 64-kbps PCM voi ce encoding. Tactical telephone termnals
use 16-kbps CVSD (optionally 32-kbps CVSD) voice encoding. For
nonsecure voi ce calls between subscribers at a mlitary base and
subscribers in a tactical network, transcoding will be done at the

i nternetwork gateway to convert from 64-kbps PCMto 16-kbps CVSD
(optionally 32-kbps CvSD), and from 16-kbps CVSD (optionally 32-kbps) to
64- kbps PCM as described in ML-STD 188-105, the two sections titled
Transcodi ng.

4.1.6.1.3 End-to-end encrypted voice service. End-to-end encrypted

voi ce service between tactical and strategic networks shall be avail abl e
if the subscriber termnals contain a conmon voi ce-encodi ng al gorithm
and a common crypto algorithm and are capabl e of nbde negotiation
End-to-end encrypted voice calls shall be treated as a data service.

BCl shall be preserved to maintain cryptographic synchronization between
calling and call ed secure-voice termnals. End-to-end encrypted voice
call s between base-level and tactical users may occur at any standard
bit rate up to and including 16 kbps (optionally 32 kbps), as descri bed
in ML-STD 188-105, the section titled End-to-end encrypted tel ephone
service. The network elenents shall allow switching fromdata-to-voice
and voice-to-data to occur at the term nals.

NOTE: The 32-kbps CVSD option will work only for special cases
in which calls do not transit subnetworks that use 16-kbps
channel s.

4.1.6.1.3.1 Mode negotiation. New telephone termnals used in | SDN
networks will be able to negotiate, during the call-establishnent phase,
to determne if a conmon voi ce-encodi ng node exists. The new tel ephone
termnal shall conply with ML-STD 188-105, the section titled New
term nal, and addressed by the National Security Agency (NSA) in their

lix
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Secure Term nal Equi pnmrent Program \When used in | SDN networ ks, nbde
negotiation shall be acconplished using the user-to-user information
el ement, as described in ML-STD 188-105, the section titled

Cal | - establ i shnent phase.

4.1.6.1.3.2 Interoperable nodes. New tel ephone term nals, as defined
in ML-STD 188- 105, shall have at |east two voi ce-encodi ng nodes. One
will be PCM which will be used in | SDN networks, as defined in FIPS-PUB
182. Another will be CVSD- 16, which will be used for end-to-end
encrypted calls between tactical and strategic users. Oher voice-
encodi ng schenes may be 32-kbps ADPCM 2. 4-kbps LPC- 10, and 4. 8-kbps
CELP.

4.1.6.1.3.3 End-to-end encrypted voice service in ATM networks. End-
to-end encrypted voice service shall use AAL 1 CBR service (see
5.4.3.3.3) for access to and exit from ATM networks, to maintain BCl
The AAL 1 protocol may be inplenented in either the tel ephone term nal
or atermnal adapter. The term nal adapter may be |located in the ATM
sSwi t ch.

4.1.6.1.4 Rate adaptation

a. I nfformation sources, linked to a strategic-local network, that
operate at rates of 600, 1200, 2400, 4800, 9600, 16000, 19200, or 32000
bps, shall be rate-adapted to a 64-kbps channel. The rate adaptation of

bit rates up to 32 kbps shall use the nulti-stage approach defined in

| TUT V. 110, the section titled Adaptation of V-series data signaling
rates to the internediate rates. Wth this approach, rates of 4.8 kbps
and bel ow are mapped to 8 kbps, 9.6 kbps is mapped to 16 kbps, and 19.2
kbps is mapped to 32 kbps. Rate adaptation of 8-, 16-, and 32-kbps
signals shall be rate-adapted in accordance with the foll ow ng
procedure, as docunented in ITU-T I.460, the section titled Rate
adaptation of 8-, 16-, and 32-kbps streans:

(1) The 8-kbps stream occupies bit position 1

(2) The 16-kbps stream occupies bit positions 1 and 2.

(3) The 32-kbps stream occupies bit positions 1, 2, 3, and 4.
(4) Al unused bit positions shall be set to "1."

(5) The order of bit transm ssion of the subrate stream shal
be identical before and after rate adaptation.

b. I nformation sources, linked to a tactical network, that
operate at rates of 75, 600, 1200, 2400, 4800, or 9600 bps, shall be
rate-adapted to a 16-kbps channel, as described in
M L- STD- 188- 216, the section titled Miltisanpling.

| x
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4.1.6.2 Data services. The aggregate of tactical-netwrk el enents,

w de-network el enents, and base-level network el enments shall provide the
capability for end-to-end data service such as interactive, video, and

i mgery data. The data service shall be supported by internet

prot ocol s; open systeminterconnection protocols; or any conbi nation of
both protocols over packet, franme, and cell switching, or router
networks. The separation of traffic by classification shall be provided
by (1) physical separation through network segnentation; (2) end-to-end
encryption, wherein the keys associated with the encryption are
protected as a mninumto the sanme |level as the classification of the
traffic that they handle; or (3) a conbination of both. Authentication
of nonsecure dial -up subscribers shall be provided by NSA- approved non-
f orgeabl e dynam c-t oken-based aut hentication technol ogy. Authentication
of secure dial-up subscribers and encryption of their traffic shall be
provi ded through the use of NSA-approved secure term nal equi prment

(STE) .

4.1.6.3 Video services. Circuit-switched networks shall support video
services by allocating nultiple channels (or tineslots) as required to
provi de sufficient bandwidth for video signals. This service wll
support nx64-kbps operation (where 1<n<23) for base networks and nx16-
kbps (where 1<nx16) for tactical networks. The bandw dth provided for
vi deo services between strategic and tactical networks may be limted by
the tactical networks. The procedure for converting 64-kbps to 16-kbps
channels is provided in ML-STD 188-105 w notice of change.

4.1.6.4 Miltinedia communi cations. Network access and signaling
functions shall support nmultinmedia services. Miltinmedia services
provide the capability to mani pul ate and manage i nformati on consi sting
of text, graphics, images, video, and audio. These services can be used
directly by m ssion area applications and by other support applications,
as described in the TAFIM Addition and del etion of types of
information during an active nultinedia session shall be supported.

4.1.6.5 Supplenentary services. A network supplies supplenentary
services in addition to its basic services. The generic procedures
applicable to the control of supplenentary services at the user-to-
network interface are defined in ANSI T1.610. The mandatory

suppl enentary services, which are applicable to both fixed and depl oyed
networ ks, are discussed in 4.1.6.5.1to 4.1.6.5.3. The optional

suppl enentary services are discussed in 4.1.6.5.4 to 4.1.6.5.17.

4.1.6.5.1 Milti-level Precedence and Preenption. The

Mul ti-1level Precedence and Preenption (M.PP) service provides a
prioritized call-handling service. This service has two parts:
precedence and preenption. Precedence involves assigning a priority

level to a call. Preenption involves the seizing of resources, which
are in use by a call of |ower precedence, by a higher-Ilevel precedence
call in the absence of idle resources. The MPP service is a network

provider's option applicable to a domain of the network, that is, al
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subscri bers and the network and access resources that belong to the
domai n. Connections and resources belonging to calls from M.PP

subscri bers shall be marked with a precedence | evel and domain
identifier and shall be preenpted only by calls of a higher precedence
from MLPP users in the same domain. Connections and resources bel ongi ng
to calls fromnon-MPP users and users from other M.PP domai ns shall not
be preenpted. The maxi mum precedence | evel of a subscriber wll be set
by the service provider, based on the subscriber's need. The subscriber
may sel ect a precedence level up to and including the maxi num

subscri bed-to precedence |evel on a per-call basis. The MPP service
shall be mandatory in DoD networks (both fixed and depl oyed) and shal
conply with ANSI T1.619. For calls to subscribers in existing depl oyed
(tactical) networks that conply with Tri-Service Tactical Comuni cations
(TRI-TAC) specifications, the MLPP service shall conply with M L-STD
188-105.

4.1.6.5.2 Preset Conference. The Preset Conference service allows the
served user to quickly establish a conference call wth a predeterm ned
list of conferees stored in the network. All of the call attenpts are
done in parallel. This service is defined in ANSI Draft T1S1.2/94-311

4.1.6.5.3 Hotline. The Hotline service allows a user to automatically
initiate a call, act as a receiver for Hotline service calls, or do
both. Three subscription options exist for the Hotline service:
Protected Hotline Calling service, Unprotected Hotline Calling service,
and Protected Hotline Receiving service. Wen subscribing to the
Protected Hotline Calling service, the user shall initiate calls only to
the predeterm ned called party. |In addition, the Protected Hotline
Calling service user will not receive calls fromany third party and may
receive calls only fromthe predetermned called party, if that
predeterm ned called party is also a Hotline service user. Wen
subscribing to the Unprotected Hotline Calling service, the user shal
initiate calls only to the predeterm ned called party of the Hotline
service call, who may or nmay not be another Hotline service user;
however, the Hotline service user may receive calls fromthird parties
in addition to calls fromthe called party of the Hotline service call.
A protected Hotline Receiving service user may receive calls only from
predeterm ned Hotline Calling service user(s); however, the user may
initiate calls to other users. This service is defined in ANSI Draft
T1S1. 2/ 91- 408.

4.1.6.5.4 Call WAiting. The Call Waiting service permts a subscriber
to be notified of an incomng call with an indication that no interface
i nformati on channel is available. The subscriber then has the choice of
accepting, rejecting, or ignoring the waiting call. This service is
defined in ANSI T1.613.

4.1.6.5.5 Call Hold. The Call Hold service allows a user to interrupt
comuni cations on an existing call and then subsequently, if desired,
reestablish communications. This service is defined in ANSI T1.616.
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4.1.6.5.6 Call Forwarding. The Call Forwarding service allows a served
user to have the network send to another nunber all incomng calls for
the served user's nunber. This service is defined in ITUT I.252.

4.1.6.5.7 Nornmal Call Transfer. The Normal Call Transfer service
allows a user to transfer an established call to a third party. This
service is defined in ANSI T1.632.

4.1.6.5.8 Conference Call. The Conference Call service allows a user
to establish calls to multiple parties, one at a tinme, using nornal

call -handl i ng procedures. The parties may al so comruni cate anong
thenmselves. This service is defined in ITUT I.254, the section titled
|.254.1 - Conference Calling Service Description.

4.1.6.5.9 User-to-User Signaling. The User-to-User Signaling service
allows users to send and receive limted anmounts of user- generated
information to and from anot her user-network interface. This
information is passed transparently (w thout changi ng contents) through
the network. Users can transfer information during the establishnent
and cl earing phases of calls. The information is transmtted in the
user-user information elenent. The user-user information elenent is an
optional elenent of the followng Digital Subscriber Signaling System
Nunmber 1 (DSS1) types of nessages: Alerting, Connect, Di sconnect,
Progress, Rel ease, Rel ease Conplete, and Setup. This service is defined
in ANSI T1.621.

4.1.6.5.10 Calling Line ldentification Presentation. The Calling Line
I dentification Presentation (CLIP) service provides the called party
with the calling line identification at call setup on all incomng
calls. This service applies to both basic rate and primary rate
interfaces. This service is defined in ANSI T1.625.

4.1.6.5.11 Calling Line ldentification Restriction. The Calling Line

I dentification Restriction (CLIR) service notifies the network that the
Calling Party Nunber is not allowed to be presented to the called party.
This service is defined in

ANSI T1.625. This service applies to both basic rate and primary rate

i nterfaces.

4.1.6.5.12 Call Conpletion to a Busy Subscriber. The Call Conpletion
to a Busy Subscriber service allows an authorized user, A, who
encounters a busy destination, B, to be notified when the busy
destination, B, becones idle. The network reinitiates the call to
destination B if user A desires. This service is defined in ANSI Drafts
T1S1. 1/ 92- 253 and

T1S1. 2/ 92- 323.

4.1.6.5.13 Message Waiting Indicator Control and Notification. The
Message Waiting Indicator (MN) Control and Notification service is
provi ded by the network to a Message Storage and Retrieval (MSR) System
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provider. The MSR system may request the network to provide an
indication to one of its client users that nessages are waiting at the
MSR system This service is defined in ANSI T1.622.

4.1.6.5.14 Line Hunting. The Line Hunting service allows a served user
to enable incomng calls to a specific | SDN nunber to cause a search for
an avail abl e hunt group nenber to which calls can conplete. This
service may be made avail abl e on demand or by subscription. This
service applies to both basic rate and primary rate interfaces. This
service is defined in ANSI Draft T1S1.1/92-188.

4.1.6.5.15 Explicit Call Transfer. The Explicit Call Transfer service
allows a service user having two i ndependent calls to connect together
the distant parties of the two calls, thereby releasing the served user
fromthe call, in a single user-network interaction. This service
applies to both basic rate and primary rate interfaces. This service is
defined in ANSI Draft

T1S1/94-553.

4.1.6.5.16 Call Park. The Call Park service allows a service user to
interrupt a speech or voice band data conmuni cation on an existing call,
and then, re-establish conmunications fromthe sane or different

term nal equipment within the sane Call Park Subscriber Goup. A Cal
Par k Subscribers Goup is a group of Call Park subscribers designated by
the service provider. The service provider may optionally group
together Call Park subscribers into a Call Park Subscriber Goup, in
order to provide a neasure of security. This service applies to the
basic rate interface. Call Park is a circuit switch voice service with
simlar characteristics of Call Hold, except for the ability to re-
establish communications fromdifferent term nal equipnent. This
service is defined in ANSI Draft T1S1l/LB 95. 05.

4.1.6.5.17 Call Deflection. The Call Deflection service permts a
served user to respond to an offered call with a request to deflect the
call to another nunber. As a subscription option, the subscriber can

i nvoke the deflection request after answering the call. 1In addition,
the subscriber can limt the tinme it takes for the deflected-to user to
answer the call. If the deflected-to user does not answer wthin a
specified tine interval, the network stops the deflection attenpt and
returns a failure indication to the deflecting user, if the deflecting

user is still associated with the call. Unlike Call Forwarding, Cal

Defl ection allows the network to redirect a call only after receipt of a
specific user request to deflect that call. This service is defined in
ANS| T1. 642.

4.2 Information-transfer utility system paraneters. The follow ng | SDN
system paraneters listed in 4.2.1 through 4.2.5 shall apply to the
information-transfer utilities portion of the DISN. These paraneters
are summari zed here because of their inpact on the design of information
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sources, sinks, and processors that exchange information through
information-transfer utilities.

4.2.1 |Information bearer channels. Base infornmation-transfer systens
shal |l be able to exchange nultiple bearer channels over a single
connection at reference point AL Below are four interface options:

a. Basic rate interface. The basic rate interface provides two
64- kbps bearer (B-) channels and one 16-kbps signaling data (D)
channel. B-channels can be used for voice or data. The D-channel is

used for call control and | ow speed packet data. The required nethod
for multiplexing the 2B+D channels into a formsuitable for transm ssion
over a single twsted wire pair is provided in 5.1.1.1.1.

b. Primary rate interface. The primary rate interface provides a
conbi nation of 23B- (or 30B-) channels and one 64-kbps D-channel. The
23B+D (or 30B+D) channels will be used primarily to connect private
branch exchanges (PBX) to central offices at reference point A  The
primary rate interface will also be used at reference point Bto
i nterconnect |ocal-network elenments to wi de-network el enents. A D
channel may not be required for every primary rate interface; in this
case, all 24 or 31 channels shall be available for use as B-channels.

C. Hi gh-rate channels. It shall be possible to treat nultiple
64- kbps channel s as a single high-rate (H) channel.
Si x B-channel s can be treated as a single 384-kbps (H,) channel.
Twenty-three B-channels can be treated as a single 1472-kbps
(H,,) channel. H, channels can be used in conbination with
B-channel s on the sane primary rate interface (PRI). Rules for tine-
sl ot assignnments for high-rate signals are provided in 5.1.2.1.1.j.

d. Br oadband services interface. See 5.4.

4.2.2 Timng and synchroni zation

4.2.2.1 Reference point A. In general, information-source bit timng
shall be slaved to the |ocal network, as described in

M L- STD- 188- 115, the discussion of master-slave operation. Term nal

equi pnent connected to network elenents in the base information-transfer
systemshall conply with ANSI T1.601, the section titled Baud Rate,

Ti mng, and Synchroni zation. Term nal equi pnment connected to network
elements in the tactical information-transfer systemshall conply with
M L- STD- 188- 115.

4.2.2.2 Reference point B. Local-network and w de-network el enents
that provide the reference point B interface shall provide stratum1

cl ock accuracy, as defined in ANSI T1.101 and ITU- T G 811, and buffering
sufficient to maintain BCl for a mninmumof 24 hours. Frane

synchroni zation, as required to denultiplex tinme-division-nultiplexed
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signals, shall be provided by use of the framng bits described in ANSI
T1. 408 and
M L- STD- 188- 202.

4.2.2.3 Coordinated universal tinme. Systens that require tinme and
frequency reference informati on based on coordi nated universal tine
(UTC) shall conply wth FED STD-1002.

4.2.3 Tactical-to-strategic gateway functions. Gateways are a
necessary solution for the interoperability of near-termtactical and
strategi c networks. Reference point B shall include a w de-network
gateway function to achieve interoperability between sw tched
subscribers in tactical information-transfer systens and base
information-transfer systenms. The gateway function requires standards
for layers 1 to 3 for tactical systens using 16-kbps channel s
(optionally 32-kbps) and strategi c systens using 64-kbps channels, as
described in ML-STD 188-105, sections 5.2 and 5.3. Since end-to-end
encryption is a long-termobjective of this

M L-STD, the use of gateways that require reencryption should be

m nimzed. Gateway functions for circuit- and packet-sw tched
connections are described in 4.2.3.1 and 4.2.3. 2.

4.2.3.1 Grcuit-switched voice and data. The gateway function shal

i nclude the capability to convert voice algorithns used in tactical
information-transfer systens to 64-kbps pul se-code nodul ati on (PCM used
in base information-transfer systens, in accordance with M L-STD- 188-
105, section 5.5. The gateway function shall also be capable of rate
adaptation, in accordance with M L-STD 188-105, sections 5.6 and 5.09.
The gateway function shall be able to accombdate additi onal conversion
algorithns if needed in the future. The gateway function shall include
t he signaling-nmessage converter, defined in ML-STD 188-105, section
5.4, to allow tactical-swtched systens to internetwork with strategic-
switched systens. The signaling nessages shall be exam ned by the
gateway function. |If it is determned that a secure voice or data cal
is being established, the gateway function shall use rate adaptation at
the interface, in accordance with 4.1.6.1.4. Permanent and

sem permanent circuits shall enable data transfer across the gateway at
mul ti pl es of

16 kbps, up to 512 kbps, in accordance with M L-STD 188-105, section
5.9. BCl shall be naintained.

4.2.3.2 Packet-switched data. The gateway function shall enable
packet-sw tched data transfer across the gateway at nultiples of 16
kbps, up to 512 kbps, in accordance with M L-STD 188-105, section 5.9.
BCl shall be maintained.

4.2.4 System performance. System performance standards for base
information-transfer systens and w de networks shall be based on the
standards for 64-kbps channels, as given in 5.7. System perfornmance
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standards for tactical information-transfer systens shall be based on
5.7.

4.2.5 Network managenent. The Sinple Network Managenent Protoco
(SNWP), as defined in RFC 1157, shall be used until it is superseded by
t he Common Managenent | nformation Protocol (CM P)/Commobn Managenent
Information Service (CMS). The objective of DI SN network nmanagenent is
to conformto the Governnment Network Managenent Profile (GNWP) (FIPS-
PUB- 179), and to support the establishnment, reconfiguration, and

mai nt enance of a stable signaling and user-network environnment. To
achieve this objective, network managenent entities w thin each segnent
of the DI SN shall be based on an integrated nmanagenent architecture and
shal |l enploy a set of commbn managenent protocols, as defined in ML-
STD- 2045- 38000 and its conpari son M L-HDBK-1351. DI SN network
managenent shall provide support for the follow ng set of conmon
managenent application functions:

a. Faul t managenent

b. Confi gurati on managenent
C. Account managenent

d. Per f or mance nmanagenent
e. Security managenent

Maxi mum use shall be nade of autonated nanagenent aids to ensure
effective and responsi ve DI SN networ k managenent. Section 5.6 defines
speci fic DI SN network managenent requirenents.

4.3 Common requirenents. DI SN equi pnent will be used in a variety of
applications and environnents. Acquisition specifications should
contain design requirenents tailored to the expected application and
envi ronnent; however, the nature of mlitary operations also dictates
sone degree of flexibility. Extrene care nust be taken to ensure that
desi gn requirenents sel ected from applicable DoD docunents are tailored
to provide the necessary flexibility. The use of commercial off-the-
shel f (COTS) equi pnent is encouraged when the acquisition authority
determ nes that sonme or all of the common requirenents listed in 4.3.1
to 4.3.13 do not apply.

4.3.1 Information security. The design of information systens shal
all ow the incorporation of communications security (COVSEC) and conputer
security (COMPUSEC) to protect information against unauthorized

di scl osure, transfer, nodification, or destruction.

4.3.1.1 Conmmunications security. Provisions for COMSEC shall include
crypto security, transm ssion security (TRANSEC), em ssion security
(EMSEC), and physical security.
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4.3.1.1.1 Crypto security. Information systens shall provide internal
or external crypto equipnment. Digital interfaces to external crypto
equi pnent shall be in accordance with

M L- STD- 188- 114.

4.3.1.1.2 Transm ssion security. HF radio anti-jam (AJ) systens shal
conply with the TRANSEC al gorithm provisions in

M L- STD- 188-148. Very high frequency (VHF) radios shall conmply with
Joint Interoperability and Engi neering Organization (JIEO Specification
9001. Utra high frequency (UHF) radios shall conmply with

St andar di zati on Agreenent (STANAG 4372. Standards for satellite

communi cations (SATCOM AJ systens shall be based on existing UHF, super
hi gh frequency (SHF), and extrenely high frequency (EHF) common-user DoD
satellite systens.

4.3.1.1.3 Emssion security. Conprom sing emanations shall be
controlled within applicable TEMPEST criteria in the current edition of
NSTI SSAM TEMPEST/ 1- 91

NOTE: National COVSEC Engi neering Menorandum ( NACSEM 5201 provi des
desi gn gui dance and M L-HDBK-232 provides installation guidelines for
conprom si ng enmanati ons.

4.3.1.1.4 Physical security. Systens shall have appropriate tanper-
resi stant design features and tanper-detection nechani sns.

4.3.1.2 Conputer security. Conputer systens shall conply with
appl i cabl e provi sions of DoD 5200.28-STD and the security standards
identified in the TAFI M

4.3.2 Electronmagnetic conpatibility. Systens and associ ated subsystens
shal |l be designed to achieve intrasystem and intersystem el ectronmagnetic
conpatibility (EMC). There shall be no em ssions by any item of the
subsystem or system beyond the tol erances established in ML-STD 461
Techni ques used to neasure and determ ne EMC characteristics shal

conply with the applicable requirenents of ML-STD 462. Equi pnent and
subsystens shoul d be designed in accordance with applicable EMC gui dance
in M L-HDBK-235, M L-HDBK-237, M L-HDBK-241, and M L-HDBK-253. The EMC
program nust address both em ssions and susceptibilities, not just

em ssions. Future specific electromagnetic em ssion requirenents wl |
require tailoring of ML-STD 461 requirenents to ensure conpatibility.

NOTE: M L- HDBK- 237 provi des guidance for inplenenting an EMC program
and M L- HDBK- 241 provi des gui dance for EMC enhancenent (el ectromagnetic
interference reduction) of equipnment power supplies.

4.3.3 Electronic warfare vulnerability and el ectronic counter-
counterneasures capabilities. Electronic warfare (EW vulnerability
anal yses shall be perfornmed on all radio subsystens, beginning with the
concept fornul ation stage. Appropriate electronic counter-

I Xviii



M L- STD- 187- 700B

count erneasures (ECCM) capabilities shall be devel oped to protect these
systens fromthe applicable EWthreat.

4.3.3.1 Determning the electronic warfare technical threat.
EWintelligence sources shall be used to provide an EWtechnical threat
nodel during the concept formul ation stage of system devel opnent. The
EWtechnical threat nodel shall determne if 4.3.3.2 and 4.3.3.3 are
required.

4.3.3.2 Analyzing electronic warfare vulnerability. Sinulation

t echni ques shoul d be used to assess the effects of EWon radio |inks.
Prelimnary anal yses of EWeffects on candi date systens shoul d be nade
to help elimnate unacceptabl e approaches. Subsequent anal yses of
ener gi ng candi date techni ques and equi pnent shoul d be nmade at several
stages of devel opnment. EWvul nerability anal yses should be perforned in
accordance with applicable departnent or agency directives.

4.3.3.3 Developing electronic counter-counterneasures techni ques.
Duri ng each phase of system devel opnent and production, avail abl e ECCM

t echnol ogy shoul d be reviewed for applicability to EWvul nerability.
Wher e necessary, ECCM capability should be made integral to the system
design. It should not be assuned that ECCM renedi es can be applied at

| ater stages of system devel opnent. EWand ECCM test requirenents shal
be stated in applicable systemspecifications. HF radio AJ systens
shall conply wth applicable provisions of ML-STD 188-148. VHF radi os
shall conply with JIEO Specification 9001. UHF radios shall conply with
STANAG 4372. Standards for SATCOM AJ systens shall be based on existing
UHF, SHF, and EHF common-user DoD satellite systens.

4.3.4 Human engineering design. All information systens, subsystens,
and facilities shall be designed in accordance with the applicable
requi renents of ML-STD 1472 and M L- STD-46855, and in accordance with
the Human Factor Interface Style CGuide

(Volune 8 of the TAFI M.

4.3.5 Reliability. Al systens and subsystens shall be designed to
meet quantitative reliability requirenents. The reliability program
shal |l be established in accordance wth the applicable requirenments of
M L-STD-785. Reliability acceptance tests shall be perfornmed in
accordance with the applicable requirenents of ML-STD 781

4.3.6 Mintainability. Al equipnent, subsystens, and systens shall be
designed to neet quantitative maintainability requirenments. The

mai ntai nability program shall be established in accordance with the
appl i cable requirenents of M L-HDBK-470. (Cuidance on the perfornance of
mai ntai nability acceptance tests may be found in M L-HDBK-471

4.3.7 Survivability. Survivability is the characteristic of equipnent,
subsystens, and systens to withstand or avoid such damage nechani sns as
bl ast fragnents, bullets, and expl osive and incendiary devices, as well
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as the effects of such natural phenonena as |ightning, w thout causing a
mal function. Survivability can be enhanced by such neasures as addi ng
arnor plating, duplicating and separating critical conmponents, and
sinplifying the design to reduce the nunber of critical conponents. The
survivability of all systens and subsystens should be assessed by
performng vulnerability reduction studies in accordance with applicable
departnent or agency directives, regulations, and instructions.

4.3.8 dimatic conditions. Al l equi pnent shall be designed to neet
the applicable climatic conditions specified in ML-STD210. The
climatic condition and induced stress requirenents for an equi pnment or
an assenbl age shall be consistent wth the degree of exposure
anticipated for intended field applications.

4.3.9 Environnental test nethods. Al systens and subsystens shall be
designed to conply with the applicable environnental test nethods
specified in M L-STD 810.

4,3.10 Electrical neasurenment and test nethods. Electrical measurenent
and test methods for conmunications systens shall conply with ML-
STD- 188-190.

4.3.11 Gounding, bonding, and shielding. Methods and practices for
groundi ng, bondi ng, and shi el ding of ground-based tel econmuni cati ons
equi pnent and facilities, including buildings and structures supporting
tactical and | ong-haul comuni cations, shall conply with the applicable
requi renents of ML-STD 188-124. M L-HDBK-419 provides practica

consi derations for groundi ng, bonding, and shi el ding systens.

4.3.12 Radio regulations. The use of the frequency spectrumis

regul ated by international agreenents enbodied in radio regulations
publ i shed by the General Secretariat of the International

Tel ecomruni cations Union (I TU), Geneva, Switzerland, and nodified
periodically by a World Adm nistrative Radi o Conference (WARC). These
radio regulations are further qualified at the national |evel through
such Federal CGovernnent agencies as the Interdepartnent Radi o Advisory
Committee (I RAC), and through such mlitary agencies as the Joint Chiefs
of Staff (JCS) and the MIlitary Conmuni cati ons-El ectronics Board ( MCEB)
Mlitary frequency planning, including joint functional frequency
allocation tables, is established as a joint action area under the MCEB
For subsystens and equi pnent design, the choice and performance of the
equi pnent, as well as frequencies and em ssions of any radi o subsystem
shal | satisfy the provisions of those radio regulations. Therefore,
radi o subsystem designers and users are required to have adequate
famliarity with these regulations. Final approval of frequency bands,
oper ati ng nodes, and equi pnent characteristics within DoD rests with the
MCEB.

4.3.13 Radio frequency spectrum characteristics. The spectral
characteristics of all radio frequency (rf) transmtters, receivers, and
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antennas shall be neasured in accordance with the applicable
requi renents of M L- STD 449.

4.3.14 Conformance testing. [1SO 9646 and I TU- T X. 290 shall be used for
t he conformance testing nethodol ogy and framework to ensure that
conformance testing produces correct and consistent results. DoD
Commruni cations Protocol Standards (DCPS) conformance testing shall be in
accordance wth M L-HDBK-1350-2. Acquisition agencies are cautioned

t hat successful conformance testing of an equipnment will not guarantee
interoperability wwth all other equipnment that al so passed conformance
testing. Conformance testing is not a substitute for interoperability
testing.

4.3.15 |Interoperability testing. Testing shall be perfornmed to
successfully denonstrate that systens successfully interoperate. DCPS
interoperability testing shall be in accordance with

M L- HDBK- 1350-2. The Joint Interoperability Test Center (JITC) is
currently developing an interoperability testing guide. Wen this
docunent, titled Open Systens Environnent Standards Confornmance and

I nteroperability Testing Methodol ogy, is published, it will codify the
processes for obtaining standards conformance, interoperability
certification, or both.

4.3.16 Validation. Validation of data comruni cations protocols (DCP)
shal | be conducted in accordance with M L-HDBK-1350-1

4.4 Subsystem design consi derations

4.4.1 Term nal subsystens. Digital interfaces between term na
subsystem equi pnent shall conply with ML-STD 188-114 unl ess ot her
standards apply.

4.4.1.1 Tactical termnal subsystens. Tactical term nal subsystens
shall conply wth the applicable requirenments of
M L- STD- 188-216 and M L- STD- 188- 260.

4.4.1.2 Long-haul digital term nal subsystens. Long-haul digital
term nal subsystens shall conply with the applicable requirenments of
ANSI standards X3.4, X3.16, and X3. 25.

4.4.1.3 Facsimle subsystenms. Tactical and |long-haul facsimle
subsystens shall conply wth the applicable requirenments of

M L- STD- 188-161. STANAG 5000 addresses the protocols that are necessary
for facsimle subsystens to work in a noise environnent.

4.4.1.4 Tactical digital information |links. Message formats and
related information for tactical digital information |inks (TAD L) A B,
and C are published in CICSM 6231. Technical characteristics for TADILs
A and C are published in the

M L- STD- 188- 203 series; for TADIL B, in ML-STD 188-212.

| xxi



M L- STD- 187- 700B

4.4.1.4.1 TAD L A subsystens. Technical characteristics of TADL A
subsystens shall conply with applicable requirenments of ML-
STD- 188- 203- 1.

4.4.1.4.2 TADIL B subsystens. Technical characteristics of TADIL B
subsystens shall conply with applicable requirenents of ML-STD 188-212.

4.4.1.4.3 TAD L C subsystens. Technical characteristics of TADIL C
subsystens shall conply with applicable requirenents of ML-
STD- 188- 203- 3.

4.4.1.4.4 TADL J subsystens. Technical characteristics of TADIL J
subsystens shall conply with STANAGs 4175 and 5516.

4.4.1.4.5 ATDL-1 subsystens. Technical characteristics of Arny
Tactical Data Link 1 (ATDL-1) shall conmply with CICSM 6231

4.4.1.5 Formal record traffic. Until such tinme that the Defense
Message Systemrepl aces the | egacy Formal Record Traffic system the
interoperability standards described in 4.4.1.5.1 to 4.4.1.5.4 shal

apply.

4.4.1.5.1 Mde |I. ML-STD188-171 will provide the Mdde | channe
coordi nati on procedure for synchronous, sinultaneous, duplex data
transfer over terrestrial |inks.

4.4.1.5.2 Mde Il. ML-STD188-172 will provide the Mdde Il non-ARQ
channel coordi nation procedure for asynchronous, simultaneous,
i ndependent, dupl ex data transfer.

4.4.1.5.3 Mde V. ML-STD 188-173 will provide the Mdde V ARQ channe
coordi nati on procedure for asynchronous, sinultaneous, independent,
dupl ex data transfer.

4.4.1.5.4 Mbde VI. M L-STD- 188-174 will provide the Mode VI ARQ
channel coordination procedure for synchronous, sinultaneous, duplex
data transfer.

4.4.2 Transm ssion subsystens. Transm ssion subsystens include fiber
optic cables, netallic lines, and satellite and terrestrial radios.

4.4.2.1 Long-haul transm ssion subsystens. Long-haul transm ssion
subsystens shall conply with the performance requirenents given in 5. 7.

4.4.2.2 Tactical transm ssion subsystens. Tactical transm ssion
subsystens shall conply wth the applicable requirenments of
M L- STD- 188- 202.

4.4.2.3 Fiber optic conmunications subsystens. Long-haul fiber optic
subsystens shall conply wth the applicable requirenments of ML-
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STD-188-111. Tactical fiber optic subsystens shall conply with the
applicable requirenents of ML-STD-188-111 and JI EO Specification 91009.

4.4.2.4 Metallic line transm ssion subsystens. Wre and cabl e
transm ssi on subsystens shall conply with the applicable requirenents of
M L- STD- 188- 112.

4.4.2.5 Frequency-division multiplex subsystens. Frequency- division
mul ti pl ex subsystens shall conply with the applicable requirenents of
M L- STD- 188- 311.

4.4.2.6 Radio subsystens operating in nmediumfrequency and | ower bands.
Radi o subsystens operating in the nmedium frequency (M) band shal

conply with the applicable requirenents of

M L- STD- 188-141. Radi o subsystens operating in the | ow frequency (LF)
and | ower bands shall conply with the applicable requirenents of ML-
STD- 188- 140.

4.4.2.7 H gh frequency radi o subsystens. Radi o subsystens using
frequenci es between 3 and 30 MHz shall conply with the applicable

requi renents of ML-STD 188-141. AJ transm Ssion systenms operating in
the HF band shall conply with the applicable requirenents of ML-
STD-188-148 and M L-STD-188-110. HF digital voice shall use LPC at 2.4
kbps, in accordance with

M L- STD-188-113. Automatic link establishnment (ALE) of HF radio |inks
shal | be acconplished using the waveforns and procedures specified in
Appendi x A of M L-STD 188- 141.

4.4.2.8 Very high frequency radi o subsystens. Radio subsystens using
frequenci es between 30 and 300 MHz shall conply with the applicable
requi renents of M L-STD 188-242.

4.4.2.9 Utra high frequency radi o subsystens. Radi o subsystens using
frequenci es between 300 and 3000 MHz shall conply with the applicable
requi renents of M L-STD 188-243.

4.4.2.10 Super high frequency radi o subsystens. Radio subsystens using
frequenci es between 3 and 30 GHz shall conply with the applicable
requi renents of M L-STD 188- 145.

4.4.2.11 Extrenely high frequency radi o subsystens. Techni cal
characteristics of EHF radi o subsystens (30-300 GHz) are under
consi derati on.

4.4.2.12 Single-channel-radio to switched-systeminterfaces. See
5.1.1. 3.

4.5 Functional interface requirenments. This section defines the
scenari o, network el enents, and applications supported by this M L-STD
This scenario and these applications determ ne which
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standards, options, and paraneters are incorporated in this
M L- STD.

4.5.1 Scenario. The devel opnent of new systens is driven by the

avai lability of new technol ogy and funding for inplenentation. DoD
procures nondevel opnental itens (NDI) to neet mlitary requirenents at
reduced costs. DoD will take advantage of rapid advances in comerci al
conput er and comuni cati ons technol ogy, as well as energi ng open
standards, to neet future command, control, comunications, and
intelligence (C3l) requirenents. MIlitary-unique features nust be
introduced early in the commercial standards devel opnment cycle. Higher-
performance processi ng systens and the provision of intelligent networks
are new trends that will affect the DISN. These changes wi || acconpany
the introduction of | SDN for base and | ong-haul requirenents, whereas
the tactical systemhas evolved to an all-digital system based on ML-
STD-188-256. The tactical environnent is expected to further evol ve
toward a comrercial standard, as the Services upgrade their deployable

systens. In the future, broadband-|1SDN (B-1SDN) services wll becone
part of the DI SN. Broadband services will provide interactive and
distribution services. Interactive services include bidirectional

communi cations with real-tinme information transfer, such as
conferenci ng, between users. Distribution services include broadcast
services such as television or audio prograns. The starting tine of
distributive services may or may not be controlled by the user.

Tactical assets may have limted capability for broadband services, due
to spectrumlimtations. In the long term ATMtransport wll be
extended as far into the depl oyed environnent as practical. Further
extensi ons of services into the deployed area will be via wreless
conmmuni cati ons.

4.5.2 Network elenents. This ML-STD identifies the standards
necessary for information exchange between subscribers of common-user
switched systens. Subscribers nmay be connected to the sanme network, or
they may be connected to different but interconnected networks. Each
network may consist of different elenents, as illustrated in Figures 5
and 6. Figure 6 describes the DI SN Goal
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Architecture. These network elenents are described in 4.5.2.1 to
4.5.2.4. (See the DI SN Architecture.)

4.5.2.1 Subscriber-network elenents. Two types of subscriber- network
el ements exist: subscriber term nal equipment and subscri ber networks.
Subscri ber term nal equi pnent, which can be manned or unmanned, i ncl udes
tel ephones; teleprinters; facsimle machines; data termnals (such as
host conputers, workstations, personal conputers, digital-nessage entry
devi ces, sensors, and weapons systens); video term nals; or other

i nformati on sources and sinks. Subscriber networks, through a common
medi a, provide connectivity between a limted set of subscribers. These
net wor ks can provi de sel ective addressing, but they do not switch or
route traffic. Subscriber networks may be | ocal area networks (LAN), as
defined in International Oganization for Standardi zation (I SO 8802-3,
8802-4, and 8802-5; or radio networks such as conbat radi o networKks.

The data communi cations protocols that support digital nessage transfer
devices (DMID) and C4l1 systeminteroperability over conbat net radio are
specified in ML-STD 188-220. Subscriber term nal equi pnent and

subscri ber networks are illustrated in Figure 5. Term nal equi pnent
(TE) designates equi pnent used to exchange either voice or non-voice
information. DTE represents data termnals used for information-
transfer applications. |[|PR represents routers used to transfer data

bet ween different subnetworks. R represents a radio termnal in a
network of simlar radios, for exanple, the Position Location Reporting
System (PLRS), the Joint Tactical Information Distribution System
(JTIDS), or conbat net radio (CNR). For broadband systens, as
illustrated by the DI SN Goal Architecture of Figure 6, subscriber

el ements include sensors, nultilevel secure voice/datal/inmagery

wor kst ati ons, high-definition studio video, data-processing
installations, and personal comunications services (PCS). Not shown in
Figure 6 for deployed systens are the subscriber radio networks, as well
as the LANs, which may be indigenous to the deployed pl atforns
(aircraft, ships, trucks, and tanks). Subscriber term nal equi pnrent and
subscri ber networks shall be directly connected to the |ocal-network

el enents by cable (netallic or fiber) or by multi-role radio. The
interface between subscriber-network el enents and | ocal - network el enents
is identified as reference point A

4.5.2.2 Local-netwrk elenents. Local-network elenments are the circuit
swi t ches, packet swi tches, and transm ssion equi pnent that constitute

t he common-user systens provided by the mlitary Services. They provide
switched service for base-level and tactical users. Local-network
elenments are illustrated in

Figure 5. The base-level circuit-sw tched netwrks (CSN) and packet -
switched networks (PSN) are based on commercial standards

for SDN. Tactical CSNs and PSNs currently interface with

TRI - TAC equi prent; future upgrades to tactical systens shoul d be based
on comercial standards. Conpatible term nal equi pnent shall be able to
exchange information via switched networks conprised of |ocal-network

el emrents. The interface between subscriber-netwrk el enents and | ocal -
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network el enments shall conply with the standards described in 5.1
Tactical CSNs and PSNs within a theater of operations my be

i nterconnected w thout going through the Defense Information Sw tched
Network (DISN). As illustrated in the DISN Goal Architecture of Figure
6, | ocal-network el enments include ATM adapters, as well as broadband and
digital hierarchy transm ssion equi pnent, ATM LANs, and (not shown) FDDI
subnetworks. The interface between | ocal -network el enents and w de-
network elenments is identified as reference point B. Broadband | ocal -
network el ements are based on the comrercial standards identified in

5. 4.

4.5.2.3 Wde-network elenents. Wde-network el enents are the circuit
swi tches, packet sw tches, and transm ssion equi pnent provided by the
Def ense Commruni cations System (DCS) and public switched tel ephone
networks (PSTN). Wde-network elenents are used to transfer information
bet ween renote | ocal -network el enments. The interface between |ocal -
network el enments and

w de-network el enments shall conply with the standards described in
5.1.2. As illustrated by the DI SN Goal Architecture of

Figure 6, w de-network el enments include ATM sw tches, broadband, and
digital hierarchy transm ssion equi pnent. Broadband transm ssion bit-
rates used in fixed networks will be based on the synchronous optical
network (SONET) (see Table VIII in 5.4.1.2.1). For deployed LCS radi os,
bit rates will be reduced to 1.544 Mops (DS1l) to match current LOS
bandwi dt h constraints. 1In the future, LOS bandw dths shoul d i ncl ude
DS3. The interfaces between | ocal -network el ements and w de- net wor k

el emrents shall conply with the commerci al standards described in 5.4.

4.5.2.4 NATO network elenents. North Atlantic Treaty Organi zation
(NATO network elenents are the circuit switches, packet sw tches, and
transm ssi on equi pment provi ded by NATO nations or those portions of the
DCS that adhere to the technical standards of the host nation.
Subscribers to U S. common-user systens shall be able to exchange
information with subscribers of other nations through reference point B
(NATO, as illustrated in Figure 7. The interface between U. S. network
el ements and NATO network el ements shall conply with the STANAGs and

| TUT standards described in 5.1.3. Future network el enents shal
conply with the Project Goup (PG6) Tactical Communications Post-2000
Architecture, which will lead to devel opnment of STANAGs in its final
phase.

4.5.3 Mlitary enhancenents to conmercial data communications protocols
and standards. The intent of this ML-STD is to adopt

comercial standards for mlitary use whenever it neets Governnment

requi renents. In sone cases the commercial standards are not

acceptabl e; thus, they require enhancenents to satisfy the conplete
mlitary requirenent for a specific function or
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capability. These enhancenents shall be found in the M L-STD 2045
series. Eight mlitary features have been identified in the data
comuni cations protocol area that are not adequately addressed by

exi sting commercial data conmuni cations standards. These features are
described in 4.5.3.1 through 4.5.3.8. Acquisition authorities should
review the standards to ensure that these features are satisfactorily
addressed and suppl enent their procurenent docunentation, as necessary.

4.5.3.1 Miltihonmed and nobile host systens. Miltihonmng is a mechani sm
for attaching an end systemto two or nore network access points so that
a systemsetting up a call to the end systemis not aware of the extra
connectivity. In addition to enhancing survivability, this mechani sm
may be extended to "nobile hosts" such as aircraft, ships, and | and
vehi cl es during the nove fromone node to anot her.

4.5.3.2 Milti-endpoint connections (multi-addressing). To transmt
data to a nunber of recipients (a conmon occurrence in signal handling),
a user nmust establish a connection for each recipient and send a
separate copy of the data across each connection. Mre efficient use is
made of the communications resources (in particular, inproved
performance in terns of mnimzing delay and conservation of bandw dth)
if the sender has to transmt only one copy of the data. The network
then takes care of routing, controlling, and distributing the data.

4.5.3.3 |Internetworking. Mechanisns are required to facilitate the
i nterconnection of various systens at the boundary point between
subnetworks. Many of the interconnections would be engi neered during
interoperability testing.

4.5.3.4 Network and system managenent. Managenent functions are
required that may be nore sophisticated than those consi dered
satisfactory for civilian networks: (a) managenent of broken networks,
in which | ayers of protocols are inoperable; (b) fast responses to
changes in network topology, which are essential to naintain inportant
connections; and (c) counterattack nmanagenent, to recogni ze and counter
the effects of intelligent attack on and physical danmage to the networKk.

4.5.3.5 Security. Protection neasures are required (a) to prevent
unaut hori zed access to the system and ensure the confidentiality of the
information it carries, and (b) to preserve the integrity of the data
and mtigate against denial of service.

4.5.3.6 Quality-of-service. The range of quality-of-service paraneters
required for mlitary systens exceeds those currently permtted within
civilian networks. The particular aim to maxi m ze network
survivability, is to maintain an adequate quality-of-service to the
users (or at least to users operating above a given priority level) in
the face of a severely damaged or partitioned network. A mlitary

requi renent exists for an ultimate delivery capability, whereby

i nportant comruni cations are sustained, even at very |ow data rates.
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4.5.3.7 Precedence and preenption. To mnimze congestion,
particularly in a damaged network where resources are at a premum it
is desirable to be able to allocate resources on the basis of priority

| evel s assigned to the nessages being routed through the congested area.
A facility is therefore required to associate a priority level with a
message. This requirenent is needed for both connection-oriented and
connectionl ess comuni cati ons.

4.5.3.8 Real-tinme and tactical comunications. Certain applications
(often tactical in nature) require communications with specified tine
outs, which can be in the range of mlliseconds to seconds. Accurate
sequencing is essential.

Real time may al so include high demands on sequenci ng accuracy.

4.5.4 Enhancenents for tactical environnents. DoD requires use of
commer ci al data conmuni cati ons protocol standards wherever possible.
Most comrerci al data communi cations standards rely on "ACK/ NACK"
protocols for error detection and correction. This is fine for the
error environnent found in comrercial and strategic communi cations

net wor ks. However, tactical conmunications environnents are nore severe
than their comrercial counterparts, and reliance on ACK/ NACK protocol s
will likely result in extrenely |ow throughput. |In sonme cases channel
quality can be inproved by operational changes such as (a) increased
transmtter power; (b) better antenna setting, alignnent, or both; or
(c) decreased transm ssion rate. Beyond these |ink engineering
activities, forward error correction (FEC) codes should be used to
reduce the link bit error ratio (BER). FEC techni ques applied at the
physi cal layer will provide a higher-quality service to the higher

| ayers and yet maintain the higher-layer protocol necessary to be
interoperable with strategic networks. For tactical systens working
across the NATO digital interface, FEC should conply with C ass 4, as
defined in STANAG 4213. The appropriate standardi zed FEC t echni ques for
other tactical interfaces need further study.

4.5.5 Functional profiles. To pronbte open digital systens, the
commercial world has devel oped the 7-1ayer Open Systens |nterconnection
(Csl) reference nodel (RM, 1SO 7498, with corresponding 1SO and | TU-T
standards. ANSI standards address the differences between North

Ameri can and European inplenentations. The National Institute of

St andards and Technol ogy (NI ST) devel oped the Governnent Open Systens

I nterconnection Profile (GOSIP), Federal Information Processing Standard
(FIPS) PUB 146, which specified a subset of existing standards approved
for Governnent use. GOSIP has evolved into the Profiles for Open
Systens | nternetworking Technologies (POSIT), FIPS PUB 146-2, which
encour ages the use of voluntary

open standards, including the Internet Protocol Suite (IPS) standards

di ssem nated by the Internet Architecture Board (1 AB). (FIPS-PUB-146-1
was originally used to develop this ML-STD.) To define the end-system
interface for data comruni cations, the 7-layer OSI RMis divided into
two profiles. The top 3 layers are designated the application profile,
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and the remaining lower 4 |layers are designated the transport profile.
The application and transport profiles are described in 5.2. The rel ay
profile represents the interface between two different systens and
consists of the lower 3 layers with a relay function that maps one
systenmis network |layer into the other systemis network |ayer. Relay
profiles occur at Reference points A and B and are described in 5.1.1
and 5.1.2, respectively.
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5. DETAI LED REQUI REMENTS

5.1 Reference point standards

5.1.1 Standards for reference point A This section defines the
standards applicable at the interface between the subscriber term nal
equi pnent (or the subscriber's network equi pnent) and the | ocal - net work
el enent (reference point A). See Figure 5.

5.1.1.1 |SDN-termnal to base information-transfer system The

term nal equipment interfacing with the base information-transfer system
shall conply with the existing ANSI standards and | TU T Recommendati ons
cited in 5.1.1.1.1 to 5.1.1.1.3.3, and shall conformto FIPS-PUB-146 for
| SDN basic rate access at the user-to-network interface. This interface
applies to both circuit-switched and packet-sw tched service.

5.1.1.1.1 Layer 1 (the physical layer). Layer 1 provides the

mechani cal, electrical, functional, and procedural characteristics to
activate, nmamintain, and deactivate a physical circuit. Layer 1 allows
for the transparent transm ssion of bits between the term nal equi pnent
and | ocal -network el enents. The interface between the term nal

equi pnrent and | ocal -network el ements shall conply with ANSI T1.601.
This interface shall support up to 2 full-duplex, 64-kbps information
bearer channels; 1 full-duplex, 16-kbps signaling channel; and 1 full-
dupl ex,

16- kbps overhead channel over a single twi sted pair of tel ephone wres.

5.1.1.1.1.1 Physical characteristics. The wiring polarity and
connector shall conply with ANSI T1.601, the section titled Physical
Characteristics.

5.1.1.1.1.2 Transnission nethod. The |line code used on the tw sted
pair of tel ephone wires shall be 2B1Q (2 binary, 1 quaternary), as
defined in ANSI T1.601, the section titled Transm ssi on Mt hod.

5.1.1.1.1.3 Functional characteristics. The nodulation rate of the
2B1Q signal shall be 80 kilobaud. The timng signal for the

subscri ber's term nal equipnment shall be slaved to the signal received
fromthe local-network elenent. The two 64-kbps bearer channels, the
16- kbps signaling channel, and the 16-kbps overhead channel shall be
mul ti pl exed in accordance with the frame structure defined in ANSI
T1.601, the section titled Functional Characteristics.

5.1.1.1.1.4 Electrical characteristics. The subscriber's term nal
equi pnent shall conply with the inpedance and return |oss, |ongitudinal
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out put voltage, |ongitudinal balance, jitter, and dc characteristics
defined in ANSI T1.601, the section titled Electrical Characteristics.

5.1.1.1.2 Layer 2 (the data link layer). Layer 2 defines the
procedures required to establish, maintain, and di sconnect the data |ink
bet ween the subscriber's term nal equi pnment and the networKk.

5.1.1.1.2.1 Signaling channel (the D-channel). The Iink access
procedure on the D-channel shall conmply with ANSI T1.602. T1.602
contains the conplete text of ITUT Q920 and Q 921, which specify the
frame structure, the procedure elenents, the field formats, and the |ink
access procedures (LAP) for the D-channel (LAPD). Qut-of-band signaling
procedures (D-channel) shall be used to negotiate a packet-sw tched or
circuit-swi tched connection for each information bearer channel.

5.1.1.1.2.2 Signaling in the bearer channel. Packet-swtched calls
shall be connected to the |ocal packet handl er. Remaining signaling
information, including the called user address, shall be provided in the
bearer channel and shall conply with the |link access procedures bal anced
(LAPB), as defined in sections 2.2, 2.3, and 2.4 of ITUT X 25 for basic
(nodul o 8) operation. Connections for circuit-swtched calls shall be
conpl eted based on D-channel signaling only. At the user-to-network
interface, layer 2 does not apply to information bearer channels, for
circuit-switched calls.

5.1.1.1.3 Layer 3 (the network layer). Layer 3 protocols provide the
information required to route calls through the | ocal- and w de-network
el ements to the destination-term nal equipnment. Three types of

si gnal i ng nessages shall be used to control circuit-swtched and packet -
swi tched connections: call establishnment, call clearing, and

m scel | aneous nessages. A list of the nessages in each category is
provided in Tables | and I

TABLE |I. Messages for circuit-switched connection control.
CALL ESTABLI SHVENT CALL CLEARI NG M SCELLANEQUS
Al erting Di sconnect | nf or mati on
Call Proceedi ng Rel ease Notify
Connect Rel ease Conpl ete St at us
Connect Acknow edge Rest art Status Inquiry
Progr ess Restart Acknow edge
Set - up
Set -up Acknow edge
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TABLE 1. Messages for packet-switched connection control.
CALL ESTABLI SHVENT CALL CLEARI NG M SCELLANEQUS
Al erting Di sconnect St at us
Call Proceedi ng Rel ease Status Inquiry
Connect Rel ease Conpl ete
Connect Acknow edge Rest art
Progress Restart Acknow edge
Set - up

5.1.1.1.3.1 drcuit-switched connections. The definition, nessage
format, and infornmation el ement coding for nmessages used to control
circuit-sw tched connections shall be as defined in ITUT Q931. It
specifies the nessages and procedures used for control of circuit-

swi tched connections at user-to-network interfaces. The nessages are
exchanged over the D-channel and apply to both basic-rate and primary-
rate interfaces.

5.1.1.1.3.2 DSN features. The circuit-switched call control procedures
described in ITUT Q931 shall be used in the control of supplenentary
procedures, as specified in ANSI T1.610, except where nodified to
provide for DSN features. The follow ng DSN features shall be

i npl emented in accordance with the mandatory Appendix A titled DSN No. 7
Common Channel Signal i ng:

a. Mul ti-1level precedence and preenption (MPP)
b. O f-hook (or hot-line) service
C. Preset conference calling

5.1.1.1.3.3 Packet-sw tched connections. The definition, nessage
format, and infornmation el ement coding for nmessages used to control
packet-swi tched connections are defined in ANSI T1.608. ANSI T1.608
specifies the nessages and procedures used for control of packet-

swi tched connections at user-to-network interfaces. The procedures in
T1.608 shall be used for the foll ow ng two cases:

Case A Crcuit-switched access to packet-switched public data
network. Layer 3 signaling between the subscriber's
term nal equi pnent and the public data network (PDN)
shall conply with the packet |evel protocol defined in
section 3 of ITUT X. 25. Only the B-channel is used
after the circuit-switched connection to the PDN is
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conpleted. Signaling for the circuit-sw tched portion of
the call shall be acconplished using the D channel.

Case B: Packet-swi t ched access to an ISDN virtual circuit service
(B- _and D-channels). Layer 3 signaling between the
subscri ber and the | SDN packet handl er shall conply with
t he packet |ayer protocol defined in section 3 of ITUT
X.25. The connection between the subscriber's term nal
equi pnent and the packet handler may be a full period
connection or may be obtained using
D-channel signaling, as defined in ANSI T1.608. In this
case, the information bearer channel may be either a B-
or D-channel .

A list of the ANSI T1.608 nessages applicable to D channel
signaling is provided in Table |I for Case A and Table Il for
Case B.

5.1.1.1.3.4 drcuit-swtched access to IP router network. Signaling
for the circuit-switched portion of the call shall be acconplished using
the D-channel. Only the B-channel is used after the circuit-sw tched
connection to the PDN is conpleted. Layer 3 signaling in the B-channel
bet ween the subscriber's term nal equipnment and the I P router network
shall conply wth M L-STD 2045-14502-1

5.1.1.2 Termnal -equipnent to tactical-network interface. The term nal
equi pnment interface for tactical users shall conply with the existing

M L- STD- 188 series standards and | TU-T Reconmendations cited in
5.1.1.2.1 and 5.1.1.2. 2.

5.1.1.2.1 Tactical circuit-switched connections. The termn nal
equi pnent interface for tactical circuit-switched users shall conply
with 5.1.1.2.1.1 to 5.1.1.2.1. 3.

5.1.1.2.1.1 Layer 1 (the physical layer). Loops between tactical

term nal equi pment and tactical |ocal-netwrk elenments shall operate on
a full-duplex, 4-wire basis with a transmt pair and a receive pair.
Comon battery may be provi ded between the pairs by a | ocal -network

el ement. The |loop shall operate at a 16-kbps information rate in each
direction, using conditioned di phase, as defined in M L-STD 188-200.
The signal anplitude shall be 3V, plus or mnus 10 percent, with a
source i npedance of 125 ohns, resistive.

5.1.1.2.1.2 Layer 2 (the data link layer). Tactical |oop signaling
shal |l be in-band, using 8-bit cyclically pernutable codewrds. The
codewords shall be repeated continuously until acknow edged or ti ned-
out, in accordance with ML-STD 188-256. The idle state, for the
signaling channel, shall consist of alternating ones and zeros.
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5.1.1.2.1.3 Layer 3 (the network layer). Tactical |oop signaling shal
be in accordance with ML-STD 188-256, the section titled Digital |oop
signaling and supervision. Certain codewords shall be used to represent
nmore than one signaling statenment. The anbiguity shall be resolved by
considering the context of the signaling sequence involving use of the
codewor ds.

5.1.1.2.2 Tactical packet-switched connections. As illustrated in
Figure 5, a host conputer or DTE nay be connected to a tactical packet
swtch in three ways:

a. By direct cable connection to a packet sw tch.

b. By connection to a LAN through an IP router (IPR) to a packet
swtch (the IPR may be located with the LAN or with the packet
sSwi tch).

C. By connection through a circuit switch to a packet switch (in
this case, the host conputer or DTE nmust first call up the
| ocal packet switch).

5.1.1.2.2.1 Layer 1. The interface, at reference point A shall conply
with ML-STD 188-114 for 5.1.1.2.2 a and b. It shall conmply with
5.1.1.2.1.1 for 5.1.1.2.2 c.

5.1.1.2.2.2 Layer 2. The protocol used to access the packet sw tch
shall conply with LAPB basic (nodul o 8) operation, as defined in
sections 2.2, 2.3, and 2.4 of ITUT X 25. The X 25 packet-sw tched
network shall conformto the Internet Transport profile for DoD
communi cations, as specified in

M L- STD- 2045- 14502- 3.

5.1.1.2.2.3 Layer 3. Layer 3 signaling between the subscriber's
term nal equi pment and the I PR network shall conmply with M L-STD 2045-
14502-1. Signaling between the I PR and the packet switch shall conply
wi th the packet |ayer protocols defined in section 3 of ITUT X 25.

5.1.1.3 Net-radio-termnal to tactical-network interface. Tacti cal
network el ements shall provide circuit-switched and packet-sw tched
service to and fromradio networks. Interoperability between the radio
network and | ocal -network el enents shall be achi eved by providing a net
radio interface (NRI) for circuit-swtched voice and data calls, or an

| PR for packet-sw tched data comruni cations. To support data
operations, CNR shall conformto the Internet Transport profile for DoD
communi cations, as specified in ML-STD 2045-14502-6, which profiles

M L- STD- 188- 220.

5.1.1.3.1 drcuit-switched connections. Tactical circuit-swtched
network interfaces to net radio termnals shall use the sane | oop
signaling protocols as described in 5.1.1.2.1.3, with the addition of a
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means to control the NRI gateway's push-to-talk function. These neans
may be manual (whereby a | ocal operator nonitors both sides of the
interface) or automatic. Automatic operation nay be achi eved by voi ce-
operated transmt (VOX), digitized push-to-talk control tone bursts
(1231 Hz, transmt on; 1455 Hz, transmt off), dual-tone nmultifrequency
(DTMF) digits (1 transmt on, 3 transmt off), or digital start-of-
transm ssi on/ end- of -transm ssi on codewor ds.

5.1.1.3.2 Packet-switched data. Tactical packet-sw tched network
interfaces to and fromnet radio termnals shall use the same protocols
described in 5.1.1.2.2. The IPR may be an integral part of the radio
termnal |ocated at the network gateway.

5.1.2 Standards for reference point B. This section defines the
standards applicable at the interface between | ocal -network el enents and
w de- networ k el enents.

5.1.2.1 |1 SDN base-level interface to reference point B. Base
informati on-transfer systens shall conply with 5.1.2.1.1 to 5.1.2.1.3 at
reference point B.

5.1.2.1.1 Layer 1. The signal at the w de-network interface shal
conply with the follow ng paraneters, as specified in ANSI T1.408, for
the primary rate interface (PRI):

a. Li ne code Bi polar with 8-zero substitution
(B8ZS) and 50% duty cycl e.

b. B8ZS Ei ght consecutive zeros shall be
replaced with 000+-0-+ if the
precedi ng pul se was positive and
wi th 000-+0+- if the preceding
pul se was negative

C. Bit rate 1. 544 Mops.

d. Nunmber of channel s 24 (Normally 23 channels are used as
i nformati on-bearer channels and 1
channel is reserved for common-
channel signaling.)

e. Frame format 193-bit franme (see Figure 8).
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Frame repetition rate

F-bit signal bit rate
and al |l ocation

F-bit signal format

Hi gh rate signals

Ti me- sl ot assi gnnent

Signaling data |ink

8000 franes per second.

2000 bps of the 8000-bps F-bit
signal shall be used for the
frame alignnment signal (FAS)

To convey fault status and

mai nt enance i nformati on,

4000 bps shall be available for
use as a data link (data
orderwire). Using the CRC 6
cyclic redundancy check as
defined in ANSI T1.408, 2000 bps
shal |l be available for

per f or mance nonitoring.

See Table I1I1.

H,=384 kbps; H,,=1472 kbps; H,;=1536
kbps. (H, and H,; are optional
services.)

Time slot 24 shall be used to
transfer comon-channel signaling
information (D-channel), when it is
present. A channel shall occupy an
i nteger nunber of time slots and the
sanme time-slot positions in every
frame. A B-channel nmay be assigned
any tinme slot in the frame; an H-
channel shall be assigned any six
slots in the frame, in nunerical
order (not necessarily consecutive);
and an H,, channel shall be assigned
time slots 1 to 23. The assi gnnment
may vary on a call-by-call basis.

The signaling data link bit rate
shall be 56 kbps, evolving to 64
kbps.
Fifty-six kbps signals shal
occupy bit positions 1, 2, 3,
., 7 of the 64-kbps
D- channel
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TABLE IIl. E-bit signal format.
FRANVE F-BI TS
NUMBER BI T NUMBER FAS DL CRC

1 1 m
2 194 Cl
3 387 m
4 580 0
5 773 m
6 966 C2
7 1159 m
8 1352 0
9 1545 m
10 1738 C3
11 1931 m
12 2124 1
13 2317 m
14 2510 C4
15 2703 m
16 2896 0
17 3089 m
18 3282 C5
19 3475 m
20 3668 1
21 3861 m
22 4054 Co6
23 4247 m
24 4440 1

Not es:

FAS = fram ng alignnent signal

gLRC z ?:Rl((:bgscsglt ?cl irreﬂcjundancy check

m = data bit in naintenance channel
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The unused bit position shall be
set to "1." The signaling data
link shall be a bidirectional
transm ssion path for common-
channel signaling, conprising
two "data channel s" operating
together in opposite directions
at the same data rate. The
signaling data link constitutes
the | owest functional |evel
(layer 1) in the SS7 functional
hi erarchy. SS7 shall be capable
of operating over both
terrestrial and satellite

transm ssion links. The
operational signaling data |ink
shal | be exclusively dedicated
to the use of a SS7 signaling
link between two signaling
points in SS7.

5.1.2.1.2 Layer 2. The data link layer shall provide for reliable
transfer of common-channel signaling information across the physi cal
channel. This shall include error control, nessage sequencing, and
message delimtation. Data link signaling functions and procedures
shall conply with ANSI T1.111, the section titled Signaling data |ink.
The data link layer shall also be responsible for initializing the |ink
and | ogically disconnecting secondary stations.

5.1.2.1.3 Layer 3. The network layer shall conply with the follow ng
requirenents.

a. Layer 3 protocols shall conply wwth ANSI standards T1.111
(sections 4 and 5), T1.112, T1.113, and T1.114.

b. The interworking rel ati onshi p between the D-channel signal at
the user-to-network interface and the | SDN-User Part, as defined in ANSI
T1.113, shall conmply with ANSI T1. 609.

5.1.2.2 Tactical-network interface to reference point B. Tactical

| ocal -network elenents are likely to change in the long-range future to
reflect comrercial 64-kbps | SDN architectures for fixed applications and
4. 8-kbps architectures for nobile applications. Future tactical
interfaces are likely to reflect these comercial standards when they
are in place. The near-term standards for tactical |ocal-network

el emrents shall conply with ML-STD- 188-105, the section titled Tactica
network interface to reference point B.

5.1.2.3 Wde-network interface to reference point B. This interface is
the sane as the | SDN base-level interface (see 5.1.2.1).
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5.1.2.4 CGateway functions. The tactical, |SDN base-level, and w de
networ ks shall provide end-user to end-user service. The gateway
function at reference point B shall provide signal conversion, as
described in ML-STD 188-105, to obtain interoperability between
strategic and tactical users.

5.1.2.4.1 drcuit-switch-signaling nessage conversion.

I nteroperability between tactical circuit swtches and | SDN circuit

swi tches shall be acconplished through appropriate transformation of
signaling nessages at the gateway function |ocated at reference point B.
The gateway function shall transl ate out-of-band signaling nessages
between the tactical circuit-switched network and | SDN swi t ched networks
for calls initiated in either direction, in accordance with

M L- STD- 188- 105.

5.1.2.4.2 Packet switching. Tactical packet swi tches and | SDN packet
switches shall conply with ITUT X 75 for connection node service. They
shal |l provide interoperability between host conputers connected to
tactical packet-sw tched networks and host conputers connected to | SDN
packet-swi tched networks. |P shall be used for connectionl ess node
servi ce between tactical packet-sw tched networks and | SDN packet -
swi t ched net wor ks.

5.1.2.4.3 Voice telephony. Tactical telephone subscribers shall be
interoperable with |1 SDN t el ephone subscribers. Normally, this shall be
acconpl i shed by conversion between the tactical voice algorithmand the
| SDN voice algorithm See 4.1.6.1 for a description of |ISDN and
tactical voice algorithnms. The gateway function shall provide the
capability to achieve end-to-end secure voice calls by providing a
transparent, bit-rate-adapted connection between conpatible digital
voice termnals, as described in 4.1.6.1, and M L-STD- 188- 105.

5.1.2.4.4 (Crcuit-switched data. The gateway function shall provide
for the transfer of circuit-switched data between tactical users and

| SDN users. The gateway function shall provide bit-rate adaptation for
| SDN B-channels in the manner described in 4.1.6.1.4, for standard bit
rates up to 16 kbps.

5.1.3 Standards for reference point B (NATO. This ML-STD defines the
standards applicable to the interface between U. S. network el enents and
NATO network el enents.

5.1.3.1 U.S.-wide-network to NATO interface. The interface between

U S. strategic and NATO strategic circuit-sw tched networks shall conply
with 5.1.3.1.1to 5.1.3.1.3. The interface between U S. strategic and
NATO strategi c packet-sw tched networks shall conmply with ITUT X 75,
layer 3. Mlitary features shall conply wth STANAG 4263, Annex D (for
layer 3), and ITUT X 75 (for layer 2).

5.1.3.1.1 Layer 1. The signal at reference point B (NATO shall conply
with the follow ng paraneters, as specified in ITUT G 704.
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a. Li ne code HDB3.
b. BNZS B4ZS, in accordance with ITU-T G 703,
the annex titled Definition of Codes.
C. Bit rate 2.048 Mbops.
d. Nunber of 32, nunbered fromO to 31.
channel s (Normal ly, 30 channels are used as
i nformati on- bearer channel s,
1 channel is reserved for frane
alignnment, and 1 channel is reserved
for common-channel signaling.)
e. Frame | ength 256 bits, nunbered 1 to 256.
f. Frame repetition 8000 franes per second.
rate
g. Frame al i gnnent 0011011. The frane alignnent
si gnal signal shall occupy positions 2 to 8
intime slot O of every other frane.
Bit 2 of tine slot O, in franmes not
containing the frame alignnent
signal, shall be fixed at |ogical
one. (See Figure 9.)
< 1 frame = 256 bits >
125 microseconds
Time Slot 0 P Time Slot 1 P Time Slot 31
bits i bits g bits 2
5
efslefslolrlelel L4 AT P
FIGURE 9. Frame format for a 2.048-Mbps signal.
h. Frame al i gnnent See Table I V.
signal fornat
i Hi gh-rate H, = 384 kbps.
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signal s
] - Ti me- sl ot Time slot 16 shall be used to
assi gnment transfer comon-channel signaling
information (D-channel), when it is
present. Tinme slots 1 to 15 and 17
to 31 are available for allocation to
ot her channels (B or H). An
H,- channel may be assigned any 6 tinme
slots in the frame, in nunerical
order (not necessarily consecutive).
TABLE IV. Allocation of frane bits 1 to 8.
Bi t 1 2 3 4 5 6 7 8
nunber
Al ternate
frames
Frame cont ai ni ng Si 0 0 1 1 0 1 1
the frame
al i gnnent si gnal Note 1 Frame alignment signa
Frame not Si 1 A Sa4 Sab Sa6 Sa7 Sa8
containing the
frame alignment Note 1 | Note 2 | Note 3 Note 4
si gnal
NOTES:
1. Si is the bit reserved for international use. |If not used, this bit should be fixed at 1 on

digital paths crossing an international border.
2. This bit is fixed at 1 to assist in avoiding sinmulation of the frame alignnment signal.

3. Ais the renote alarmindication.

condition, it is set to 1.
4. Sad to Sa8 are spare bits.

k. Si gnal i ng data

5.1.3.1.2 Layer 2.

5.1.3.1.3 Layer 3.

t he network | ayer shal

5.1.3.2 U.S.-tactical

I'n undi sturbed operation, it is set to O; in alarm

The signaling data-link bit-rate shal
be 56 kbps, evolving to 64 kbps. Fifty-
si x- kbps signals shall occupy bit

positions 1, 2, 3, . . ., 7 of the 64-
kbps D-channel. The unused bit position
shall be set to "1." The signaling data

link shall be a bidirectional

transm ssion path for common-channel
signaling, conprising two "data
channel s" operating together in opposite
directions at the same data rate.

The |ink-access procedure on the D channel shal
conply with ITUT Q 921.

The signaling nessages and protocol applicable to

conply with ITUT Q 931.

to NATO-tactical interface. The interface

between U. S. -tacti cal

and NATO-tactical circuit-swi tched networks
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shall conply with STANAGs 4206 to 4212, 4214, and 4290. The networ k-
to-network interface between U.S. -tactical and NATO tactical packet-
swi tched networks shall conply with STANAG 4249. STANAG 4249
specifies the network-to-network international interface for tactical
packet -sw tched networks. To achieve

DTE-to- DTE i nteroperability across NATO gateway |inks requires

addi tional agreenments. This is being worked in several NATO technica
wor ki ng groups. The agreenent expected will use TCP/IP, which is

i ndependent of the underlying subnetworks, including LANS, that may
exi st in national networks. STANAG 4249 supports both swtched
virtual circuits (SVC) and permanent virtual circuits (PVC) across
NATO gateway |inks. The SVCs and PVCs will support connectionless IP
traffic between termnals on different national subnetworks, as shown
in Figure 10.

5.2 Functional profiles. The functional profiles described in 5.2.1
and 5.2.2 apply to host conputers (DTEs) that may be connected
directly to a local -network el ement (reference point A) or to a | PR
which is then connected to a common-user network via reference point
A. Data communi cations between DTEs may cross reference points A B,
and B (NATO . Data communi cations, which cross reference point B
(NATO, between a U. S. DTE and a NATO nation DTE shall conply with al
STANAGs applicable to layers 4 through 7 of the GSI RM STANAG
nunbers are given in 5.2.1 and 5.2.2. The correspondi ng I nternational
St andardi zed Profile (1SP) classifications are provided. 1SOIEC TR
10000 governs the preparation of |ISPs, and M L-HDBK-829A governs the
preparati on of Defense Standardized Profil es (DSP)

5.2.1 Application profiles. |1SO based DoD application profiles use
prot ocol standards from|1SO RM | ayers 5-7, to acconplish end-to-end
syntax control and application-to-application information exchanges.
The actual transfer and control of data, i.e., the bit streamand its
managenent, is acconplished in SO RMIlayers 1-4. Sections 5.2.1.1
through 5.2.1.4 provide the application profiles for file transfer,
access, and managenent (FTAM; for the nessage handling system (VHS);
for directory service (DS); and for virtual termnals (VT). These
functional profiles are used to ensure interoperability between DoD
conputers. Part 5 of N ST Speci al Publication 500-183 provides stable
i npl ementati on agreenents for protocols associated with the upper

| ayers (4-7). The Internet suite of protocols is based on a 5-I|ayer
prot ocol stack. DoD application protocols for the Internet suite of
protocols are defined in layer 5, with the actual transfer of data
bei ng acconplished in layers 1-4. Section 5.2.1.5 describes the DoD
application protocols for the Internet suite. Section 5.2.1.6
identifies the Conbat Net Radio application profile.

[ NOTE: FTAM was part of the GOSIP. It is no
| onger required under POSIT.]
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5.2.1.1 File transfer, access, and managenent. The FTAM application
shal | provide the capability to address, access, and manage the
nmovenent of information files anong users. File transfer is the
novenent of a conplete file between ESs. File access is the reading,
witing, or deleting of selected parts of a file residing on one ES by
a user located at a renote ES. File managenent is the renote readi ng
and altering of attributes that define a file. The DSPs for FTAM are
specified in ML-STD 2045-17508, parts 1 through 6. These profiles
are based on 1SO | SP 10607 parts 1-6. Both profiles define two
categories of file transfer: |imted-purpose systens and full-purpose
syst ens.

5.2.1.1.1 Limted-purpose system A |limted-purpose system shal
i nplenment, as a mninum the follow ng profiles:

DSP | SP DESCRI PTI ON
M L- STD- 2045- AFT 11 | Sinple File Transfer -- This profile shall enable
17508-3 users to read or wite a conplete file with
unstructured text or a binary set.
M L- STD- 2045- AFT 3 Managenment -- This profile shall enable
17508- 6 ES users to manage files within the Virtua

Filestore residing renotely.

5.2.1.1.2 Full-purpose system A full-purpose system shal
inplenment, as a mninum the follow ng profiles:

DSP | SP DESCRI PTI ON
(DSP not required AFT 12 | Positional File Transfer -- This profile shal
at this tinme. enabl e users to read or wite a single file
Civil standard is access data unit or a conplete file with
sufficient.) sequential text, in addition to the capability

provided by the AFT 11 profile. This profile
shal |l be conpatible with the Sinple File
Transfer (M L-STD 2045-17508/ AFT 11) for
transfer of unstructured files.

(DSP not required AFT 22 | Positional File Access -- This profile shal

at this tine. enabl e users to access files with unstructured
Civil standard is text, sequential text, and an unstructured
sufficient.) bi nary set.

M L- STD- 2045- AFT 3 Managenment -- This profile shall enable

17508- 6 ES users to manage files within the Virtua

Filestore residing renotely.

5.2.1.1.3 Application |ayer. The FTAM functional profiles shall be
supported at the application |ayer by the foll ow ng base standards:

| SO 8613 O fice Docunent Architecture (CODA)
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| SO 8571 FTAM
| SO 8650 Association Control Service El enents (ACSE)

| SO 8879, Standard CGeneralized Markup Language (SGW)
9069,
and 9070

| SO 8632 Conmputer G aphics Metafile

5.2.1.1.3.1 Ofice Docunent Architecture. [|SO 8613 (Parts 1, 2, and
4 to 8) specifies rules for describing the I ogical and | ayout
structures of docunents. It also specifies the rules for character,
raster, and geonetric content of docunments so that conpl ex docunents
can be interchanged. Since the functional profiles addressed are
limted to files with unstructured text, sequential text, and an
unstructured binary set, no further discussion is provided for the

O fice Docunent Architecture (ODA) at this tine.

5.2.1.1.3.2 FTAM service elenents. The services offered are
specified in the ML-STD 2045-17508 series and defined in

| SO 8571. M L-STD 2045-17508, Information Technol ogy DoD St andardi zed
Profiles AFTn(D) File Transfer, Access, and Managenent (FTAM, is a
series of profiles that defines the specific DoD FTAM requirenents and
options. In addition, the ML-STD 2045-17508 series defines which
service elenents are mandatory versus optional in an effort to ensure
interoperability.

5.2.1.1.3.3 Association control service elenents. The FTAM shall use
ACSEs that are required by all application standards but that do not
depend on the specific nature of the standardi zed application. The
ACSE el enents of service are specified in

M L- STD- 2045- 17508-1 and defined in | SO 8649 and | SO 8650. The
services in the association category shall include the follow ng:
application association establish, application association rel ease
(orderly release), and application association abort (disorderly

rel ease).

5.2.1.1.3.4 Standard CGeneralized Markup Language (SGW).

| SO 8879 specifies an abstract syntax that expresses the description
of a document's structure and other attributes, as well as other
information that rmakes the markup interpretable. |SO 9069 provides
t he docunent interchange format, and | SO 9070 provides the

regi stration procedures for public text to be used in SGW support
facilities.

5.2.1.1.3.5 Conputer Gaphics Metafile. 1SO 8632 specifies a
standard structure for graphics.

5.2.1.1.4 Presentation layer. This layer is associated with
Presentati on Layer issues being conducted over a Session Layer
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connection, and is specified in ML-STD 2045-17508-1 and defined in

| SO 8823. STANAG 4256 contains a provision to satisfy NATOmlitary
requirenents for OSI RM presentation |ayer service, and STANAG 4266

di scusses the provision for the basic NATOmlitary features for the
presentation |ayer protocol. Wth the interconnection of

het er ogeneous systens, it is assuned that the service coding is not

necessarily the sane at both systens.

5.2.1.1.4.1 Abstract syntax. The FTAM presentation entities shal
exchange abstract syntax in a precise representational form understood
by peer entities for the foll owm ng abstract syntaxes:

a. | SO FTAM unstructured text (FTAM 1)
b. | SO FTAM sequenti al text (FTAM 2)
C. | SO FTAM unstructured binary set (FTAM 3)

The abstract syntax is formally defined in | SO 8824, Abstract Syntax
Notation 1 (ASN. 1), without reference to the use of any encoding
technique. The transfer syntax defines the order in which the bytes
shall be physically transmitted, including information encryption
requi renents, conpression of recurrent information, or both. Transfer
syntax is derived by applying the basic encoding rules for ASN.1 to
the abstract syntax defined in | SO 8825 and STANAG 4259. A pairing of
abstract and transfer syntax, known as presentation context, shall be
successful |y negoti ated between peer presentation entities. The |ist
of negotiated presentation contexts is known as the defined

cont ext set.

5.2.1.1.4.2 Presentation services. Presentation |ayer services are
specified in ML-STD 2045-17508-1 and defined in | SO 8822. STANAG
4266 contains provisions to satisfy NATOs mlitary requirenent for
the OSI RM presentation |ayer.

5.2.1.1.5 Session layer. The session |ayer protocol and services are
specified in ML-STD 2045-17508-1. The Session Layer protocol is
defined in |1 SO 8327, and session service elenents are defined in I SO
8326. STANAG 4255 contains a provision to satisfy NATOmlitary
requirenents for OSI RM session |ayer service, and STANAG 4265

di scusses the provision for the basic NATOmlitary features for the
session |l ayer protocols. This |ayer, defined in | SO 8327, is
associated wth data transfer, control, and nmanagenent services over a
session connection. The intelligence behind the control of session
services lies with peer application processes. These processes shal
access the session services by use of mrrored services provided

t hrough the presentation layer. For the FTAMto function over a
session connection, the follow ng functional units shall be avail able
at this layer: kernel, resynchronization, and m nor synchronization.
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5.2.1.1.5.1 Kernel. The kernel functional unit supports the basic
sessi on services of connection establishnent, normal data transfer,
and connection rel ease.

5.2.1.1.5.2 Resynchroni zation. The resynchronization function shal
be used when a session user determnes the information exchange is
unreliable and requests that information transfer restarts at a
mutual |y agreed point: the synchronization point serial nunmber. This
service originated at the application |ayer (F-CANCEL) and mrrored

t hrough the presentation |ayer

(P-RESYNCHRONI ZE). On issuing this request, the application processor
shall not invoke any further session service, other than a disorderly
termnation (F-ABORT), until such time as the confirmation has been
recei ved.

5.2.1.1.5.3 Mnor synchronization. M nor synchronization points are
used to establish commonly understood points in the information
exchange within a dialog unit. The FTAM check point service shall be
used to provide either the recovery or restart function. The F-CHECK
service elenment shall provide a facility for FTAMto insert check
points into the flow of data. The presentation layer mrrors this
service elenment (P-M NOR-SYNC) and beconmes S-M NOR- SYNC at the session
| ayer.

5.2.1.2 Message-Handling System (VMHS). The MHS application profile
addresses store-and-forward el ectroni c nessagi ng bet ween network
users. The MHS is defined in ACP 123 U.S. suppl enent

No. 1, and is based on ITU T X 400. Message Handling Systens (IVHS)
requiring security services nmust conply with the M L-STD 2045- 18500
series. New nessage handling systens requiring security services mnust
conply with the M L-STD 2045-18500 series. (Note: The AMHO version
is contained in the

ACP 123 US Suppl enent No. 1.)

5.2.1.2.1 Mlitary Messaging Service (MM). MUS is simlar to the

| nt er personal Message Service (IPM5) defined in civilian standards but
i ncl udes extensions for services required in the mlitary environnent.
The content type used for MMS is P772 (I PVM5 uses P22).

5.2.1.2.2 Electronic Data Interchange (EDI) service. ED service
shall conply with ITUT X 435 and applicable portions of N ST Speci al
Publ i cati on 500-183 (Stable Inplenentation Agreenents).

5.2.1.3 Directory services (DS). DS is specified in ITUT X 500

(Bl ue Book, 1988). Part 11 of N ST Special Publication 500-183

provi des stable inplenentation agreenents for DS protocols. The ISP
for DS wll comply with the profile classification ADIn, as indicated
bel ow.

ADI n APPLI CABLE STANDARDS

ci
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Layer 7 | TU-T X 500
| SO 8650, Associ ation Control Service El ement
(5.2.1.1.3.3)

Layer 6 | SO 8823, Connection-oriented Presentation
Protocol (5.2.1.1.4)

Layer 5 | SO 8327, Connection-oriented Session Protoco
(5.2.1.1.5)

5.2.1.4 VMrtual termnal (VI). VT application profiles allow
termnals and hosts on different networks to conmuni cate w t hout the
hosts havi ng knowl edge of specific termnal characteristics. Part 14
of NI ST Special Publication 500-183 provides stable inplenentation
agreenents of VT protocols. Two categories are defined, as indicated
in5.2.1.4.1 and 5.2.1.4.2.

5.2.1.4.1 Sinple system A sinple systemis a teletype (TTY)-
conpati bl e device that uses a sinple line or character at a tine and
controls characters fromthe Anmerican Standard Code for Information
I nterchange (ASCI1) character set. A sinple system supporting the
Tel net protocol requires the asynchronous node

(A-Mode) of operation, as indicated bel ow

| SP DESCRI PTI ON
AVT12 A Mode; Tel net --  FIPS-PUB-146 Version 3
AVT13 A Mode; Line Scroll -- FIPS-PUB-146 Version 3
AVT14 A Mdde; Paged --  FIPS-PUB-146 Version 3

5.2.1.4.2 Forns-capable system The forns-capabl e system supports
forms-based applications with |ocal entry and validation of data by
the termnal system Sonme of the functions supported are cursor
novenent, erase screen, and field protection. The fornms profile
requi res the synchronous node (S Mbde) of operation and specifies
sinple delivery control. A forns-capable system shall support the
forms profile specified in section 14.8.3 of the Wrkshop Agreenents.
The correspondi ng Wr kshop Agreenents with FI PS-PUB-146, Version 2,
[imts the forns-capable systemto the A Mode. The S Mdde shoul d be
addressed when the FIPS-PUB-146, Version 3, is released. The
appl i cabl e standards are shown bel ow

AVT2n APPLI CABLE STANDARDS

Layer 7 | SO 9040, VT

| SO 8650, Association Control Service El enent
(ACSE) (5.2.1.1.3.3)

| SO XXXX, Renote Qperations Service El enent
( ROSE)
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Layer 6 | SO 8823, Connection-Oriented Presentation
Protocol (5.2.1.1.4)

Layer 5 | SO 8327, Connection-Oriented Session Protocol
(5.2.1.1.5)

5.2.1.5 Application protocols. Protocols for the Internet suite are
defined in 5.2.1.5.1 through 5.2.1.5.4.

5.2.1.5.1 Telnet. Telnet is the TCP/IP standard for renote
connection service. Telnet allows a user at one site to interact with
a renpte tinesharing systemat another site, as if the user's term na
connected directly to the renote machine. |Inplenentation shall be in
accordance with M L-STD 2045-17506

5.2.1.5.2 File transfer protocol. File transfer protocol (FTP) is
the TCP/I P standard hi gh-level protocol for transferring files from
one machine to another. FTP uses Tel net and TCP protocols. The
server side requires a client to provide a login identifier and
password before it will honor requests. |Inplenentation shall be in
accordance with M L- STD 2045- 17504.

5.2.1.5.3 Sinple mail transfer protocol. Sinple mail transfer
protocol (SMIP) is the TCP/IP standard protocol for transferring

el ectronic nmail nessages from one machine to another. SMIP specifies
how two machines interact and the format of control nessages they
exchange to transfer mail. Inplenentation shall be in accordance with
the Internet Message Transport Profile, as defined in the ML-STD
2045- 17503 seri es.

5.2.1.5.4 Donmain nane system The domain nanme system (DNS), an on-
line distributed database system is used to map human-readabl e
machi ne nanes into | P addresses. DNS servers throughout the connected
internet inplenent a hierarchical nanespace that allows freedomin
assi gni ng machi ne nanes and addresses. DNS al so supports separate
mappi ngs between mail destinations and | P addresses. |nplenentations
shal |l be in accordance with M L-STD 2045-17505.

5.2.1.6 Conbat net radio. M L-STD 2045-47001 specifies a
connectionl ess data-transfer application profile for use in conbat
radi o net wor ks.

5.2.2 Transport profiles. Transport profiles identify the use of
base standards for OSI RMIlayers 1 through 4 to provide information
transfer between transport entities. The transport profiles are
limted to providing connection-oriented transport service (COTS).

5.2.2.1 Transport service. The transport service, which provides
communi cations fromone application programto another, is called end-
to-end service. The transport service provides reliable transport,
ensuring that data arrives without error and in sequence, thus
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shi el ding the application programfromthe vagaries of the
i nterconnecti ng network(s).

5.2.2.1.1 Transport protocols. The Internet suite standard transport
protocol is the connection-oriented protocol, Transm ssion Control
Protocol (TCP). For setting up transport connections, TCP uses the
connectionl ess protocol UDP (User Datagram Protocol). UDP may al so be
used for tinme-sensitive best-effort transport service. Both TCP and
UDP are specified in ML-STD 2045-14502-1. To neet the evolutionary
requi renents for existing DoD network protocols, M L-STD 2045-14503
shall be used to obtain OSI end-to-end services over TCP/I|P-based
networks. The profile specifies TPO on top of TCP. TPO functions as
the transport service convergence protocol and provi des a packet
orientation on top of the TCP octet stream while using the TCP' s end-
to-end service.

5.2.2.1.2 Security protocol. Message security service (MSP) provides
mlitary nessaging (MM and MHS witer-to-reader security services.
The witer may sel ect encryption, electronic signature, and

nonr epudi ati on services. End-to-end security is currently provided by
external COMSEC devices until (NLSP) and (TLSP) have evol ved. ©MSP
defines for an X 400 nessage a new nessage content type that incl udes
a security heading and the original content type. MSP does satisfy
the requirenents for classified nessages and is currently intended to
be used wth (GENSER) uncl assified nessages. It is independent of the
nmessage content being protected. WMSP provides security services for

X. 400- based el ectroni ¢ nessagi ng, but nay al so be used as a secure
nmessage encapsul ation facility with other nmessage environnents. ML-
STD- 2045-48501 is a DSP that identifies the format for the common
security | abel used to exchange security attributes.

5.2.2.2 Supporting networks. COIS shall be supported by either a
connectionl ess network (see 5.2.2.2.3) that provides connectionl ess
network service (CLNS), or a connection-oriented network (see
5.2.2.2.4) that provides connection-oriented network service (CONS).
COTS shall have a conmmon network addressing structure (see 5.2.2.2.1).

5.2.2.2.1 Network addressing. Two standard addressing formats are
used for connectionl ess networks: One for |IP router netwrks, and the
other for OSI networKks.

5.2.2.2.1.1 Addressing for IP router networks. Addressing for I[P
router networks shall conmply with M L-STD 2045-14502-1. |P router
networks are used extensively in DISN. Connections between |IP routers
are normally pre-established using leased lines. In the future
network managers will use a connection-node technology such as ATMto
establish connections between IP routers.

5.2.2.2.2 Addressing for OSI networks. The second addendumto the
network service, |1SO 8348, defines network | ayer addressing. To
mai ntain the transparent goals of the CSI RM a network address nmakes

civ
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no inplications about the physical |ocation of a node, nor does a
networ k address contain explicit routing information. The OSI
strategy is to use a hierarchically structured address. At the top

| evel, an address shall be divided into two parts: an initial domain
part (1DP) assigned by the I1SOIEC, and a domain specific part (DSP)
The IDP is further subdivided into two parts: the authority and
format identifier (AFl) and the initial domain identifier (IDl).
Tabl e V provides the AFl val ues assigned by ISOIEC as a function of
the 1Dl format. The AFI values are a function of the DSP syntax,
indicating either decimal or binary. The maximum IDP length in digits
is al so provided.

TABLE V. AFl val ues.

AFl VALUE DSP SYNTAX | DP
| DI FORMAT DECI MAL Bl NARY I\l/_lAExhl|c;|\'/rUHM

I TU-T X 121 36, 52 37, 53 16
| SO 3166 DCC 38 39 5
ITUT F. 69 40, 54 41, 55 10
ITUT E 163 42, 56 43, 57 14
ITU-T E 164 44, 58 45, 59 17
| SO 6523 | CD 46 47 6
NON- ALl GNED 48 49 2

The SO | EC assigned the international code designator (I1CD) to N ST
and the data country code (DCC) to ANSI. The System and Networ k
Architecture Division at N ST determ nes how Governnment agency-
specific identifications are assigned and regi stered at the nati onal

I evel . NI ST has del egated the managenent responsibility to the

Tel ecomuni cati ons Custoner Service Division within the General
Services Admnistration (GSA). Currently, the GSAis defining the
regi stration procedures as well as usage guidelines. The AFl val ue of
deci mal 47 specifies that the ID part is interpreted as a 4-deci mal -
digit 1CD and that the DSP has a binary abstract syntax. The ID, set
to 5 for the entire Governnent's use (including DoD and the DSP
address structure), is defined in FIPS PUB-146-1, section 5.1.1. N ST
applied for and obtained an ICD equal to 6 for DoD use. The DSP is
undefi ned.

5.2.2.2.3 Connectionless network. A connectionless network is one in
which there is no requirenent to establish a connection between users.
Since no connection exists between users, the network address shall be
included explicitly with every transfer request. Wde-area networks
(WAN), such as the Defense Data Network (DDN), use internetwork
protocol (IP) to provide connectionless network service. Mst of the
commerci ally avail abl e connectionl ess networks are configured within a
| ocal i zed geographical area known as a LAN. These LANs are often
capable of transmtting data at very high rates. This is nade

cv
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possi bl e because the physical nmediumis installed between systens
| ocated in proximty. COIS over CLNS service shall be in accordance
with M L-STD 2045-13500 and M L- STD-2045- 13501

5.2.2.2.3.1 Network protocols. The Internet Relay Profiles defined
in ML-STD 2045- 13500 and M L- STD- 2045- 13501 shal |l be used.

| mpl ementation of the security option shall require the assignnment of
new paraneter values to the Reason for Discard paraneter in the error
reporting, as defined in FIPS-PUB-146-1. The N ST | R90-4250 SP3
(submitted to ANSI for adoption) shall be used to define the security
option at the network layer. This standard shall be inplenented in

i nternmedi ate gateway systens, as well as DTEs. The security protocol
encapsul ates the TPDU, but first adds network addresses to the

prot ocol header for network routing, adds an integrated code if
integrity is required, encrypts the entire TPDU if required, and then
puts the result in a secure encapsul ation of the TPDU

5.2.2.2.3.2 Link service. The link service provided over a LAN shal
be a Type-1 connectionless network service. The link |ayer of the CSI
RM shall be divided into two sublayers. The logical |link contro

(LLC) shall establish, maintain, and term nate the | ogical |ink

bet ween devi ces, and the nedia access control (MAC) shall regulate
access to the nmedium Part 2 of N ST Special Publication 500-183
provi des stable inplenentation agreenents for protocols related to
subnet wor ks.

5.2.2.2.3.2.1 Logical link control. For LANs, the LLC shall conply
with 1 SO 8802-2 to provide a connectionless subnetwork service to
support connectionl ess network protocols. The LLC shall be used to
mai ntain the | ogical |ink between devices. The LLC generates conmand
packets (or frames) called protocol data units (PDU), and interprets
them The unacknow edged connectionl ess service shall allow the
network entities to exchange |ink service data units wthout a data-
link level connection. The data transfer can be point-to-point,
mul ti cast, or broadcast.

5.2.2.2.3.2.2 Media access control. The MAC sublayer in LANs handl es
the nethods for allowng a particular node to transmt on the data
transm ssion channel available to it. A LAN can be configured as
either a bus or a ring topology. Furthernore, two primary nethods are
used to control access: carrier sense nmultiple access/collision
detection (CSMA/ CD) and token passing. The |SO 8802-3 standard
addresses CSMA/ CD, | SO 8802-4 addresses token-passing buses, |SO 8802-
5 addresses token-passing ring, and | SO 9314 addresses FDDI

5.2.2.2.4 Connection-oriented network. A connection-oriented network
is based on the ability to reserve a connection through a network for
t he duration of the network connection. |SPs for COIS over CONS are
in 1SO ISP 10609 (9 parts).
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5.2.2.2.4.1 Network service. The network service for a connection-
oriented network is defined in | SO 8348. STANAG 4253 cont ai ns
provisions to satisfy NATOs mlitary requirenents for OSI RM network
| ayer service. The network service is in one of three phases at any
one tine: connection establishnment, data transfer, or connection

rel ease.

5.2.2.2.4.2 Network protocols. Protocol conbinations to provide
connection-oriented network service shall be as defined in

| SO 8880, Appendix 2, which identifies the protocols used to realize
the I TUT X 25 packet-level protocol (PLP) over the subnetwork. [|SO
8878 defines the use of ITUT X. 25 PLP to provide the OSI connecti on-

oriented network service. |1SO 8208 defines the packet format and
control procedures for the exchange of packets that contain control
informati on and user data at data term nal equi pnent (DTE). | SO 8208,

Addendum 2, defines the dial-up access to a packet-sw tched public
data network through a public switched tel ephone network (PSTN), an

i ntegrated-services digital network, or a circuit-switched public data
network. [TU T Q 931 defines additional signaling requirenments during
set-up of an incomng call when D channel access is required on the

| SDN. Part 3 of N ST Special Publication 500-183 provides stable

i npl enent ati on agreenents for network protocols. STANAG 4263 contai ns
the mlitary features required for NATO s network | ayer protocols.

5.2.2.2.4.3 Data-link service. Data-link service for a connection-
oriented network shall use the LAPB protocol, as defined in |I1SO 7776
STANAG 4252 contains provisions to satisfy NATO s requirenments for OS
RM data-1ink | ayer service.

5.2.2.2.4.4 Data-link protocols. DTEs that are directly connected or
use dial -up access to the packet-switched public network shall use the
LAPB protocol, except for connection to the | SDN D-channel. For
access via the I SDN D-channel, the LAPD protocol shall be used as
defined in ITUT Q921. The LAPD protocol is a fully standard

i npl enmentation of the |1SO H gh-level Data Link Control (HDLC)
protocol, as described by the follow ng docunents: [|SO 7809, |SO
4335, 1SO 3309, |1SO 8471, and |1SO 8885. Part 2 of N ST Specia
Publ i cati on 500-183 provides stable inplenentation for protocols
related to subnetworks. STANAG 4262 contains the features required
for NATO s data-link |ayer protocols.

5.2.2.2.4.5 Physical layer. For non-I|1SDN application, or for the R
interface of | SDN applications using term nal adapters, ML-
STD-188-114 shall be used for the physical |ayer interface. ML-
STD-188-114 is based on EIA 422 and 423 and is interoperable with EIA
232 (fornmerly RS-232), and the ITUT V.35 digital interface referenced
in FIPS-PUB-146. For ISDN, the basic rate interface (BRI) at the S
and T reference points shall conply with ANSI T1.605. STANAG 4251
contains provisions to satisfy NATOs mlitary requirenents for OSI RM
physi cal |ayer service, and STANAG 4261 contains the mlitary features
for NATO s physical |ayer protocols.
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5.3 Subscriber-network el enents. General requirenments for

subscri ber-network elenments are listed in 4.5.2.1. The inplenentation
of narrowband | SDN and in the future broadband | SDN (B-1SDN) requires
a substantial investment in the upgrade of the DISN. To take
advantage of DI SN features requires that direct digital capabilities
be provided to all subscriber-network el enments. These subscri ber

el enents are discussed in 5.3.1 through 5.3.4.2.2 on the basis of
their access requirenents: direct, nobile, universal, and indirect.

5.3.1 Dyrect access. Direct access nay be provided by copper wre,
coaxi al cable, or fiber optic cable. The access nethod depends on the
bandw dth to be supported. This entails developing all-digital

subscri ber-term nal equipnent wth direct access that can provide

voi ce; high-speed data comruni cations; facsimle (text and graphics);
still and notion video communi cations; as well as high-resol ution
tel evi si on broadcast.

5.3.1.1 Moice. Al voice end termnals shall provide voice
digitization. Strategic user termnals shall use 64-kbps PCM or 32-
kbps ADPCM Tactical user termnals shall have the capability to
interface, either directly or via a swtch, using 16-kbps (optionally
32-kbps) CVSD anal og-to-digital (A-D) conversion, as defined in ML-
STD-188-113. Voice termnals enpl oying CELP shall be capabl e of
provi di ng 4. 8-kbps CELP A-D conversion, as defined in FED STD 1016.
The voice digitization algorithmshall be negotiated during the call-
establ i shment phase, and the 4.8-kbps CELP shall be the preferred
node. Mlitary satellite (in the anti-jam node) and HF radio
applications shall use 2.4-kbps LPC

5.3.1.2 Data. Al end termnals that provide data comuni cati ons
shal | be capabl e of supporting all application profiles, as defined in
5.2.1.

5.3.1.3 Facsimle. Al end termnals that provide text and graphics
inthe formof facsimle shall conformto

M L- STD- 188-161. STANAG 5000 addresses the protocols that are
necessary for facsimle subsystens to work in a noise environnent.

5.3.1.4 Video teleconferencing. Al end termnals that provide video
tel econferencing service shall conply with COS VTCOO1.

5.3.1.5 High-definition television. High-definition television
(HDTV) standards are under devel opnent for end termnals that provide
the HDTV function.

5.3.2 Mobile access. Due to rapid advances in signal processing and
integrated circuit technology, digital radio has becone a viable
technol ogy for inplenmenting wreless subscriber |oop service in renote
areas; for providing wireless private branch exchange (PBX) service;
for cellular digital nobile radio service; for digital nobile
satellite service; and for tactical digital radio network service.
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Al l subscriber-network el enments requiring nobile access shall have a
default voice algorithmof 4.8-kbps CELP, and the gateway function at
reference point A shall allow for data traffic with bit count
integrity (BCl) to support both secure voice and data. Standards for
nmobi | e access are under devel opnent. NSA has been | eading the
Governnent effort to create standards within industry that support

i nt eroperabl e voi ce and data conmuni cati ons via nobil e subscriber

i nterfaces.

5.3.2.1 Wreless subscriber |oop service. Standards for renote
W rel ess subscriber | oop service are under devel opnent.

5.3.2.2 Wreless PBX service. New |low power, short-range digital
radio (average transmtter power in the order of 10 mWtechnol ogi es
are being devel oped. The use of digital nultiplexing with demand
assignment nmultiple access (DAMA) of digital radio Iinks could service
multiple user termnals. Tine-division nultiple access (TDWR)
standards for cellular digital nobile radio service (see 5.3.2.3) may
al so be viable for nmultiple-user applications.

5.3.2.3 Cellular digital nobile radio service. Standards are being
devel oped for next-generation cellular digital nobile radio systens.

[ The Special Mbile Goup (GSM of the European Tel econmuni cati ons
Standards Institute (ETSI) is standardizing a pan-European TDVA nobil e
radi o technol ogy. The Tel econmuni cations | ndustry Association (TIA)
and Cellular TIA (CITA) are standardizing an entirely different

technol ogy for North America. It is expected that these two efforts
wi |l converge to enhance interoperability.]

5.3.2.4 Digital nobile satellite service. Digital nobile satellite
service will be based on Utra Small Aperture Term nal (USAT)
technology with a 10- to 12-inch antenna dianeter. USAT requires
conpl ex hybrid spread-spectrum nodul ati on and access techni ques to
limt interference. The information rate is limted to 2.4 kbps,
ruling out the use of the default 4.8-kbps CELP voice algorithmfor
this service. Standards are under devel opnment for end term nals
requiring service over digital nobile satellite |inks.

5.3.2.5 Tactical digital radio network service. Standards for HF
radi o subsystens are listed in 4.4.2.8. Standards for HF radio
subscri ber networks are under devel opnent. Pl anning standards for HF
are contained in ML-STD 187-721. Standards for HF radi o automatic

I ink establishnment (ALE) and HF automatic operation in stressed
environnments are provided in ML-STD 188-141. Standards for HF store-
and-forward service will be contained in FED STD- 1047. Standards for
automatic HF networking to nultiple transm ssion nedia wll be
cont ai ned in FED- STD- 1048.

5.3.3 Universal access. Universal access will allow subscribers to
initiate and receive calls through the DISN, irrespective of their
geogr aphical |ocation. Two basic concepts related to universal access
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are energing: the nobile communications facility offered by the

Uni versal Mbbil e Tel ecommuni cations System (UMIS), and the personal
communi cations facility offered by the Personal Tel ecommuni cations
Service (PTS). Standards for universal access are under devel opnent.

5.3.3.1 Universal Mbile Tel ecomunications System (UMIS). The UMIS
shal | provide nobile communications, not only by keeping track of the
| ocati on of nobile subscribers (by storing information about their
current |ocation), but also by naintaining ongoing calls and
connection, despite their novenent.

5.3.3.2 Personal Telecomunications Service (PTS). The PTS shall be

provi ded across nultiple networks and all ows network-independent user

identification. Froma network point of view, the PTS may be based on
either a wired or wireless interface.

5.3.4 Indirect access. End termnals may be configured on a LAN or a
group of LANs joined by bridges to forman extended LAN.

5.3.4.1 Local area network. End termnals configured to a LAN at the
network |ayer shall use connectionless network protocols, as defined
in ML-STD 2045- 13500 and M L- STD- 2045-13501; at the link |layer, end
termnals shall use logical link control type-1, as defined in I SO
8802-2. End termnals at the MAC | evel that require CSMA/ CD shal
conformto |1 SO 8802-3. End termnals at the MAC | evel that require

t oken- passi ng bus access shall conformto | SO 8802-4. End term nals
at the MAC | evel that require token-passing ring access shall conform
to 1 SO 8802-5. End termnals at the MAC | evel that require FDD
access shall conformto |1SO 9314. ANSI X3.229 addresses station
managenent for FDDI. FDDI LANs provide broadband service to end
users. This service may be extended via broadband networks (see 5.4).
End termnals at the MAC | evel that require broadband service (see
5.4.2) shall conformto | EEE 802. 6.

5.3.4.2 Bridges. A bridge connects at the data-link level to forward
packets between | ocal networks. A bridge operates at the logical |ink
or MAC | ayer (layer 2 of the 1SO RM, independent of higher-I|eve
protocols. A bridge architecture can be based on either a transparent
spanning tree or on source routing.

5.3.4.2.1 Transparent-spanning-tree bridge. A transparent-spanning-
tree bridge shall nodify its address table dynam cally for each packet
it receives. |If a station address is unknown, the bridge shall flood
all links other than the |ink over which the packet was received. A
transparent -spanni ng-tree bridge can function as either a | ocal or
renote MAC bridge. A local MAC bridge directly connected to LANs
shall conformto | EEE 802.1D. A renote MAC bridge directly attached
to one or nore LANs, and also to an unspecified interconnection

medi um shall conformto draft standard | EEE P802. 1G 1D. The MAC
frame is encapsulated within the appropriate interconnecting nmedi um
for transm ssion across the network to a peer renote bridge.
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5.3.4.2.2 Source-routing bridge. 1In a source-routing bridge the
route shall be determ ned by the source station for each franme sent

t hrough one or nore bridges to the destination station. The routing
information is contained within each frane and used by each bridge it
transitions over. Source-routing information shall be acquired by the
originating station, by broadcasting a request that is updated by each
bridge it transitions over. Miltiple copies received by the
destination station are sent back to the originating station, and the
information is used to select the preferred path. A source-routing
bridge shall conformto

| SO 8802- 5.

5.4 Broadband service support. Broadband service support wthin the
DI SN shall conply with network interface transport rates, formats, and
architectures associated with digital hierarchies defined in ANSI

T1. 105.

5.4.1 Transport digital hierarchy. In support of broadband services,
two primary digital hierarchy standards are applicable: ANSI T1.105
and ITUT G 707. Wthin CONUS, the ANSI T1.105 Digital Hierarchy
Optical Interface Rates and Formats Specification, comonly referred
to as SONET, defines the layer 1 Synchronous Optical H erarchy (SOH)

| TUT G 707 through G 709 define the layer 1 Synchronous Digita

Hi erarchy (SDH) for international use. Were common rates and formats
exi st, the SONET standard is functionally and structurally equival ent
to ITUT G 707.

5.4.1.1 Synchronous Optical Network. The prinmary objective of SONET
is the definition of a SOHwith sufficient flexibility to support
transm ssion rates and formatted signals. Any signal transmtted
using ANSI T1.105 shall enploy ANSI T1.106 to provi de opto-electrical
conver si on.

5.4.1.1.1 Rates. Were necessary, support of various |ow

transm ssion rates across a high-rate connection shall be acconplished
t hrough the enpl oynent of synchronous multiplexing. Miltiplexing
results in a famly of standard rates and formats, which are nmultiples
of the basic 51.84-Mps Synchronous Transport Signal Level 1 (STS-1)
rate. To support broadband services, primary rate signals my be
tinme-division multiplexed to build higher transm ssion rates. SONET
shal | support sub-STS-1 rate signals by nultiplexing these |ower-rate
signals in accordance with ANSI T1.105. SONET rates applicable to the
DISN are listed in Table VI.

TABLE VI. SONET rates.

STS-M Bl T RATE ( MBPS)
STS- 1 51. 840
STS- 3 155. 520
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TABLE VI. SONET rates.

STS-12 622. 080

STS-48 2488. 320
NOTE: STS-M = Synchronous Transport Signal -Level M

5.4.1.1.2 Frane format. Figure 11 depicts the STS-Mfranme structure.
For M=3, each of 9 rows of the STS-Mfrane consists of 9 octets of
transport overhead, 1 octet of path overhead, and 260 octets of user
traffic payl oad.

5.4.1.1.3 Services. The SONET standard can support a variety of
connection-oriented and connectionless transport data services. (The
services that SONET supports include DS3 tel econmunications signals;
video; and lowrate tel ephone services, such as DS1, DS1C, or DS2
signals). The follow ng SONET concatenated rates shall be supported:
STS-3C, STS-12C, and STS-48C
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5.4.1.1.4 Managenent. The SONET standard i ncorporates enbedded
operations channels within its overhead field. These are referred to
as the Line, Section, and Path Data Conmuni cati ons Channel s (DCC).
These enbedded channel s shall be used to provide comruni cations
capacity to support DI SN integrated network managenent. To facilitate
the reliable transport of managenent traffic, the DCC shall be

mul ti plexed into the STS-Mfranme to support link integrity. In
addition, the DCC w |l use a standardi zed data conmuni cations profile
to pronote interoperability between SONET network el enents. The
purpose of this profile is to support the interoperation of
operations, adm nistration, maintenance, and provisioning (QAV&P)
systens. See Table VII for the appropriate profile.

TABLE VII. Profile for TL1/CM P over the DCC
Layer Ref er ence
Appl i cati on CM SE ROSE ACSE | SO 9595/ 9596
| TU-T X 219/ X. 229
| TUT X 217/ X. 227
Present ati on | SO 8823
Sessi on | SO 8327
Transport TP4 | SO 8073
Net wor k CLNP | SO 8473
e ES-IS | SO 9542
e |S IS | SO 10589
Dat a Li nk LAPD Q921
Physi cal Data Comruni cati ons ANSI T1. 105
Channel

5.4.1.1.5 Automatic protection switching. The automatic protection
switching protocols for |inear network topol ogi es, using SONET, are
specified in ANSI T1.105. The protection sw tching protocols and
algorithns for bidirectional |ine-switched network topol ogies are
addressed in ANSI T1.105.01.

5.4.1.1.6 Jitter at network interfaces. Jitter specification at
SONET network interfaces shall conply with ANSI T1.105. 03.

5.4.1.1.7 SONET network elenent timng and synchroni zation. The
synchroni zation rel ated performance paranmeters for all SONET network
interfaces shall conply with ANSI T1.105. 09.
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5.4.1.2 Synchronous Digital Hierarchy

5.4.1.2.1 Rates. The SDH supports broadband services as a

| ayer 1 capability. Table VIIlI shows the applicable SDH rates. The
basic SDH rate of 155.520 Mops is designated STM1. Oher rates are
derived by nultiplexing the basic rate in accordance with ITUT G 708
and G 709.

In accordance with ITUT G 709, provisions shall be nmade to
support sub-STM 1 rates.

TABLE VIIlI. 1TUT G 707 rates (Mops).

STM N BI T RATE ( Mops)
STM 1 155. 520
STM 4 622. 080
STM 16 2488. 320"

NOTES:

' = This rate is under study by the I TU-T.

STMN = Synchronous Transport Mdul e-Level N

5.4.1.2.2 Frane format. Figure 12 illustrates the STMN frane
format. For N=1, the STM1 franme shall consist of 93 octets of
overhead and 2337 octets of payload. An STMN (where N>1) consists of
81 x N octets of overhead and 2349 x N octets of payl oad.

5. 4.

1.2.3 Services. The SDH shall support all services defined in
54.1.1.

3.

5.4.1.2.4 Managenent. Network managenent services shall be supported
via an enbedded service channel within the SDH over head structure.

The SDH service channels shall support D SN network managenent

obj ectives, as specified in 5.7.

5.4.2 Metropolitan area networks. The DI SN shall support | EEE 802.6
DQDB subnetworks. To support broadband services across | arge areas,
mul ti pl e DQDB subnetworks may be interconnected to form MANs. MANs
may be suitably interconnected to formw de-area networks (WAN). By
definition, MANs are subscriber-network elenents within the DI SN.

The primary objective of MANs shall be to establish a transparent
and reliable (low delay and no | oss of user throughput capacity)
mechani sm for interconnecting LANs. A transparent MAN environnent is
one in which two or nore interconnected LANs appear as a single,
| ogical LAN to their respective users.
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5.4.2.1 Services. The DQ@B subnetwork is a distributed nmulti-access
network that supports integrated communi cations services.
Specifically, the DQ@B supports connectionless data transfer,
connection-oriented data transfer, and i sochronous comruni cati ons
(such as voice). In support of connectionless services,

Appendi x B of | EEE 802.6 provides information on a nechani smfor
control ling bus comuni cations between nodes. Currently, DQDB/ MAN-
rel ated services are planned as a public offering wthin the
continental United States (CONUS). CQutside CONUS, the DQDB/ MAN
architecture and its services wll be supported as a private
subscri ber network el enent.

Connecti onl ess packet service shall support variable-length
packet service. The connection-oriented data service shall support a
virtual channel between any pair of data service users. The MAN
reference nodel used to support these services is
depicted in Figure 13.

5.4.2.2 Rates. The MAN will support | EEE 802. 6 DQDB/ MAN hi gh-speed
transport of information across interconnected | EEE 802. 6 DQDB
subnetworks within the DISN. Transport of information wll be

achi eved through the use of a 53-octet cell-based format. (The cel
length is equivalent to that of an ATMcell.) A DQDB/ MAN | ocat ed
out side CONUS shall be interconnected via a SONET/ITU-T G 707 rate
interface.

The rates supported are as defined in ITUT G 703 (at 34.368 and
139. 264 Mops) and I TU-T G 707 (at 155.520 Mops). Lower-rate
interfaces shall be supported via multiplexing, in accordance with
| TUT G 709.

5.4.2.3 Architecture. Miltiple DQB subnetworks may be
interconnected to form MANs via nedi ati on devices (bridge, router, or
gateway). MANs nmay be viewed as a public or private (that is, DoD)
backbone network. Figure 14 shows a notional interconnection of
public and private MAN net works.

5.4.2.3.1 DQDB subnetwork architecture. A DQDB subnetwork uses a
pair of unidirectional buses (a dual-bus pair), referred to as Bus A
and Bus B. Bus A and Bus B are independent fromthe point-of-view of
data flow That is, information on the buses flows independently in
opposite directions.

A DQDB subnetwork shall support either an open dual -bus or a
| ooped dual -bus. In the open dual -bus topol ogy, the head of Bus A and
the head of Bus B are logically separate. 1In the | ooped-bus topol ogy,
the head of Bus A and the head of Bus B are coll ocat ed.

Wthin the DQDB subnetwork, adjacent nodes shall be physically

i nterconnected by two separate transm ssion links. Each transm ssion
link shall carry managenent and user traffic. Eight levels of priority
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are supported by the DQDB standard. These levels of priority are
shared between network and user traffic.
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FIGURE 14. Notional internetworking network architecture.
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5.4.2.4 DQDB/ MAN interworking. In support of broadband interworking
within the DI SN, the DQDB/ MAN architecture and protocols shall be used
to support any conbi nation of LAN and | SDN connectivity (for exanple,
LAN- LAN, LAN-| SDN- LAN) .

To sinplify LAN MAN i nterworking, the | EEE 802.6 subnetwork has been
designed to be conpatible with other LANs at OSI layer 2. Figure 11
depicts a typical scenario in which DQDB/ subnetworks are interworking
with a variety of other LANs, public and private networks, and ESs

(hosts and term nal equipnent). Interworking of DQDB subnetworks with
ATM networks is sinplified by the cormmon use of a fixed-size 53-octet
cell, consisting of a 48-octet information field and a 5-octet header.

5.4.2.5 Protocol. The DQB shall enploy managenent and traffic
protocols to control and nonitor access and use of its resources. To
support integrated DI SN network managenent, the DQB/ MAN shal | provide
for local and renote managenent and control of its resources.

5.4.2.5.1 Local node nanagenent. Local node nanagenent is not
subject to the OSI managenent definition, since all information flow
is local to the node's managenent process. However, when MANs are
interconnected via a DISN | ocal - or wi de-area network el enent, the

| ocal managenent shall conformto the managenment concept defined in
5. 6.

5.4.2.5.2 Renote managenent via network/system managenent .

A node's physical and data-link |ayer objects are nonitored,
controlled, and coordinated via DI SN network managenent through the
DQDB- | ayer managenent interface. System managenent application
functions shall provide for nonitoring, control, and coordination of
managed obj ects through interaction with the DQB-|ayer managenent
interface.

5.4.2.5.3 Renpte nmanagenent via DQDB | ayer managenent. Renote
managenent shall provide for renote nonitoring, control, and
coordi nati on of managed objects within a | ocal node.

5.4.3 Broadband | SDN. The chosen transport technol ogy for

B-1SDN i s the asynchronous transfer node (ATM, a connection-oriented
techni que that can be used for supporting both connectionless and
connection-oriented services. Signaling and user information are
carried on separate virtual channels. The ATMtransport service shal
conply with ITUT 1.321, 1.361, |1.363, and 1.432, as specified bel ow

5.4.3.1 B-1SDN services. Based on commercially avail abl e standards,

B-1 SDN shal | support a variety of user services, including voice,
vi deo, data, and signaling. Service paraneters shall be negotiable
call-by-call, subject to network constraints and [imtations on

par aneter ranges.
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5.4.3.1.1 Cell-relay bearer service. Cell-relay bearer service
(CRBS), the basic service provided by ATM is a connection-oriented,
sequence-preserving, cell transfer service between two or nore
broadband termnals (BT). CRBS is defined at the UNI for a single BT.
Mul ti pl e on-demand virtual connections can be provided to one or nore
BTs via an ATM network. CRBS is defined to operate between ATM | ayer
entities in BTs, providing for transparent transfer of ATM cells.

5.4.3.1.2 Voice. For end-to-end encrypted voice calls, and for
nonsecure voi ce calls between depl oyed and fi xed subscri bers, constant
bit rate (CBR) shall be used.

NOTE: In ATM networks there is a delay associated with filling cells with
bits froma voice encoder. The |ower the voice-encoding rate, the |onger
the delay. For exanple, at 64 kbps the delay is 6 ns. At 16 kbps the
delay is 24 nms. Just as with satellite links, the delay of concern for
conversation is the round-trip delay; thus CVSD-16 woul d i ntroduce 48 ns of
added round-trip delay. This is less than 10% of the round-trip del ay
experienced on a 1-hop satellite link

One technique for alleviating delay is to partially fill cells. This wll
reduce the throughput; however, this nay be an acceptable way to reduce
delay for lowbit-rate voice, such as 2.4 or 4.8 kbps

In networks using 2-wire anal og tel ephones, excess delay can cause echo
probl ens. However, echo is not expected to be a problemin networks using
digital tel ephones.

5.4.3.1.3 Video. CBR may be used for nonconpressed and conpressed
video, using AAL 1 (see 5.4.3.3.3). VBR nmay be used for conpressed
video, using AAL 5 (see 5.4.3.3.3).

5.4.3.1.4 Data. VBR shall be used for data transm ssion.

A version of VBR called available bit rate (ABR) requires that a peak
cell rate (PCR) and a mnimumcell rate (MCR) be negotiated at
connection tinme. The user may not exceed the PCR, and the network
guarantees the MCR.  Specifications for ABR are still being worked by
the ATM Forum

5.4.3.2 ATMcell attributes. ATMcell format and transfer rates
shall conply with 5.4.3.2.1 and 5.4. 3. 2. 2.

5.4.3.2.1 Cell format. The ATM shall be based on the cell structure
shown in Figure 15. Cells are of fixed size,

53 octets, consisting of a 5-octet header field and a 48-octet user
information field. Any control information pertaining to the user
application is carried in the user information field. The cell header
shall conformto ITU-T 1.361. It is the sane at the UNI and NNI

except for the first 4 bits. These shall be reserved for generic flow
control (GFC) at the UNI, and as an extension of the virtual path
indicator (VPI) field at the NNI. UN refers to the interface at both
reference points A and B. NN refers to the interface between nodes
of a network. The GFC field shall be set to "0000".
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5.4.3.2.2 Cell loss priority. The purpose of the cell loss priority
(CLP) field is toindicate relative priority of cells wthin a single-
user information stream The |ower cell-1loss
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priority cells may be discarded during periods of congestion.

Del ivery of higher loss priority cells is not guaranteed; however,

ot her nmeasures shall be used to avoid discarding higher-loss priority
cells.

5.4.3.3 ATMreference nodel. Figure 16 depicts the ATM | ayered
protocol reference nodel (ATMRM . The specific layers related to the
ATM functions are the physical |ayer and ATM | ayer, which are common
to all services and provide cell transfer capabilities, and the ATM
adaptation |layer (AAL), which is service-dependent. The ATM | ayer
uses cell header information to transfer the cell payload field

t hrough the ATM network. AAL |ayer functions are user-service-
dependent and operate only on information contained in the payl oad
field.

5.4.3.3.1 Physical layer. The physical |ayer, which provides

transm ssion services to the ATM | ayer, consists of two subl ayers.

The physi cal - medi a- dependent (PMD) subl ayer includes only physical -
medi a- dependent functions. The transm ssion convergence (TC) subl ayer
shall performall functions required to transforma flow of cells into
a flow of bits, which can be transmtted and recei ved over a physical
medium in accordance with ITUT I.432. Applicable SONET rates are
shown in Table I X. STS-Nc indicates that the group nust be treated as
a single entity and may not be transported as N-independent STS-1s.
Lower-rate physical |ayer interfaces applicable to both UNI and NN
are given in 5.4.3.3.1.1to0 5.4.3.3.1.3.

Table I X. Applicable SONET rates

SONET BI T RATE UNI NN
DESI GNATI ON ( Mops)

STS-1 51. 84 Yes Yes

STS- 3c 155. 52 Yes Yes

STS-12c¢ 622. 08 No Yes

STS- 48c 2488. 32 No Yes

5.4.3.3.1.1 DS3 based interface (44.736 Mps). ATMcells are
di rect mapped into the DS3 payload wth the octet structure of
the cells aligned wwth the nibble structure of the DS3 Mfrane.
The Mframe is organi zed such that 84 bits of payl oad foll ow
every overhead bit, in accordance with ANSI T1.107. ATMcells
may cross Mframe boundaries. The bit rate available for the
transport of ATMcells in the DS3 direct napped format shall be
nom nal ly 44.21 NMops.

5.4.3.3.1.2 E1 based interface (2.048 Mips). The E1 interface
shal | use the basic frane structure shown in Figure 9 and defi ned
in ITUT G704. ATMcells shall be mapped into tinme slots 1
through 31 of the E1 franme so that the octet structure of the ATM
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cells is aligned with the octet structure of the E1 frane.
Timeslot O is reserved for franme alignment signals.
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5.4.3.3.1.3 DSl based interface (1.544 Mps). The DS1 interface
shal | use the extended super frane (ESF) format with the
multiframe structure defined in ANSI T1.107. ATMcells shall be
mapped into the 192-bit payload field of the DS1 frane so that
the octet structure of the ATMcells is aligned with the octet
structure of the DSl frane.

5.4.3.3.2 ATMlayer. The ATM I ayer provi des connection-oriented
network service to the | ayers above. After a virtual connection
has been established (see 5.4.3.5), the ATM | ayer transfers cells
in accordance with their virtual path indicators (VPI) and their
virtual channel indicators (VCl), in accordance with ANSI T1.627.

5.4.3.3.3 ATM adaptation layer. The AAL perforns the necessary
functions to adapt the services provided by the ATM | ayer to the
services required by different Service users. The AAL supports
hi gher -1 ayer functions of the user and control planes, and shal
support connections between ATM and non- ATM users. It shal
support both CBR and VBR services. The AAL consists of two main
subl ayers: the segnmentation and reassenbly (SAR) subl ayer and the
convergence sublayer (CS). The SAR sublayer is comon to CBR and
VBR servi ces, and handl es the segnentati on and reassenbly of data
units so they can be mapped into the fixed-1ength payl oads of the
ATM cells. The CS provides the specific service-rel ated
functions of the AAL and may be divided into two subl ayers, the
common- part convergence subl ayer (CPCS) and the service-specific
convergence subl ayer (SSCS). VBR services support connection-
oriented and connectionl ess data services for a range of
applications fromburst data to VBR VBR services al so support
signaling. CBR services include voice, video, and circuit

enmul ation. Adaptation |ayer protocols, AAL 1-5 for user services
and SAAL for signaling, are described bel ow (see Figure 16).

AAL 1. AAL 1 provides a 47-octet user payload, with a
1-octet header to support timng and sequence integrity. AAL 1
supports CBR applications in which a timng relationship is
required to exi st between source and destination, such as voice
or video, and shall conply with ANSI T1.630, section 11.1.2.
This node is referred to as circuit enulation, and is commonly
used for transport of nultiplexed circuits such as DS-1. To
mai ntain BCl, dummy cells are inserted whenever the receiving
entity identifies a lack of received cells fromthe ATM I ayer

AAL 2. AAL 2 supports VBR applications in which a timng
relationship is required to exi st between source and desti nation,
such as conpressed video. This service has not been
st andar di zed.

AAL 3/4. AAL 3/4 supports both CLNS and CONS data transfer.

It provides for the transparent and sequential transfer of
protocol data units (PDU) between correspondi ng upper-| ayer
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entities with an agreed Q0OS. The transfer nmay provide either
assured or non-assured data transfer, as requested by the user.
Each cell carries 44 payload octets, with a 2-octet header and a
2-octet trailer, in accordance with ANSI T1.629 for the CPCS

The header provides protection against m ssordering of cells, and
mul ti plexing identification. AAL 3/4 supports optional

mul ti pl exing of nmultiple CPCS connections over a single
connection between ATMentities. The trailer provides a cel

payl oad |l ength indication and a 10-bit CRC for cell error
detection. For assured service, LAPD may be used in the SSCS for
PDU retransm ssion. For non-assured service, the SSCS is null.
Optional error discard allows corrupted PDUs to be delivered to

t he user.

AAL 5. AAL 5 supports services identical to AAL 3/4, but
provi des a 48-octet payload. No error detection is provided in
the cell. There is also no m s-sequencing protection at the cel
| evel ; therefore, it can be used only for point-to-point service
and cannot provide nmultiplexing of connections. A 32-bit CRC for
error detection is provided at the CPCS, in accordance with ANSI
T1.635. For assured service, the SSCS shall provide sequencing
and retransm ssion of erroneous CPCS PDUs. Optional error
discard allows corrupted PDUs to be delivered to the user. For
non- assured service, the SSCS is null.

Signaling ATM adaptation | ayer. The signaling AAL (SAAL)
conveys signaling information between [ayer 3 entities across the
UNIl and NNI. The SSCS is divided into two subl ayers: the
servi ce-specific coordination function (SSCF) and the service-
specific connection-oriented protocol (SSCOP). The SSCF maps the
services of SSCOP to the needs of the layer 3 protocol, in
accordance with ITU T Q 2130 for the UNI, and Q 2140 for the NN .
The SSCOP provides assured data delivery for the signaling PDUs,
in accordance with ANSI T1.637. The SSCOP shall use the services
of the SAR and CPCS from AAL 5.

5.4.3.3.4 B-1SDN signaling. Signaling at the UNI shall be based
on the ITUT Q2931 protocol. ITU T Q 2931 supports point-to-
poi nt network connections. Point-to-multipoint network
connections shall be in accordance wwth ITU T Q 2971. Signaling
shal | use the SAAL protocol. A service-specific connection-
oriented protocol (SSCOP), a sublayer of the SAAL protocol, wll
provide reliable delivery of signaling nessages. SAAL shall be
the link layer protocol for use across international interfaces
for B-1SDN signaling. Signaling at the NNI shall be based on

I TUT Q2761 to Q 2764. B-1SDN signaling shall support CBR
services, and both connection-oriented and connectionl ess VBR
services. B-1SDN signaling shall permt connection of users on
B-1SDN to connect to users on NNISDN. ATM signaling shall also
permt users on different NN-ISDNs to interconnect via B-1SDN
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5.4.3.4 ATM service support. ATMshall support a variety of
transport services, such as frame relay and SVMDS. These services
may be provided on top of AAL 3/4 or AAL 5. ATMshall also
support connection to N-1SDN services at the UNI

5.4.3.5 ATM.interworking. ATM connections shall support | SDN
user and signaling services. ATM networks shall support
i nterworking with other ATM networ ks and non- ATM net wor ks.

Bet ween ATM networ ks, interconnection will be at the cell |evel.
When i nterworking with non- ATM networ ks, interconnection will be
via an ATM adapter. Interconnection with N-ISDN networks w ||

al so require an ATM adapter. The adapter may be inplenented via
an external ATM device, or in the ATM sw tch.

5.4.3.6 Application of ATMin tactical systenms. The ATM concept
IS an integrating concept in that it enables all types of
information, fromvoice to data to video, to be handl ed by common
transm ssion and swtching facilities. DoD s high |evel of
interest in ATMfor tactical systens is driven by the desire for
seanl ess integration of fixed and depl oyed resources. Commerci al
standards for ATM are based on the availability of highly
reliable (BER = 10''1), high bandw dth (50 Mps to Gops)

transm ssion facilities (fiber, cable, SONET). However, tactical
channel s may be characterized as | ow bandw dth and unreli abl e.
These include radio links in the | ow Mips range (DS1) with BERs
of 10° or worse. Tactical radio links at VHF and HF have even

| ess bandwi dth and worse BERs. In traditional packet-swtched
networks, data links are nade reliable by neans of error
detection and retransm ssion at each network node. In ATM

networ ks, retransm ssion is not done at each node; it is done
only end-to-end across the network, or end-to-end between user
end devices. The connections through depl oyed ATM networks are
likely to traverse multiple radio links. The end-to-end error
probability will approach the sum of the individual |ink error
probabilities, causing excessive retransm ssion and severe
reducti on of throughput when depl oyed radi os are used. For this
reason FEC shall be provided in deployed radio |links to reduce
the nunber of retransm ssions. Selection of FEC for depl oyed ATM
net wor ks depends on the transm ssion nedi a.

5.4.3.7 ATM LAN. Based on technol ogy advancenents, an ATM LAN
is an alternative to a DQDB subnet. ATM sw tches can be
configured to forma MAN for interconnection of LANs and direct
connection of user end devices. Standards specifying use of ATM
are identified in 5.4.3.

5.4.3.8 LAN enulation over ATM LAN enul ation enabl es a group
of ATMattached stations to be |ogically anal ogous to a group of
LAN stations attached to a carrier sense nmultiple access
collision detection (CSMA-CD) or token ring LAN. LAN enul ation
provi des the same connectionless and nmulticast services as the
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LAN being enul ated. LAN enul ation service provides connectivity
not only between ATM attached stations, but also with stations
attached to | egacy LANs. This includes connectivity both from
ATM stations to LAN stations, as well as from LAN stations to LAN
stations across an ATM network. ATM Forumi s LAN Enul ati on Over
ATM - Version 1.0 defines LAN enul ation for two types of | egacy
LANs: CSMA- CD/ | SO 8802-3 and Token Ring/1 SO 8802-5.

Commruni cati ons between stations attached to different LAN types
is possible only through routers or bridges.

5.4.4 Frane relay node. The DI SN shall support the frane relay
nmode (FRM). Support of FRMwithin the DI SN shall conformto ANS
T1.606, for the | SDN FRM bearer service definition and
architectural framework. The ANSI FRM definition is closely
aligned with ITUT Q922. Frane relay interworking with B-1SDN
shall be in accordance with ANSI T1.633 and T1. 634.

5.4.4.1 Services. Although the ANSI FRMis, by definition, an
| SDN packet node bearer service, the FRM service may be used with
any suitable lowbit-error-rate transport service such as ATM

The FRM supports a variety of connection-oriented transport
data services. These services shall support the follow ng DI SN
servi ce access net hods when working over | SDN

a. Crcuit-switched access to the D SN network el enent's
remote frame handler (FRM Case A). The B- and H
channel s may be used to send FRM data with this access
met hod.

b. Virtual access via the DI SN network el enent's | ocal
| SDN connection (FRM Case B). The B-, H, and D
channel s may be used to send FRM data with this access
met hod.

It shall be possible to establish access connections on
demand and permanently, in accordance with ANSI T1.617.
Mul tiplexing of nmultiple subscriber data streans onto a single
connection shall be perfornmed at the link layer, in accordance
with ANSI T1.618.

5.4.4.2 Rates. The FRM shall have the capability of using the
strategic-local network B-, H, and D-channels and tactical -1 ocal
network bit rates from 16 kbps to 2.048 Mops. Wien using the
basic rate ISDN interface, the FRM shall operate at the 64-kbps
rate. The FRM use of the D-channel shall be at either the basic
(16-kbps) or the primary (64-kbps) rates. The D-channel rates
apply only to the FRM Case B. Higher rates nmay be used when
connected via B-1SDN
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5.4.4.3 Format. The FRMframe format shall be as depicted in
Figure 17 and defined in ANSI T1.618. The fields identified in
the figure are described as foll ows:

Fl ag:

Addr ess:

Contr ol

Each frame contains a beginning and cl osing
hi gh-1evel data |link control (HDLC) fl ag.
The flags are used to indicate the beginning
and end of a negotiated packet of user
information. One flag may be used to
indicate the end of one frane and the

begi nni ng of the next.

The address field is used to support routing and
network status (such as congestion) control
i nformation.

The FRM does not enploy the HDLC control field.
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Bits
8 | 7 |6 |5 | 4|3 ]2]1] Octet
[T |
| I
I
I
0 1 1 1 1 1 1 0 | 1
| I
| I
L |
I
| Address Field : 2
I (High-Order Octet) |
i |
| I
: (Low-Order Octet) (Optional) | 3
| I
[T |
| I
I
| Frame Relay |
| Information Field | 4to(n-3)
| I
| I
I
o |
: Frame Check Sequence Field I n-2
| (First Octet) |
]
I
| (Second Octet) : n-1
I
e |
: Flag Field |
| I
I n
| I
: o 1 1 1 1 1 1 0 |
e I

FIGURE 17. Frame format for frame relay mode.
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Frame Rel ay The information field shall support the

| nf or mat i on: transport of a defined anmobunt of user
information. The default information field
size is 262 octets (chosen to be conpatible
with LAPD. The mninmumfrane rel ay
information field size is 1 octet. The
support by networks of a negotiated maxi num
val ue of at |east 1600 octets is reconmended
for applications such as LAN interconnect, to
m nimze the need for segnentation and
reassenbly (SAR) by the user equi pnent.

Frame Check The frame check sequence (FCS) is used to
Sequence: provide error checking. The FCS is defined
to be a 16-bit sequence.

5.4.4.4 Managenent. The FRM provides no intrinsic network
managenent capability. Thus, the FRM shall be nmanaged as a

layer 1 and |ayer 2 service, in accordance with relevant portions
of 5.6.

5.4.4.5 Interworking. The FRM shall support interworking

bet ween tactical -1ocal network and strategic-1local networks.

I nterworking via the FRM shal |l support LAN-to-LAN and term nal -
to-termnal interconnections. The FRM may al so take advant age of
br oadband transport services to traverse non- FRM net wor k
segnent s.

5.5 Personal conmunications services (PCS). Standardization
efforts for PCS are currently in a state of flux, due to the
rapi dly evol ving technol ogi es that support them Nevert hel ess,
sonme basic commercial standards are energing. A variety of
standards for second-generation inplenentations of term nal
mobility are currently in use. Their aimranges from preserving
conpatibility with first-generation inplenentations to

i ntroduci ng new technol ogi es such as code-division multiple
access (CDMA). The I TU has therefore enbarked on an effort to
curtail proliferation and achieve gl obal nobile term nal access
by the beginning of the next century. The energing
recommendations for this third-generation inplenentation of PCS
shoul d be used as guidance for inplenenting PCS in the DI SN
These recommendati ons are covered under the titles Future Public
Land Mobil e Tel ecomruni cati ons System (FPLMIS) and Uni ver sal
Personal Tel econmuni cations (UPT).

5.5.1 Wreless access. The wireless access portion of systens
supporting termnal nobility includes several areas of
st andar di zat i on:

a. air interface, which sets paraneters for transm ssion
nmodul ation, and channelizati on;
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b. the neans for acquiring a channel and adjusting its
capacity;
C. specific signaling formats and nessages, and the

prot ocol s necessary to establish connections; and
d. basic information structure and protection of
i nformati on.

5.5.1.1 Current standards. Shown in Table X are a nunber of
standards that describe all or parts of the air interface
standards for cellular nobile systens now in use or proposed for
use in the United States. Included is the U S. version of the
Eur opean DCS-1800 system an upshift version (1.8-2.0 GHz) of the
Eur opean GVS cel lul ar system (900 MHz). Also included is the

| ow- power PCS-2000 standard, intended for hand-held nobile
termnals in the mcro-cell environnent.

TABLE X. Current air interface standards in the U S
T1P1- DOC STANDARD BAND ACCESS/ MODULATI ON PONER RATE
(GHz) DUPLEX (W (kbps)
| S-54 .9 TDMA/ FDD DQPSK .8-3 48. 6
94- 087 | S-136 1.8-2.2 TDMA/ FDD DQPSK .6-1 48. 6
94- 086 DCS- 1800 1.8-2.0 TDMA/ FDD GVBK .25-2 [13.0
94- 088 | S- 95+ 1.8-2.0 CDVA/ FDD DQPSK .1-2 14. 4
94- 089 PCS- 2000 1.8-2.2 TDMA/ TDD DSSS/ CPSQM .01 8.0
LEGEND
TDVA time-division nmultiple access
CDMVA code-division nultiple access

FDD frequency-di vi si on dupl exi ng

TDD ti me-division dupl exi ng

DQPSK di fferential quadrature phase-shift keying

GvBK Gaussi an m ni mum shift keyi ng

DSSS di rect - sequence spread spectrum

CPSQM conti nuous phase-shift quadrature nodul ation (proprietary)

5.5.1.2 Future standards. The ITUis now working on a third-
generation standard for FPLMIS. The aimof this effort is to
achi eve better conpatibility anong the various cellular systens
such that, by the beginning of the next century, universal gl obal
access supporting termnal nobility becones a reality. The
docunent now energing fromthis effort shall be used as gui dance
for inplenmenting global termnal nmobility in the DISN. The
approved or draft recommendations that were shown in the I TU
subgroup reports as of March 1995 are listed in Table Xl.
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Li st of I TU recommendati ons for FPLMS.

RECOMVENDATI ON

SUBJECT/ Tl TLE

M 687-1

Future Public Land Mobile Tel econmunicati on Systens
( FPLMTS)

M 816 Framewor k for services supported on FPLMIS

M 817 FPLMTS networ k architectures

M 818-1 Satellite operation within FPLMIS

M 819-1 FPLMIS for devel opi ng countries

M 1034 Requi rements for the radio interface(s) for FPLMIS

M 1035 Framework for the radio interface(s) and radi o subsystem
functionality for FPLMIS

M 1036 Spectrum consi derations for inplenmentation of FPLMIS in
t he bands 1885-2025 MHz and 2110-2200 MHz

M 1078 Security principles for FPLMIS

M 1079 Speech and voi ceband data performance requirenments for
FPLMI'S

FPLMIS. TMLG Vocabul ary of ternms for FPLMIS (Draft)

FPLMI'S. FMGM Framewor k of FPLMIS managenent (Draft)

FPLMTS. RSEL Procedure for evaluation of radio transm ssion
t echnol ogi es for FPLMIS (Draft)

FPLMTI'S. SFMK Framework for the satellite conponent of FPLMIS (Draft)

FPLMI'S. SECMOP Security nmechani sns and operating procedures for FPLMIS

F. 115 Servi ce objectives and principles for FPLMIS

F.sfea Service features in FPLMIS (Draft)

F. 724 Vi deot el ephony services for FPLMIS (Draft)

E. 751 Ref erence connections for engi neering of |and nobile
networ ks (Draft)

E 771 Net wor k grade-of -service paraneters and target val ues
for circuit-switched public |and nobile services (Draft)

E. 780 Traffic engineering nmethods for |and nobile systens
(Draft)

M 32xx TMN managenent service for FPLMIS

Q FNA FPLMIS network architecture (Draft)

QFIF FPLMIS i nformation flows (Draft)

.11x Vocabul ary of ternms for nobile networks (Draft)

. 37w Net wor k architecture and capabilities of FPLMIS (Draft)

| . 5xw Net wor k i nt erwor ki ng between FPLMIS and ot her types of
networ ks (Draft)

G 728 Codi ng of speech at 16 kbps using | ow del ay code-excited
i near prediction (CELP)

H. 26P/ M Ext ensi on of H. 263 for nobile application (Draft)
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5.5.2 Network access. Network access standards govern the
protocol s and procedures for establishing connections anong
nmobil e termnals and between themand fixed termnals of a

swi tched network (or nobile termnals of a different cellular
systen). [1S-41, the current standard within the United States,
provides this capability and is conpatible with the existing
signaling and nunbering schenmes used in public sw tched tel ephone
networks (PSTN). As intelligent network features are added to
the PSTNs, standards will be evolving to nore readily and
efficiently achieve gl obal access for all nobile termnals. D SN
shall, in the future, nake use of the nore general standards for
uni versal access (see 5.5.3), which include not only nobile
termnals, but also all fornms of personal nobility.

5.5.3 Universal access. Universal personal telecomrunications
(UPT) is the purpose of universal access. It allows a user to
gain access to a variety of authorized (subscribed) services
without Iimting his personal and/or termnal nmobility. Al

aut hori zed services will be available to the user irrespective of
his location on the globe, Iimted only by the capabilities of
the termnal he uses and the network with which he is associ at ed.

The I TU is now worki ng on UPT standards. DI SN shall nake
use of these standards and adopt themfor mlitary users. The
current | TU Reconmendati ons (approved or in draft) are listed in
Table XII.

TABLE XII. 1TU recommendations for universal persona
t el ecomuni cati ons.
RECOMVENDATI ON SUBJECT/ Tl TLE

F. 850 UPT service principle
F. 851 UPT service set 1
F. 852 UPT service set 2
F. 853 UPT suppl enentary service
E. 168 UPT nunberi ng
E. 174 Routing principle and gui dance for UPT
E. 755 Ref erence connections for UPT
E. 775 UPT grade- of -servi ce concept
E. 776 Grade- of -servi ce paraneters for networks supporting UPT
E. 785 Traffic engi neering nmet hods for networks supporting UPT
D. 280 Charging, billing, accounting, and reinbursenent for UPT
Q 76 Servi ce procedures for UPT
Q UPT Stage 3 for support of UPT service set 1 on IN CS1
|.144 Vocabul ary- UPT
|.137 UPT network capabilities
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5.6 DI SN network managenent. The DI SN networ k managenent system
shall conply wth FIPS-PUB-179 for all but unique mlitary
features. The inplenentation of the unique mlitary features
shall conply with M L-STD 2045-38000 and t he conpani on

M L- HDBK- 1351. The DI SN net wor k nanagenent features are
described in 5.6.1 through 5.6.2.5.

5.6.1 Managenent conmmuni cations. DI SN network nmanagenent

communi cations protocol and services, which provide the
managenent information-transfer nmechanism shall conply with

FI PS- PUB- 179, the sections titled Common Managenent | nformation
Protocol (CM P) and Common Managenent | nformation Services
(CMS). If an interimsolution is required, the Sinple Network
Managenent Protocol (SNMP) shall be used, as defined in M L-STD
2045-17507. A conplete coverage of CMP and CM S can be found in
| SO 9596-1 and | SO 9595, respectively.

5.6.2 Mlitary-unique features. M L-STD 2045-38000 buil ds upon
FI PS- PUB- 179 by descri bing common mlitary architectures and
requi renents, nmanageabl e conputer and conmuni cati ons resources,
and associ ated NM system sol utions unique fromthe GNMP. The
mlitary-unique features are described in 5.6.2.1 to 5.6.2.5.

5.6.2.1 NMarchitecture. The DI SN shall be partitioned into a
nunber of managenent domains called NM system donai ns.

Al l ocations are typically based on organi zati on or geography.
Managenment authority shall be assigned to a single network
control center (NCC) within each NM system domain. NCCs shall be
responsi ble for interfacing wth other NM system domai ns (see
Figure 18) as well as providing top-level managenent within their
own NM system donmain (see Figure 19), in accordance with

M L- HDBK- 1351, the section titled NM architecture.

5.6.2.2 NMsystem characteristics. Human engi neering

(ergonom cs), automated analysis tools, and adm nistrative
activities shall conply with M L-HDBK-1351, the section titled NM
system characteristics.

5.6.2.3 Systens managenent functional areas. The DI SN NM system
shall provide the follow ng five systens managenent functi onal
areas (SMFA), in accordance with M L-HDBK-1351, the section
titled Systens managenent functional areas:

a. Faul t nmanagenent. NM systens shall detect faults,
i sol ate the causes, and correct the abnormal operation
or fault situation of network conponents.

b. Confi guration managenent. Dynam c configuration of

net wor ks shall provide tactical comrunications;
i nterbase comuni cati ons; and interconnection with
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external networks through bridges, gateways, and
routers.
Account managenent. Details regarding use of the

network shall be collected, recorded, and archived for
the appropriate distribution of costs.
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d. Per f ormance managenent. Performance managenent
functions shall provide the network manager with the
ability to nmeasure the quality and effectiveness of
net wor k communi cati ons and network conponents.

e. Security managenent. The network security manager
shall be able to grant or restrict access to the entire
network or selected critical parts of the network, such
as the NMinformati on base.

5.6.2.4 NMsecurity. Security of the NM systens and

i nformati on, and managenent of the security nechani sns that
protect user traffic, shall be in accordance with M L-HDBK-
1351, the section titled NM security.

5.6.2.5 Mlitary requirenents for tactical systens. Tactical NM
systens shall provide additional capabilities (such as
conservation of bandw dth, precedence, nmobility, and
survivability), as defined in ML-HDBK-1351, the section titled
Mlitary requirenments for tactical systens.

5.7 Performance standards. Termnal-to-term nal performance
standards, applied to hypothetical reference circuits (HRC), are
included in this ML-STD to provi de system desi gners and pl anners
W th a consistent basis for establishing system paraneters.

5.7.1 Hypothetical reference circuits. An HRC has a specified
configuration and length. It is based on such factors as

communi cations requirenments, user satisfaction, equipnent
performance, installation and operation procedures, and
experience. Reference circuit configurations, such as the nunber
of links, trunks, and nodes, in tandem w th associ ated
transm ssi on equi pnment, are chosen so that each configuration can
be considered representative of a typical network or subsystem
operational circuit. The nomnal length of a reference circuit
normal Iy represents the probabl e maxi rum di stance over which
communi cations are required in the network or subsystem under
consi derati on.

An HRC is used (a) as a reference for the perfornmance of
pl anned or operational circuits; (b) as guidance for planning and
engineering circuits and networks; (c) as a neans of pro-rating
and allocating transm ssion paraneters to different portions of a
circuit and associ ated equi pnent; and (d) as a basis to derive
interface, subsystem and equi pnent standards.

Normal Iy, in an operational communications system various
circuits wwth different |engths and paraneters fromthe HRCs are
enployed. It is not practical to standardize the performance of
every link or circuit that may have to be engi neered and
installed. The purpose of standardizing performance end-to-end
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(and defining HRCs) is to ensure that actual |inks, trunks, and
circuits wll performsatisfactorily as parts of an overal

subsystem or system

Designers and circuit engineers are expected to nake their
own assunptions and deci de on such factors as length of radio
I i nks; channel perturbations, such as noise and jitter; nunber of
PCM ADPCM and CVSD tandem | inks; nunber of A/ D conversions; and
del ay characteristics to optimze circuit performnce.

5.7.2 Hypothetical reference connections. The HRCs described in
5.7.2.1 and 5.7.2.2 can al so be viewed as hypot hetical reference
connections (HRX) for circuit-switched calls or packet-swtched
calls. End-to-end performance paraneters given in 5.7.2.2 and
5.7.3 apply only to circuit-switched calls. End-to-end
performance paraneters for packet-switched calls are a subject
for further study.

5.7.2.1 Wde-netwrk segnents. The segnents that constitute
each HRC are summari zed in Table Xl I

TABLE Xl I1. Reference segnents for w de-network segnents.
REFERENCE SEGVENT DESCRI PTI ON
Tai | Sane as 320-kmterrestrial segnent
320-kmterrestrial Ei ght line-of-sight (LOS) radio
segnent repeater |inks

Satellite or
transoceani ¢ submari ne
cabl e

One satellite link with a 40-km LGS
radio link at one end, and a netallic
or fiber optic cable connection at the
ot her end

5.7.2.2 Error-free-second ratio allocation.

The error-free-

second ( EFS)

ratio allocation for each segnent and the resulting

performance for each HRC is provided in Table Xl V.

TABLE XIV. Error-free-second ratio allocation.
HRC
PER
SEGVENT SEGVENT GLOBAL OVERSEAS || NTRA- CONTI NENTAL
Tai | 0. 9996
320- km 0. 9995
terrestrial
segment
Satellite or 0. 9997 0. 9936 N A 0. 9968
transoceani c --- --- ---
cabl e
HRC 0. 9916 0. 9936 0. 9949
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5.7.3 Wde networks. Three HRCs for wi de networks exist. They

are illustrated in Figure 20. The paraneter selected to
characterize error performance in w de networks shall be the EFS
ratio for a 64-kbps channel. The term nal-equipnment to term nal -

equi pnent performance requirenent for the EFS ratio is 0.99 for a
circuit traversing each HRC, as shown in Figure 20.

a. Global Hypothetical Reference Circuit (HRC)

. ' ' ) () ) .
Y Y / / /
Tail Terrestrial Satellite or Satellite or Terrestrial Tall
Segment Segment Transoceanic ~ Transoceanic Segment Segment
(320-km) Submarine Submarine (320-km)

Cable Segment Cable Segment

b. Overseas Terrestrial HRC

’47 Twelve 320-km Terrestrial Segments

—N

. M) M M) M M M M .
N / / / / / /
Tail Tail
Segment Segment
c. Intracontinental HRC
. M M) M M .
o/ / U/ N\
Tail Terrestrial Satellite Terrestrial Tail
Segment Segment Segment Segment Segment
(320-km) (320-km)
Legend:

@ - user terminal interface

(O - intersegment tandem connection

FIGURE 20. HRCs for wide networks.
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5.7.4 Tactical networks. Three HRCs exist for U S. tactical

circuits:

a.

The first HRC, shown in Figure 21, consists of six
internodal line-of-sight (LOS) radio Iinks in tandem
Each internodal LGOS radi o has a maxi mum pl anni ng

di stance of 50 kmw th an 8-km down-the-hill (DTH)
mllimeter wave or cable |ink on each end.

The second HRC, shown in Figure 22, consists of one

i nternodal troposcatter link covering a transm ssion
di stance of 200 kmin tandemw th 2 internodal LOS
radio links of 50 kmeach. Each troposcatter and LGS
radio link has an 8-km DTH m | linmeter wave radi o or
cable link on each end.

The third HRC, shown in Figure 23, consists of two
tactical subnetworks interconnected by w de-network
el ements, as provided by the DCS or public swtched

t el ephone networks (PSTN). In this case the
information transmts up to 12 LOS radio links and 24
DTH | i nks.
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The contribution to the overall circuit error ratio allocated to
tactical network elenents is provided in Table XV.

TABLE XV. Operational bit error ratios for HRCs that use
tactical -network el enents.

CONTRI BUTI ON PER CI RCU T
TYPE OF SECTI ON BI T ERROR RATI O % OF ANY

( BER) M NUTE
LGS radio 1 x 10°* 99.0
Tropo radio 4 x 10 99.0
DTH radi o 1 x 10°° 99.0
DTH coaxi al cable 1 x 106 99.9
DTH fi ber optic cable 1 x 108 99.9

NOTE: The operational error rates are transnission errors and do not include
effects of error correction or encryption devices.

5.7.5 Subscriber networks. Subscriber term nal equipnent is
connected to the | ocal base-level or tactical network via
subscri ber network el ements. Four HRCs applicable to subscriber
networks exist. The first two are applicable to both strategic
and tactical users. The third and fourth are applicable to
tactical users only.

a. A direct netallic cable connection between the
subscriber's term nal equi pnent and the local circuit
or packet switch. The cable may be up to 4 km | ong.

b. A LAN complying with LAN standards | SO 8802-3, 8802-4,

or 8802-5.
C. A radi o network conposed of conbat net radios.
d. A nobi |l e subscriber radio termnal (MSRT).

The contributions to the overall circuit BER allocated to
subscri ber-network el enments is provided in Table XVi.
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TABLE XVI. Operational error rates for HRCs that use
subscri ber-network el enents.

CONTRI BUTI ON PER CI RCUI T
TYPE COF SECTI ON BI T ERROR RATI O % OF ANY
( BER) M NUTE

Metal lic cabl e connection 1 x 106 99.9
Local area network TBD TBD
Radi o net wor k 4 x 103 95.0
Mobi | e subscri ber radio term nal TBD TBD
DTH fi ber optic cable 1 x 108 99.9

5.8 MNunbering plans. A standard nunbering plan format shall be
enpl oyed on all trunks that cross reference-point B. This
includes all joint and international circuit- and packet-sw tched
t runks.

5.8.1 drcuit-switched trunks. Tel ephone nunbers, as they
appear on joint circuit-switched trunk interfaces, shall consist
of a 3-digit area code and a 7-digit subscriber nunber unique to
each area code. Tel ephone nunbers for international calls shal
consist of a nationality identifier (NI), in addition to the area
code and the subscriber nunber.

5.8.1.1 Nationality identifier. The NI for calls between U. S.
tactical users and NATO tactical users, reference point B (NATO,
shall conply with STANAG 4214. The N is of the form 9CC, where
CCis the 2-digit country code used to identify the nationality
of the called formation. The NI for calls between U S. strategic
users and other nations' strategic users shall also conply with
STANAG 4214.

5.8.1.2 Area codes. The area codes for calls between

U S. tactical users and NATO tactical users shall comply with
STANAG 4214 and shall be of the form NCC, where N=0, 1, ..., 8
and CCis the 2-digit country code used to identify the
nationality of the major formation associated with the called
formation. Area codes for calls between U S. joint tactical
networks shall conply with CIJCSM 6231. 02, the chapter titled
Nunbering Systens and Plans and Routing. Area codes for
base-| evel and w de-network el enents shall conply with DCAC
370-175-13, the section titled DSN Wirl dwi de Nunberi ng and

D aling Pl an.

5.8.1.3 Subscriber tel ephone nunbers. The standard tel ephone
nunber, as it appears at joint and conbined trunk interfaces,
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shall have 7 digits. The 7 digits consist of 2 subconponents: a
3- or 4-digit switch code, and a 4- or 3-digit subscriber nunber.
Systens that enpl oy deducible directories, automatic subscri ber
affiliation, and fl ood-search routing shall use all 7 digits as

t he uni que subscri ber nunber.

5.8.2 Packet-swi tched trunks. The address of the called

term nal shall be provided in the call request packet, in
accordance wwth ITUT X.31. As an objective, DoD will evolve
toward an integrated addressing plan applicable to both circuit-
swi t ched and packet-switched trunking. 1In the interim packet-
switched network el enents shall conply with standards adopted for
| P router networks. See 5.2.2.2.1.1

5.8.3 Digit capacity for international systems. The nunber
length for international calls may be increased to accommopdate
future network requirenents (see ITUT E. 163, the section titled
Digit capacity of international registers, and E. 164, the section
titled Nunmber length). The digit capacity of registers required
to process international calls should provide a m ninum capacity
of 15 digits. This digit capacity does not include all digits

di al ed by tel ephone subscribers, such as access and priority
digits.

5.8.4 Subaddressing (network address extension). The 7-digit
subscri ber nunber shall identify connections at reference

point A Additional subaddressing required to identify

subscri ber-to-network term nations or service access points shal
be transparent to the |ocal- and w de-network el enents. For
base-1 evel subscribers, up to 40 digits may follow the subscri ber
nunber, as illustrated in ITUT E. 164, the section titled Address
i nformati on.

5.9 National Imagery Transm ssion Format Standard. The Nati onal
| magery Transm ssion Format (NI TF) Standard (NI TFS) defines the
standard formats for digital imagery and imagery-rel ated products
that are to be exchanged between nenbers of the Intelligence
Communi ty, DoD, and other departnments and agencies of the United
States Governnent. The NI TFS incl udes supporting standards for

i magery, inmage conpression, other imagery-related requirenents,
and the Tactical Communications 2 (TAC02) protocol. The docunent
structure for current and anticipated NI TFS docunentation is
described in M L-HDBK-1300). DoD has devel oped i magery-rel ated
standards for the NITFS suite: M L-STD 2500, M L-STD 2301

M L- STD- 188- 196, M L-STD-188-197, and M L-STD-188-198. The N TFS
suite includes M L-STD 2045-44500, which defines a standard
format for transmtting digital imgery information over tactical
communi cations circuits.

5,9.1 ML-STD 2500. The format for the NITF Standards provides
a detailed description of the overall structure of the file
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format, as well as specification of the valid data content and
format for all fields defined within a NITF file.

5.9.2 ML-STD2301. The Conputer G aphics Metafile (CGVY
| mpl ement ati on Standard defines the subset of CGV conmands
appl i cable for graphic annotation of inmagery within the N TFS.

5.9.3 ML-STD 188-196. The Bi-Level Conpression Standard
defines the conpression algorithmused for encoding bi-I|evel
i mge and overlay information used for transm ssion of
one-bi t-per-pixel imgery.

5.9.4 ML-STD-188-197. The Adaptive Recursive |Interpolated
Differential Pul se-Code Mdul ati on (ARIDPCM Standard defines a
conpression for 8- and 11-bit gray-scale imagery used in
conjunction with NITF version 1.1

5.9.5 ML-STD 188-198. The Joi nt Photographi c Experts G oup
(JPEG Standard defines conpression of 8- and 12-bit gray-scale
and 24-bit color image data used in conjunction with NI TF
version 2.0.

5.9.6 ML-STD 188-199. The Vector Quanti zati on Deconpression
standard defines the deconpression of data which uses the vector
guanti zati on conpression al gorithm

5.9.7 ML-STD 2045-44500. Tactical Comrunications Protocol 2
(TACO2) defines a comruni cations protocol and error correction
met hods used to exchange NI TFS nessages across a wi de variety of
tactical conmunications circuits.

5.10 Satellite comunications. The standards for satellite
comruni cations (SATCOM can be categorized in accordance with the
frequency band of operation, that is, UHF, SHF, and EHF. Joint
efforts between NASA and DoD are ongoi ng to devel op upper-| ayer
communi cations protocols for use in the space environnment.

5.10.1 UHF SATCOM st andards. The standards for UHF SATCOM ar e
described in 5.10.1.1 to 5.10.1.5.

5.10.1.1 ML-STD 188-181. The paraneters defined in ML-STD
188- 181 provide for the interoperability and performnce of UHF
SATCOM term nal s that use nonprocessed 5-kHz (narrowband) and
25-kHz (wi deband) channels. The waveformis for use in the
dedi cat ed/ phase-shift keying (PSK) node for narrowband channel s
and t he dedi cated/ frequency-shift keying (FSK)/PSK node for

wi deband channel s.

5.10.1.2 ML-STD 188-182. The paraneters defined in ML-STD
188- 182 provide for the dynam c sharing of one or nore
nonpr ocessed narrowband UHF SATCOM channels in the
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dedi cat ed/ shaped of fset quadrature phase-shift keying (SOQPSK) or
demand assignnent nultiple access (DAMA)/ SOQPSK node, anobng
nunmer ous users.

5.10.1.3 ML-STD 188-183. The paraneters defined in M L-STD
188- 183 provide for the dynam c sharing of a nonprocessed

wi deband UHF SATCOM channel in either the TDMA bi nary phase-shift
keying (BPSK)/differentially encoded quadrature phase-shift
keyi ng (DEQPSK) or DAMA/ BPSK/ DEQPSK nbde, anbng numer ous users.

5.10.1.4 ML-STD 188-184. The paraneters defined in ML-STD
188-184 provide for data conpression and adaptive error-
correction processing of user data.

5.10.1.5 ML-STD 188-185. The paraneters defined in M L-STD
188-185 provide for centralized control and decentralized
managenent of 5-kHz and 25-kHz UHF mlitary satellite

comruni cations (M LSATCOM resources.

5.10.2 SHF SATCOM st andards. The standards for SHF SATCOM ar e
described in 5.10.2.1 to 5.10. 2. 6.

5.10.2.1 ML-STD 188-164. M L-STD 188-164 defines m ni num
mandatory RF and | F requirenents to ensure interoperability of
SATCOM earth term nals operating over C-band, X-band, and Ku-band
channel s.

5.10.2.2 ML-STD 188-165. M L-STD 188-165 defines m ni num
mandatory requirenments to ensure interoperability of PSK nodens
operating in the FDVA node with SHF SATCOM earth term nal s.

5.10.2.3 ML-STD 188-166. M VL-STD 188-166 will define the
communi cations |ink characteristics required to control and
manage the access to SHF SATCOM transponders.

5.10.2.4 ML-STD-188-167. M L-STD- 188-167 will define the
comruni cations protocols required for the assignnment of SHF
satellite space resources in accordance with denmand.

5.10.2.5 ML-STD 188-168. ML-STD 188-168 will define the
formats, protocols, and other conmunications techni ques required
for transferring nultiple-user information over a single SATCOM
link.

5.10.2.6 ML-STD 188-169. MVL-STD 188-169 will define the

m ni mum mandatory RF requirenents to ensure interoperability of
SATCOM earth term nals operating over |eased satellite
transponders operating in C and Ku-bands.

5.10.3 EHF SATCOM st andards. The standards for EHF SATCOM ar e
described in 5.10.3.1 and 5. 10. 3. 2.

clviii



M L- STD- 187- 700B

5.10.3.1 ML-STD 1582. M L-STD 1582 defines a comobn wavef orm
for lowdata-rate (75 to 2400 bps) EHF satellite data |inks.

5.10.3.2 ML-STD 188-136. M L-STD 188-136 will define a conmon
waveform for nediumdata-rate (up to 1.544 Mops) EHF satellite
data |inks.

5.10.4 ML-STD 2045-14500 series. M L-STD 2045-14500 Seri es

wi |l define the upper-|layer SATCOM protocols for use in the space
environnent. This involves space-to-ground and space-to-space
link. The protocols are being developed in these areas: file
transfer, transpack security, and networking. The series of

M L- STD- 2045- 14500 wi | | address uni que constraints of the space
envi ronnent such as effects of [imted bandwidth; limted
processi ng and nmenory capability; dynam cally changi ng network
paraneters; and hi gh BER

5.11 Meteor burst communications. Meteor burst radio

communi cations relies on the billions of neteors that enter the
earth's atnosphere daily, that are vaporized by atnospheric
friction, and that produce ionized trails. A high percentage of
these trails lasts | ess than one-half second, although sonme
trails last up to several seconds. Trail occurrence and duration
are random events. Three proposed federal standards (FED STD)
are intended for use by systens that use neteor burst
comuni cati ons: FED- STD- 1055, FED STD- 1056, and

FED- STD- 1057.

5.11.1 EED STD 1055. Hal f-dupl ex operation between conventi onal
mast er and conventional renote neteor burst communi cations
stations shall conply with the interoperability paraneters
provided in FED STD-1055. Major interoperability paranmeters are
listed bel ow

a. Frequency range: 40 to 50 MHz (m ni mum

b. Frequency accuracy: 3 ppmfor master stations
5 ppmfor renote stations

c. Modul ati on: Differentially-encoded BPSK
Binary 0 = 0° phase change

Binary 1 180° phase change
d. Data rates: 4 and 8 kbps = .01%
e. Error control: 16-bit CRC check sum code
gener ator pol ynom al
g(x) :X16+X15+ X2+1
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f. Link-level operation: See FED- STD- 1055, the sections
titled Link Level Operation
for Bi-directiona
Comruni cati ons and Broadcast
Li nk Level Operation

5.11.2 FEED STD 1056. The nethod used for encrypting the text of
nmessages between neteor burst comruni cations stations shal

conply with FED STD-1056. (NOTE: FED- STD- 1056 does not restrict
the use of other encryption devices capable of providing

crypt ographic conpatibility with FED STD- 1055 and FED- STD- 1057
such as the KG 84.)

5.11.3 EED STD 1057. Full-dupl ex operation between conventi onal
master stations in different neteor burst conmuni cations networks
shall conply wwth the interoperability paraneters provided in
FED- STD- 1057. Major interoperability paraneters are |isted

bel ow.

a. Frequency range: 40 to 50 MHz (m ni mum
b. Frequency accuracy: 3 ppm
c. Modul ati on: Differentially-encoded BPSK

Binary 0 = 0° phase change
Binary 1 = 180° phase change

d. Data rates: 8 kbps £ .01%

e. FError control: 16-bit CRC check sum code
gener ator pol ynom al
g(x) :X16+X15+ X2+1

f. Link-level operation: See FED- STD- 1057, the section

titled Link Level Operation

5.12 Digital nessage transfer devices. A digital nessage
transfer device (DMID) is a portable data term nal device with
limted nmessage generation and processing capability. DMIDs are
used for renote access to automated C41 systens and to other
DMIDs. The environnment enconpasses poi nt-to-point, point-to-

mul ti poi nt, and broadcast transfer of information over conbat
radi o networks. New DMIDs shall conply with the comuni cati ons
protocols, paraneters, and procedures defined in M L-STD 2045-
14502-1, M L-STD 2045-14502-6, and M L- STD- 2045-47001
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6. NOTES

(This section contains information of a general or explanatory
nature which may be hel pful, but it is not mandatory.)

6.1 Key-word listing. The follow ng key words, phrases, and
acronyns apply to M L-STD 187-700:

asynchronous transfer node (ATM

br oadband | SDN ( B- |1 SDN)

circuit-sw tched networks (CSN)

Dat a Commruni cati ons Protocol Standards (DCPS)
Def ense Data Network (DDN)

Digital Subscriber Signaling System Nunmber 1 (DSS1)
DoD St andardi zed Profil es (DSP)

hypot hetical reference circuits (HRC

I ntegrated Services Digital Network (I SDN)

| nt er net

| P Rout ers

| ocal - area networ ks (LAN)

Mul ti-1level Precedence and Preenption (MPP)
Message- Handl i ng System (VHS)

MIlitary Messagi ng System ( MVB)

net wor ki ng

net wor k managenent (NM

packet - swi t ched networ k (PSN)

personal comruni cati ons services (PCS)
Profiles for Open Systens I|nternetworking Technol ogi es
(PCSIT)

Synchronous Digital H erarchy

Synchronous Optical Network (SONET)

Si gnal i ng System Nunber 7 (SS7)
tactical-to-strategic interface

wi de- area network (WAN)
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APPENDI X A

DSN No. 7, Conmmon Channel Signaling

A.1l. Scope. This Appendix is a mandatory part of this standard.
The information contained herein is intended for conpliance.

Thi s appendi x specifies Defense Swtched Network (DSN) No. 7
Common Channel Signal i ng.

A 2. Applicable docunents. Applicable docunents for this
appendi x are listed in section 2 of the basic standard.

A.3. Definitions. Definitions for this appendix are listed in
section 3 of the basic standard.

A 4. Ceneral information on DSN No. 7. The follow ng DSN No. 7
specification is contained in paragraph 7.8 of the Defense

Swi tched Network (DSN) Generic Switching Center Requirenents
(GSCR). The paragraph nunbers and format fromthe GSCR have been
retai ned for ease of use.

7.8 Commpn Channel Si gnal i ng- DSN No. 7 CCS

7.8.1 ANSI T1.110.1 - Overview of the Signaling System The DSN
No.7 CCS conforns to the Signaling System Nunber 7 (SS7) overview
provided in ANSI T1.110, Chapter 1. An overview of DSN specific
requirenents is provided in the foll ow ng paragraphs, citing the
appl i cabl e paragraphs of the standard, e.g., 1.0

a. 1.0 Introduction. The DSN No.7 CCS network shall be
conpatible wth the national signaling networks based on the ANSI
T1.100 series of standards and shall be capabl e of interworking
w th networks based on SS7, as standardi zed internationally in
t he Bl ue Book (1988) by the International Tel ephone and Tel egraph
Consultative Commttee (CCTT) (i.e., COTT SS7).

The DSN No.7 CCS consists of the foll ow ng Arerican
Nati onal Standard Institute (ANSI) comruni cations protocols:
(1) Message Transfer Part (MIP), (2) Signaling Connection Control
Part (SCCP), (3) |SDN-User Part (ISDN-UP), (4) Transaction
Capability Application Part (TCAP), (5) Mnitoring and
Measurenments, and (6) Operation and M ntenance Application Part
(OVAP). These protocols shall provide the capability necessary
to meet DSN requirenents for | SDN-based services, circuit-
switched call control, and signaling network nmanagenent.

b. 2.0 Scope, Purpose and Application.
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(1) 2.1 Objectives and Fields of Application.

(a) Objectives. The objectives of the CCS No.7
i npl ementation in DSN go beyond basic circuit-sw tched cal
control signaling. DSN No.7 CCS enphasizes supporting | SDN
advanced capabilities. This support directly applies to the DSN
managenent, adm ni stration, and operation applications, and | ays
the groundwork for the present and future requirenments for
information transfer in DSN. The general objective of DSN No. 7
CCS systemis to provide standardi zation of CCS No.7 systemin
t he DSN.

The DSN-specific objective is to provide the universal signaling
prot ocol for use throughout the entire DSN, Signaling Gateways
wi thin the DSN network between the maj or geographical areas wll
not be required.

It is anticipated that interconnections wll be
made with both public and mlitary networks in the DSN host
countries. Signaling Gateways nay be required between the DSN
and these interconnecting areas. These interface requirenents
shal | be based on the DSN No.7 CCS protocol, DSN User-Network
Signaling Protocol, and the DSN Interface Criteri a.

(b) Applications. 1In general, the DSN No.7 CCS
system nmeets DSN requirenments for call control signaling of
t el ecommuni cati on services (such as tel ephone and circuit-
switched data transm ssion services). It can also provide a
reliable transport systemfor information transfer between
exchanges and specialized centers in the DSN (e.g., for
managenent and nai nt enance).

The systemis optim zed for operation over 64
kil obits per second (kb/s) digital channels and is suitable for
use on point-to-point and point-to-multipoint terrestrial and
satellite links. The DSN No.7 CCS systemis intended to be
i npl emented with conponents devel oped in conmercial applications
that follow the ANSI standards for CCS No.7. Specifically, DSN
No. 7 CCS applies the necessary protocols applicable to services
essential for DSN, such as Milti-Level Precedence and Preenption
(M.PP), Conferencing (i.e., Preset), Community of Interest,
Managenment, and transfer of data different from signaling data.

(2) 2.2 Ceneral Characteristics. Critica
characteristics for the DSN are operability and reliability. The
DSN No. 7 CCS standardi zes a nunber of features contributing to
hi gh operability and reliability, such as decentralized
di stributed architecture, uniform managenent protocol, error
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detection and correction, redundancy of signaling |links and
nodes, and diversion of signaling traffic to alternative paths.

(3) 2.3 Modularity. DSN No.7 CCS is a subset of the
nmodul ar structure of CCITT SS7. The follow ng specifications
represent the set of features standardized for DSN No.7 CCS in
the DSN. They are derived fromthe ANSI standards for the U S
SS7 system which is one of a set of national standards based on
CaATT. The CATT SS7 includes a wi de range of functions, of
which the ANSI SS7 is a subset. The DSN No.7 CCS includes the
ANSI SS7 features and extends to neet specific DSN requirenents.

C. 3.0 Signaling System Structure.

(1) 3.1 Basic Functional Division. The basic
conposition of functional blocks applicable to DSN No.7 CCS
consists of the ANSI specified protocols, a subset of the
functional blocks (protocols) found in the CCTT Bl ue Book (Q 700
series). These blocks are: MIP, | SDN-UP, SCCP, TCAP, OVAP, and
Moni toring and Measurenents. The fundanental principle of this
structure is the division of the functions into the MIP and SCCP
whi ch serve as transport systens for transfer of signaling
messages, and the user parts--1SDN- UP, TCAP, OVAP and Monitoring
and Measurenents--which directly or indirectly utilize the
capabilities provided by the MIP

(2) 3.2 Functional Levels. The protocol needed for
DSN No.7 CCS is conpatible with the nodel specified by the ANSI
T1.110 standard, and can be related to the seven-layer Qpen
System I nterconnect (OSI) Reference Model (RM, as described in
t he above standard.

d. 4.0 DSN No.7 CCS Specification Guide.

(1) 4.1 Support |nformation. The DSN No. 7 CCS
specifications are based on Issue 1 of ANSI SS7 Standards
finalized in 1987 and 1988, plus the revisions being devel oped
for Issue 2. The specifications are subdivided as shown in the
fol |l owm ng paragraphs. Each specification fully incorporates the
appl i cabl e standard, except where explicitly noted in the
subsections of the applicable specification. 1In these
subsections, particular options, procedures, or paraneters
specific to the DSN are specified.

(2) 4.2 Message Transfer Part (MIP). The MIP of the
DSN No. 7 CCS shall be as specified in Section 7.8.2. The MIP
Specification is subdivided into the foll ow ng subsecti ons, which
correlate to chapters in ANSI T1.111: (1) 7.8.2.1, ANS
T1.111. 1- Functional Description of the Signaling System Message
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Transfer Part (MIP); (2) 7.8.2.2, ANSI T1.111.2-Signaling Data
Link; (3) 7.8.2.3, ANSI T1.111.3-Signaling Link (MP); (4)
7.8.2.4, ANSI T1.111.4-Signaling Network Functions and Messages
(MP); (5) 7.8.2.5, ANSI T1.111.5-DSN Signaling Network Structure
(MIP); (6) 7.8.2.6, ANSI T1.111.6-DSN Message Transfer Part
Signaling Performance (MIP); (7) 7.8.2.7, ANSI T1.111.7-DSN
Testing and Mai ntenance (MIP); and (8) 7.8.2.8 ANSI TI1.111. 8-
Nunbering of Signaling Point Codes (MIP).

(3) 4.3 Signaling Connection Control Part (SCCP). The
SCCP of the DSN No.7 CCS shall be as specified in Section 7.8.3.
The SCCP Specification is subdivided into the foll ow ng
subsections, which correlate to chapters in ANSI T1.112:
(1) 7.8.3.1, ANSI T1.112.1-Functional Description O The
Si gnal i ng Connection Control Part (SCCP); (2) 7.8.3.2, ANS
T1.112. 2-Definition and Function of SCCP Messages (SCCP); (3)
7.8.3.3, ANSI T1.112.3-SCCP Format and Codes (SCCP); and (4)
7.8.3.4, ANSI T1.112.4-Signaling Connection Control Part
Procedures (SCCP).

(4) 4.4 Integrated Services Digital Network (I SDN)
User Part (UP). The | SDN-UP of the DSN No.7 CCS shall be as
specified in Section 7.8.4. The | SDN-UP Specification is
subdi vided into the follow ng subsections, which correlate to
chapters in ANSI T1.113: (1) 7.8.4.1, ANSI T1.113.1-Functi onal
Description of |1SDN User Part (ISDN-UP); (2) 7.8.4.2, ANSI
T1.113. 2-CGeneral Function O Messages and Signals; (3) 7.8.4.3,
ANSI T1.113.3-Formats and Codes; (4) 7.8.4.4, ANSI T1.113. 4-
Signaling Procedures; and (5) 7.8.4.5, ANSI T1.113.5-Performance
bj ectives In The | SDN Applicati on.

(5) 4.5 Transaction Capabilities Application Part

TCAP). The TCAP of the DSN No.7 CCS shall be as specified in
Section 7.8.5. The TCAP Specification is subdivided into the
foll owm ng subsections, which correlate to chapters in ANSI
T1.114: (1) 7.8.5.1, ANSI T1.114.1-Functional Description and
Transaction Capabilities (TCAP); (2) 7.8.5.2, ANSI T1.114. 2-
Definition and Function O Transaction Capabilities Messages
(TCAP); (3) 7.8.5.3, ANSI T1.114.3-TC Format and Codes (TCAP)
and (4) 7.8.5.4, ANSI T1.114.4-Transaction Capability Procedure
(TCAP)

(6) 4.6 DSN No.7 System Managenent. The DSN No. 7 CCS
Moni toring and Measurenents shall be as specified in Section
7.8.6.1, ANSI T1.115-Monitoring and Measurenents of SS7. The DSN
No. 7 CCS Operations, Miintenance and Adm ni stration Part (QOVAP)
shall be as specified in Section 7.8.6.2, ANSI T1.116-Operati ons,
Mai nt enance and Adm nistration Part (OVAP).
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7.8.2 DSN No.7 CCS Message Transfer Part (MIP). The DSN No. 7
CCS Message Transfer Part (MIP) shall be as specified in ANSI
T1.111-1988, Chapters 1-8. Specific requirenents for DSN
application are given in the follow ng subsecti ons.

7.8.2.1 ANSI T1.111.1-Functional Description of the Signaling
System Message Transfer Part (MIP). The Functional Description
of the DSN No.7 CCS Message Transfer Part (MIP) shall be as
specified in ANSI T1.111.1. DSN specific requirenents are
specified in the foll ow ng paragraphs, citing the applicable
sections of the standard, e.g., 2.0.

a. 2.0 Signaling System Structure.

(1) 2.2 Functional Levels.

(a) 2.2.2 Signaling Data Link Functions
(Level 1). The Signaling Data Link is a bidirectional digital
transm ssion path conprised of digital signaling Iinks. A
maxi mum of 72 Digital Signaling Links* shall be supported at an
i ndi vidual DSN Signaling Point (SP). Because of its worldw de
scope, the DSN No.7 shall support both terrestrial and satellite
transm ssion for the Signaling Data Links at bit rates of 56 or
64 kb/s. These functions are specified in detail in ANSI
T1.111. 2.

*  Not e: A future expansion on the nunber of signaling Ilinks
support ed
by a DSN SP is not prevented by this specification

(b) 2.2.3 Signaling Link Functions (Level 2).
The DSN Signaling Link Functions apply to both terrestrial and
satellite transm ssion. These shall require the inplenentation
of both types of error correction nethods specified in Signaling
System No.7: the Basic Error Correction nethod for use on
terrestrial Signaling Data Links and the Preventive Cyclic
Ret ransm ssion nethod for use on Satellite Signaling Data Links.
Detailed requirenents are specified in ANSI T1.111.3.

(c) 2.2.4 Signaling Network Functions (Level 3).
The DSN Si gnaling Network Functions include the Signaling Message
Handl i ng and Signaling Network Managenment requirenments. The DSN
network architecture inposes special requirenments on the routing,
addr essi ng, and nmanagenent of the CCS network. A detailed
specification of signaling network functions is found in
T1.111.4. Network testing information is found in T1.111.7.

b. 3.0 Signaling Network.
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(1) 3.1 DSN Basic Concepts and Features.

(a) 3.1.2 Signaling Modes. The DSN Net wor k
structure i s based on an associated architecture with
decentralized STP capability. The signaling network replicates
the connectivity of the switched network it serves. Each trunk
group in the network is assigned one associ ated signaling
channel. The associ ated node of signaling is thus the first
choice to establish a signaling relation between adj acent
signaling points. The decentralized STP capability provides
guasi - associ ated signaling as a backup to the associ ated
signaling link in case of link failure or other unavailability,
or as a second choice to establish adjacent signaling point
signaling relations. Signaling relations between non-adjacent
signaling points may be established by the Signaling Connection
Control Part (SCCP).

One Signaling Data Link is required between any two adj acent
signaling points. Backup to this signaling link is provided by
utilizing a quasi-associated route until a newdirect link is
avai l able. Wen a path for associated signaling fails, a
procedure is started to restore the path by activating and
switching into service a newcircuit to performas a Signaling
Data Link. This concept results in an associ ated signaling
network architecture with quasi-associated capability.

(b) 3.1.3 Signaling Point Mbdes. The common
channel signaling equi pnent associated with each DSN nodal sw tch
shal | provide the functions of a Signaling Point (SP) and
Signaling Transfer Point (STP), unless specifically noted
otherwise. This is designated as a DSN SP/ STP node. The DSN
nodes, which do not include the STP function, are designated as
DSN SP nodes. A DSN SP/ STP node has the ability to originate
signal i ng nessages, to receive signaling nessages from an
origination signaling point (node), and to transfer signaling
messages destined for another signaling point node. A DSN SP
node wi thout the STP capability can originate and receive
signaling nessages only. Messages destined to other signaling
points are never routed through a DSN SP-only node.

(c) 3.1.4 Message Labeling. The North American
Routing Label, which is utilized in the DSN, is optim zed for use
W th a quasi-associated, paired STP network architecture
different fromthe DSN architecture. Section 7.8.2.4 specifies
how the routing |label is to be used in the DSN Networ k.

(2) 3.2 Signaling Message Handling Functions.
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(a) 3.2.1 Message Routing. Message routing is
based on analysis of the routing | abel of the nessage in respect
to predetermned routing data at a signaling point. This process
provi des a sel ection of succession of signaling Iinks for each
message- "nessage route" and/or succession of link sets-
"signaling route." Each signaling nessage route in the DSN is
predeterm ned and fixed at a given point in time. A nessage
routed toward a specific destination in the DSN is al ways based
on the associated signaling links. |If the associated link is not
avai | abl e, quasi-associated routing is used based upon a
predeterm ned sel ection of signaling links that support the first
alternate trunk route. This selection proceeds through the
remai ning predetermned alternate circuit routes until an
avai |l abl e supporting link is found.

DSN routing includes |oad sharing capability,
allowng different portions of the signaling traffic sent to a
particul ar destination to be distributed over two or nore
signaling links in a link set.

A service indicator included in each nessage
provi des the potential to use different routing plans for
di fferent user parts.

(b) 3.2.2 Message Distribution. Message
Distribution is required at all DSN signaling nodes.

(c) 3.2.3 Message Discrimnation. This function
is not required at the DSN SP-only node.

(3) 3.3 Signaling Network Managenent Functions.

(a) 3.3.2 Signaling Link Managenent. |In the DSN
where the signaling links are also routed through the circuit
swi t ched channel s, signaling |ink managenent requires DSN
speci fic inplenentation gui dance.

(b) 3.3.3 Signaling Route Managenent. In the DSN
this function is used for backup signaling and in cases where the
primary associated signaling routes may present difficulties.
| mpl enmentation of this function in the DSN No.7 CCS requires DSN
specific inplenentation gui dance.

(4) 3.4 Testing and Mai ntenance Functions. Testing
and mai ntenance in the DSN environnent is inplenentation-
specific and requires DSN-specific inplenentation guidance.

(5 3.5 Use of the Signaling Network.
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(a) 3.5.1 The DSN Signaling Network Structure.
The DSN No.7 CCS system provision is planned to be based on
associ at ed signaling, supplenented by quasi-associ ated signaling.
The DSN No.7 CCS is seen as a common resource that nust nmeet DSN
needs that go beyond each signaling relation. These needs wll
al so require the DSN-specific inplenentation of quasi-associated
signaling to allow the full potential of CCS No.7 to support the
DSN conmuni cati on needs.

(b) 3.5.2 Provision of Signaling Facilities.
Redundancy is required within the DSN signaling network. The
DSN-specific requirenents are inplenentati on dependent and shal
be a part of the DSN No.7 CCS inpl enentation gui dance.

(c) 3.5.3 Application of Signaling Network
Functions. These DSN No.7 CCS functions are a subset of the
range of functions offered by the ANSI T1.111 standards. They
w || depend on the specific needs of the DSN subnetworks, which
are spread over several geographical regions. The ANSI T1.111
standard provides for the DSN-preferred signaling nodes, specific
conposition of SPs and STPs, and a degree of Level 3 use dictated
by different inplenentations of DSN No.7 CCS

7.8.2.2 ANSI T1.111.2-Signaling Data Link. The DSN No.7 CCS
signaling data link shall be as specified in ANSI T1.111.2. DSN
specific requirenments are specified in the foll ow ng paragraphs,
citing the applicable sections of the standard, e.g., 1.0.

a. 1.0 General Information. The DSN No.7 CCS Signaling
Data Link is derived from Pul se Code Mdul ation (PCM nultipl exed
channels, circuit-switched transm ssion channels, and the digital
streans of data circuits

b. 4.0 Interface Specification Points.

(1) 4.2 National/lInternational Applications. The DSN
Signaling Data Link shall conformto ANSI T1.111.2. A Signaling
Data Link located entirely in North Anerica, shall utilize the
North American transm ssion and equi pnment standards, and require
no framng or Law conversions if interfaced with other U S.
networks. A Signaling Data Links required to interwork with the
links specified by COTT will require conversion to be fully
conpati bl e.

(2) 4.4 Interface Requirenents-Anal og. Analog
signaling is not required in the DSN;, therefore, no interface
requi renents are specified.
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C. 5.0 Digital Signaling Data Link. The DSN Digital
Signaling Data Link is derived fromthe 1.544 or 2.048 M/ s
digital path. The latter is the case when the CCITT specified
signaling link is required.

The DSN Signaling Data Link is derived fromone of the
trunk group circuits serving each pair of swtching nodes.
Access to the link in the DSN inpl enentation shall be provided
through the switching matrix. Sem -permanent sw tched
connections shall be utilized in establishing the data |ink
access.

A digital signaling data link shall be nade up of
digital transm ssion channels and digital switches or their
term nating equi pnent, providing an interface to signaling
term nal s.

Selection of Digital Tine Slots to serve as signaling
channel s must be coordi nated between both ends of the Signaling
Data Link. The order for the selection of backup signaling
channel s nust be simlarly coordinat ed.

d. 6.0 Analog Signaling Data Link. Analog signaling is
not required in the DSN

7.8.2.3 ANSI T1.111.3-Signaling Link (MIP). The DSN No.7 CCS
Signaling Link functions and procedures shall be as specified in
ANSI T1.111.3. DSN specific requirenments are specified in the
foll om ng paragraphs, citing the applicable sections of the
standard (e.g., 5.0).

a. 5.0 Basic Error Correction Method. The DSN shall use
the Basic Error Correction Method on |Iinks conposed entirely of
terrestrial transm ssion nedia, unless the Preventive Cyclic
Retransm ssion (PCR) nethod is used as described in paragraph "b"
bel ow.

b. 6.0 Error Correction by Preventive Cyclic
Retransmi ssion (PCR). The DSN shall use the PCR net hod when a
satellite path is used in a conbined link. 1In the DSN regions

where a satellite path is used as an alternate route, the
specification does not preclude the use of the PCR for all the
links in the region, terrestrial and satellite.

7.8.2.4 ANSI T1.111.4-Signaling Network Functions and Messages
(MP). The DSN No.7 CCS signaling network functions and nessages
shall be as specified in ANSI T1.111.4. DSN specific
requirenents are specified in the foll ow ng paragraphs, citing

t he applicable sections of the standard (e.g., 2.0).
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a. 2.0 Signaling Message Handl i ng.

(1) 2.2 Routing Label. The DSN uses the U.S. National
Routing Label structure (specified in ANSI T1.111.4) for
si gnal i ng nessages between DSN SPs. The Routing Label shall also
be used for routing signaling nmessages to other U S. networks
that conply with the ANSI SS7 Standard. The U.S. Routing Label
is adapted for use in the DSN architecture according to the DSN
Signal ing Point Code Allocation Plan as specified in Section
7.8.2.8. The DSN Routing Label shall conply with the routing
| abel structure for U S. networks as shown in Figures 3A and
3B/ T1. 111. 4.

The Network C uster Menber Subfield is assigned by
the DSN Network Adm nistrator to identify individual SP/STP as
t he DSN nodes. Wien used in this manner, the C uster Menber
Subfield code 00000000 is reserved for addressing the DSN
SP/ STPs.

The Custer Subfield may al so be assigned to a
sel ection of DSN SP nodes to be identified as a group. Wen
utilized in this second manner, the Cl uster Menber Subfield may,
for exanple, identify a cluster of DSN SP only nodes connected to
a single DSN SP/ STP or identify all signaling points in a
particul ar geographic area or country. These particul ar
i nstances of assignnments do not limt the inplenentation of the
DSN routing | abel in specific geographic regions.

The Signaling Link Selection (SLS) Field
identifies the link set and individual signaling data link to be
utilized as a nmessage between two DSN signaling points. Use of
the SLS Field in the DSN is affected by the DSN associ at ed
Network architecture and is specified in Section 7.8.2.5.

| nt erconnecti on between the DSN and non-U. S.
signaling network may require use of the international routing
| abel at the point of interconnection. The requirenents for this
use and the | abel translation shall be determ ned on a case-by-
case basis as part of the interconnection agreenent.

(2) 2.3 Message Routing Function.

(a) 2.3.1 Signaling Link Selection. The nessage
routing function provides rules for selection of a signaling link
for an outgoing nmessage. In DSN No.7 CCS, an outgoing link is a
part of conbined link set that directly connects two DSN
signaling nodes. The link set is determ ned by the Destination
Poi nt Code (DPC) in the nessage routing |abel; the particular
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link is determined on the basis of the Signaling Link Selection
(SLS) field.

1. DSN Link Set. A link set in the DSN
consists of a collection of signaling links that directly connect
two DSN signaling nodes. The associated node architecture of the
DSN requires one signaling link set between any two directly-
connected DSN switching center nodes. These DSN Link Sets are
categorized at each signaling point as either a Normal Link Set,
Current Link Set, or Alternative Link Set. Either a conbined or
a single link set is inplenented between adj acent DSN signaling
nodes.

2. Normal Link Set. The Normal Link Set
provi des the associated link that directly connects two adj acent
DSN signaling nodes. This link set is assigned the highest
priority and is always chosen by the routing functions when it is
avai |l abl e.

3. Al ternative Link Sets. Alternative Link
Sets are utilized in the DSN to provi de backup quasi-associ at ed
signaling capability when the associated signaling link (or a
hi gher priority alternative link set) is unavailable. The
priority assigned to the selection of alternative signaling |inks
corresponds to the priority of the alternative routing selection
inthe circuit-switched network routing table. That is, the
alternative signaling link set of the first alternative route for
acircuit-swtched call is assigned next in priority after the
Normal Link set. This process of assignnment continues until al
Al ternative Link Set priorities are assigned.

4. Current Link Set. The Current Link Set
is the link set currently assigned to convey signaling nessages
to a particular destination signaling point. This |link set
shoul d normally correspond to the current highest priority of
l[ink set availability.

5. DSN Signaling Links. The associated
node architecture of the DSN requires an active signaling data
link between any two directly connected (adjacent) DSN sw tching
center nodes. Backup is provided by inactive signaling data
i nks, redundancy in signaling termnals, and swi tched access to
other circuits normally used for other purposes (e.g., voice
circuits). Automatic allocation of signaling term nals and
signaling data |links according to the Signaling Network
Managenment procedures of ANSI T1.111.4 generally shall be
provi ded.
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(b) 2.3.3 Specifics of DSN Signaling Message
Routing. Each DSN SP/ STP shall have routing tables that
determ ne the Signaling Link Set and a Signaling Link to be used
to convey signaling nessages for each Destination Point Code.
These tables shall indicate the Current Link Set in use to each
DSN destination. Use of associ ated and quasi -associ at ed
signaling is mandated by procedures in the MIP that will provide
a signaling relation to all signaling points in the network.

A key requirenent is to sinplify
adm ni stration of the DSN SP/ STP and DSN SP routing functions.
The associated architecture of the DSN all ows the signaling
routing table to replicate the circuit- switched routing table.
That is, for circuit-related calls, selection of an outgoing
circuit is translated into selection of the current |ink set
serving that destination point code. The signaling |link set
selected usually will correspond to the Normal (Associated) Link
Set for that destination. Wen the Normal Link Set is
unavail able, the indication is given of the highest Priority
Al ternative Link Set avail abl e.

Signaling for non-circuit-rel ated purposes
shall performthe same translation to the Current Link Set based
upon the DPC.

A nmeans shall be provided to reconfigure
signaling routing changes in response to changes nade to the
circuit-switched call routing. Such reconfigurations may consi st
of the addition and deletion of routes, or changes to the
priorities of alternate routes. These updates shall be in
agreenent with |ocal coordination between the DSN Ceneric
Switching Center and its common channel signaling equipnent to
ensure the transfer of circuit-switched and signaling routing
i nformati on.

Agreenment between the circuit-switched (call)
routing and signaling routing tables does not require that the
signaling data nust followthe circuit-switched call route. This
means that the signaling |links associated with the adjacent
swtch's inter- exchange circuits are designated as part of the
Normal Link Set (H ghest Priority) for that destination.
Alternate routes to that destination in the call routing plan are
assigned to the Alternative Link Sets, which nmay be used for
signaling to that destination according to their priority. The
Current Link Set for signaling is chosen according to the
avai lability of the Normal and the Alternative Link Sets. For
exanple, a call may use a direct trunk circuit between two
swi tches; however, a failure in the Normal Link Set may require
use of quasi- associated signaling over an Alternative Link Set.
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This procedure is intended to ensure that the
prioritization of call routes and signaling routes is identical.
The actual routes selected to serve the call and signaling may
di ffer dependi ng upon availability.

The followi ng procedure is used to select a
signaling route. As the DPC of the signaling nessage is
determned, a circuit-related call destination is determ ned by
t he designation of the outgoing circuit. The DPCis translated
into the link set available at the highest priority. An
i ndi vidual signaling link within the Current Link Set is chosen
based on the SLS code.

(c) 2.3.5 Handling Messages Under Signaling Tine
Congestion. Each nessage is assigned one of four |evels of
priority, fromO (the lowest) to 3 (the highest |evel).
Priorities are assigned by the nessage's generating user part and
are taken into consideration by the congestion control to
determ ne whet her a nmessage shoul d be di scarded under signaling
i nk congestion conditions. The highest priority is assigned to
si gnal i ng networ k managenent nessages (priority 3). Priorities
are assigned to categories of nessages in the DSN, they could be
dynam cal |y reassi gned under DSN- specific requirenents. For
exanple, the priority 2 assigned to the IAMwith the precedence
Fl ash and Fl ash Override and the priority 1 assigned to the | AM
with the I mmedi ate nust be recogni zed under congestion conditions
in the DSN and at the boundaries wth other networks.

(3) 2.4 Message Discrimnation and Distribution
Functions. The Message Discrimnation function exam nes the
Destination Point Code of a received signaling nessage to
determ ne whether or not it is destined to the receiving SP.
This function is required in every DSN signaling node equi pped
with an STP. Message Distribution determ nes to which user of
the MIP a received signaling nessage will be directed. This
function is also required in all DSN signaling nodes.

b. 3.0 Signaling Network Managenent.

(1) 3.6 Signaling Network Congestion (and Priority
Levels). Signaling links and signaling link sets determ ne the
network overall operability during network el ement congesti on.
Criteria for the determ nation of DSN signaling congestion status
shall be as specified by ANSI T1.111.4, Section 3.6 for U S.
networks. In case of congestion, |AMs carrying FLASH or FLASH
OVERRI DE cal |l s shall be assigned Level 2 and | MVEDI ATE calls
shall be assigned level 1 in the DSN

C. 6. 0 Changeback.
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(1) 6.3 Sequence Control Procedure. The Sequence
Control Procedure is not used in the DSN

(2) 6.4 Tine-Controlled Diversion Procedure. DSN No.7
CCS uses the Tinme-Controlled Diversion procedure for changeover
since specifics of the DSN No.7 CCS architecture permt
communi cation with the renote signaling point via a signaling
link that becane available. As sending of the changeback
decl aration is inpossible when changeback is initiated, the
changeback initiating signaling point stops the traffic to be
diverted and stores it in a "changeback buffer" for a tinme T3,
then reopens the traffic on the signaling |link nmade avail abl e.

d. 11.0 DSN Signaling Link Managenent. There are three
signaling |ink managenent nethods specified in ANSI T1.111. 4.
The automatic allocation of signaling data |inks and signaling
termnals shall be the nethod inplenented in the DSN

e. 12. 0 DSN Si gnal i ng Rout e Managenent .

(1) 12.1 Ceneral. The Signaling Route Managenent
procedures are required to control signaling routes in the DSN
nodes inplenmented with the SP/ STP function. However, both DSN SP
and SP/ STP nodes shall be capabl e of respondi ng appropriately to
the recei pt of Signaling Route Managenent nessages. For exanpl e,
a DSN SP node may be required to alter its routing information in
response to a Transfer Prohibited, Restricted, or Al owed
nmessage.

The DSN use of Transfer C uster Prohibited,
Transfer Cluster Allowed, or Transfer Cluster Restricted
procedures may be allowed by the DSN No.7 CCS specifications.
Due to the limted initial use of quasi-associated signaling and
clustering, these procedures are viewed as a future enhancenent
that shall not be precluded by the current inplenentations.

(2) 12.7 Transfer Controlled Procedure. Transfer
Controlled is initiated at a DSN SP/ STP node to notify one or
nore originating signaling points that they should no | onger send
nmessages to a destination with a give priority or lower. The
Transfer Controlled nessage is sent in response to receipt of a
signaling nessage, the priority of which is |less than the current
I ink congestion status. Suggested tinmer values shall initially
be inplenmented. The DSN Network Adm ni strator shall have control
over tinmer values to accommobdate specific DSN application
requi renents. A neans to control tinmer value settings shall be
provi ded.
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f. 13. 0 Common Characteristics of Message Unit (MSU)
Formats.

(1) 13.2 Service Information Cctet. The Service
Information Cctet of the MSU contains the service indicator and
the subservice field. The subservice field is used to
di stingui sh between internationally coded nessages and nessages
coded according to the DSN standard and al so contai ns an
i ndi cation of the nessage priority |evels.

(a) 13.2.1 Service Indicator. Not all coded
users of the MIP are accomodated by DSN No.7. A listing of the
service indicator codings and their current DSN i npl ementation
status is shown in the foll ow ng:

DCBA DSN
00O00O Si gnal i ng networ k managenent nessages YES
0001 Signaling network testing and mai nt enance
regul ar nessages YES
0010 Signaling network testing and mai nt enance
speci al nessages YES
0011 SCCP YES
0100 Tel ephone User Part NO
0101 | SDN User Part YES
0110 Data User Part NO
(call and circuit rel ated nessages)
0111 Data User Part NO
(facility registration and cancell ation
nmessages)
1000 Spar e
1001 Spar e
1010 Spar e
1011 Spar e
1100 Spar e
1101 Reserved for DSN only use
1110 Reserved for DSN only use
1111 Spar e

(b) 13.2.2 Subservice Field. The DSN shall use
the network code (10) as specified in ANSI T1.111.4. DSN
messages originating and termnating within the DSN or anot her
network conformng to the ANSI standard shall also be coded with
t he National Network code (10).

DSN i nt erconnections with international
net wor ks, via gateways or other nethods, are a subject of
separate specifications and agreenents with the networks and
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countries concerned. Wether the international or other network
indicator is used will be specified as a part of that agreenent.

Priority 3 is the highest nessage priority
code and is reserved for network managenent and ot her nessages
critical to the performance of the MIP. Assignnent of priority
| evel s to other nessages and user parts shall be in accordance
with the DSN specific guidelines. The | AM nessages that carry
t he FLASH and FLASH OVERRI DE precedence | evels are assigned the
priority 2. The | AM nessages wth the | MMEDI ATE are assigned the
priority 1. The PRIORITY and ROUTI NE precedence | evels are at
the O priority. This priority shall not be changed if a DSN cal
must cross the network boundaries. However, it is subject to
bi |l ateral agreenents negotiated with other network providers.
The DSN Network Adm nistrator shall have the ability to assign
and change priority levels for nmessages of specific user parts
within the DSN and to agree with interconnecting networks for
nmessages that enter and | eave the DSN

g. 14.0 Formats and Codes of DSN Signaling Network
Managenent Messages. The foll ow ng paragraphs specify DSN
requirenents for the formats and codes of DSN Si gnal i ng Network
Managenment Messages.

(1) The Signal Link Code (SLC), used to identify one
of 16 possible signaling |inks between each pair of adjacent
(directly connected) signaling nodes, indicates the identity of a
signaling link to which a network nmanagenent nessage pertains.

(2) Each adjacent DSN SP pair shall coordinate the
assignment of SLCs to ensure conpatibility.

(3) The SLC nmay be used in the DSN to identify the
preferred order of signaling data |link selection from anong the
i nter-exchange circuits. Normally, one associated signaling link
bet ween two DSN signaling points will be inplenented and
designated with an SLC at both ends of 0000. The order of
sel ection of backup signaling data links to be obtained fromthe
i nter-exchange circuit group may be pre-coordinated and
prioritized at both ends. SLC 0001 is assigned to the circuit
normal Iy selected first as a backup signaling link. The
remai ning SLCs are assigned to inter-exchange circuits in the
order of their selection as signaling data |links. This order of
sel ection should not be interpreted as prioritizing the signaling
links. Any circuit selected to serve as a signaling |ink remains
in service for that purpose until it becones unavail able (e.g.,
by failure or managenent w thdrawal, etc.)
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(4) This pre-assignnment can be overridden when
communi cati on between both DSN signaling points over alternative
links is possible. In this case, a Signaling Data Link
Connection Order nessage nmay be utilized to indicate which inter-
exchange circuit will be assigned as a signaling data |link and
whi ch corresponding SLC will be used.

7.8.2.5 ANSI T1.111.5-DSN Signaling Network Structure (MIP)
The DSN No.7 CCS Signaling Network Structure shall be as
specified in ANSI T1.111.5. DSN specific requirenents are
specified in the foll ow ng paragraphs, citing the applicable
sections of the standard, e.g., 1.0.

a. 1.0 Scope., Purpose, and Application. The DSN No.7 CCS
network shall serve as a totally separate call control and
managenent network that is overlaid on the DSN circuit- sw tched
network. DSN signaling points connected by signaling |inks shal
interface with DSN switch processors to provide the necessary
nmessages and procedures to control voice and data rel ated
connecti ons.

The DSN signaling network consists of SPs and SP/ STPs
collocated with DSN nulti-function switches and interconnected by
a network of signaling links. The DSN Signaling Network concept
is based upon a fully-associated architecture. It consists of
origination and destination SPs connected by signaling |inks
whi ch are capable of sharing the | oad between them It is
suppl enment ed by quasi -associ ated signaling routes in which the
i nformati on between origination and destination points nay be
transferred via a nunber of STPs. This architecture differs from
the exanples of a centralized paired-STP architecture shown in
ANSI T1.111.5. The DSN architecture is built upon associ ated
signaling |links supplenmented by a | arge nunber of dispersed
(decentralized) STPs.

The DSN architecture, while different from commerci al
architectures based on the quasi-associated principles, is not in
violation of ANSI T1.111.5. The major DSN No.7 CCS conponents
are signaling points, signaling transfer points, and signaling
links that are in conpliance with the ANSI standard. The
remai nder of this section specifies DSN applications of these
conponents in the signaling network.

b. 2.0 Signaling Network Conponents. This section
descri bes the signaling network structure and i ndivi dual
conponents: the SP, the SP collocated with an STP, and a network
of signaling links arranged in an associ ated network
architecture.

cl xi x



M L- STD- 187- 700B
APPENDI X A

(1) 2.1 Signaling Links. A DSN Signaling Link is a
basi ¢ conponent that connects signaling points in a signaling
network. The signaling Iinks enconpass the "level 2" functions
that are specified in ANSI T1.111. 3.

A signaling link connecting two signaling points
shal |l correspond to the inter-exchange circuits connecting
adj acent DSN switches in the circuit-sw tched network.

The associated architecture of the DSN requires
one directly- connected active signaling link set between any two
DSN switching centers. This link is drawn fromone of the inter-
exchange circuits serving these two switching |ocations. The
remai ni ng i nter-exchange circuits (up to 15) may be used as
backup signaling links and for the purposes of |oad sharing.

They are considered to be inactive signaling |inks under nornma
ci rcunst ances and coul d be nade available for a different purpose
(e.g., voice transm ssion).

The signaling links directly connecting two DSN
switches in the network constitute a single signaling link set.

Parallel signaling link sets (conmbined |ink sets) shall not be
precl uded by i npl enent ati ons.

(2) 2.2 Signaling Points. The typical signaling
conponent installed at DSN swi tches shall consist of a SP
collocated with an STP (SP/ STP), unl ess specifically stated
ot herwi se. The SP/ STP shall serve as signaling nessage
origination, transfer point, and destination point.

The signaling conponent that has been specifically
stated as not requiring the STP function shall consist of an SP
only. These DSN SPs shall serve as origination and destination
points for signaling nessages, but not as transfer points.

Typi cal | ocations of DSN SPs wi t hout the STP
capability will be switches that connect to either a single
switch or a very limted nunber of adjacent DSN sw tches.

The switches limted to the SP capability do not
provide alternate routing for another swtch served by common
channel signaling. Upgrade of a DSN SP to a DSN SP/ STP shoul d
not be precluded by the SP inplenentation.

As a mnimum a single signaling link shall exist
bet ween every adjacent switch in the DSN backbone network. Up to
16 inter- exchange circuits to the adjacent switches are
avai l able in DSN No.7 CCS
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Al of the DSN backbone sw tches are considered to
be network SPs. Each SP and SP/ STP shall be assigned a uni que
signaling point code for addressing signaling nessages.

SPs and SP/ STPs shall interface directly to the
DSN swi tch processor. The DSN SP only nodes shall provide at
| east two of the level 3 functions: 1) the message distribution
function, which delivers a received nessage to the appropriate
user part or to the local MIP |levels of the home SP; and 2) the
routing function, which makes a choice of an outgoing signaling
link that routes a nessage to a destination SP.

The DSN network concept is based on the
decentralization and di spersion of STP capability throughout the
signaling network. This concept requires STPs to be coll ocated
wi th nost DSN switch signaling points.

As described above, an SP/STP is used for quasi-
associ at ed backup of an unavail abl e associ ated route. Under the
DSN concept, a quasi-associated |ink cannot be used for backup of
anot her quasi - associ ated unavail abl e route.

The STP capability in the DSN requires at |east
two of the level 3 functions to be present: nessage
di scrimnation function and nessage routing function. The
discrimnation function allows the DSN to determ ne that a
nmessage is destined to another STP. It initiates the routing
function which selects an outgoing signaling Iink.

Figure 3, Typical DSN SP/ STP Location shows a
typi cal network configuration with primary and alternate
signaling routes for setting up calls fromA to B. The nodes
represent both circuit switches and signaling nodes. A and B are
adj acent switches connected by associated signal |inks that form
the normal or primary route. Mst calls under normal conditions
will flow over this route. Wen all trunks/links on the norma
route are busy, calls fromA to B are set up over the alternate
nodes.

The failure of any signal |link shall be backed up
with the DSN quasi -associ ated capability. For exanple, quasi-
associ ated signaling route (shown in Figure 3, Typical DSN SP/ STP
Location) provides a backup capability for the failed associated
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FIGURE 3. Typical DSN SP/STP location.
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signaling link between A and B. Calls will be set up over the A
to B trunk circuits. For this to work, the node at C nust have
the STP capability, where a call fromA to B may be set up via
the C signaling node without being routed through switch C

Any DSN signaling point that is a part of a backup
signaling route for two adjacent DSN signaling points nust be an
SP/STP. In order to allow future upgrading of the DSN network,
all DSN SPs shall have the potential to be upgraded to a DSN
SP/ STP.

C. 3.0 Structural Division of DSN Si gnaling Network
(National and International Requirenents). The worldw de
signaling network outside the DSN network consists of two
functionally independent levels: the international |evel and the
national level. The overall DSN structure reflected by the
si gnal i ng network managenent and the nunbering plans of signaling
poi nts provides the network with the capability to function on
both the national and the international |evels. A DSN SP/ STP
shal | be assigned to one of two categories:

(1) A node that functions as an ANSI specified
(T1.111.5) national signaling point (signaling transfer point).
This type belongs to the DSN signaling network only and is
identified by a signaling point code [Oiginating Point Code
(OPC) or DPC] according to the DSN nunbering plan of signaling
poi nts

(2) A node that functions both as an international
signaling point (signaling transfer point), and a DSN signaling
point (signaling transfer point), and therefore belongs to both
the DSN and the international signaling network, and is
identified by a specific signaling point code (OPC or DPC) in
each of the signaling networks accordingly.

d. 4.0 Considerations Common to Both |International and
Nati onal Si gnaling Networks.

(1) 4.4 Nunber of Signaling Links Used in Load
Sharing. Load sharing anong parallel link sets is not precluded
by this specification if the parallel sets (conmbined |ink sets)
are inplemented in DSN No.7 CCS. If inplenented, the nunber of
signaling links used in |load sharing is inplenentation dependent,
and shall be part of the DSN No.7 inplenmentation guidance.

(2) 4.5 Satellite Link Use. The DSN circuit sw tched
backbone shall enconpass satellite routes. Calls traversing
different calling areas could encounter several satellite
circuits. The DSN Satellite Link Use is for further Study.
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e. 6. A Signaling Network for Internetwork Traffic.

(1) 6A.1 Ceneral. The traffic between DSN SP/ STPs
requi res extended protocol capabilities (to be defined) to
provi de for appropriate nonitoring and neasurenents. Unlike the
nati onal networks specified in the correspondi ng section of the
ANSI St andard, the DSN network enpl oys associ ated signaling with
guasi -associ ated capabilities. Based on this architecture, the
internetwork traffic requirenents for the DSN network are
different. The internetwork traffic requirenents are specified
in the foll ow ng paragraphs.

(2) 6A. 2 Integrated Nunbering of National Signaling
Net works. Signaling Gateways are not required within the DSN
because DSN No. 7 CCS operates under a uniform protocol throughout
all DSN areas. Gateways nay becone a requirenent to interconnect
the DSN with other international CCITT No.7 networks. This can
only be determ ned by agreenent with each interconnecting
net wor K.

(3) 6A. 5 Routing in the Absence of Failures. The SLC
bit rotation procedure used for |load sharing in the U S. national
networ ks shall be inplenented in the DSN network only for | oad
sharing within the link set.

f. 7.0 DSN Signaling Network Framework. The DSN net wor k
shall employ "F' links to connect every SP and SP/ STP toget her.
These "F" links shall provide the associated architecture of the

DSN. That is, every pair of directly connected (adjacent) DSN
switches shall be connected by an "F' type of associ ated
signaling link (Figure 4, F-1inks).

These signaling links may also carry signaling traffic that is
characteristic of other types of signaling links. For exanple,
when quasi - associ ated backup signaling is enployed, the "F"
signaling link will logically appear to be an "A" |ink providing
access froma SP to a STP. Simlarly, an "F' between two DSN
SP/ STPs could in sone cases carry quasi-associ ated signaling
between the two STPs and appear as a logical "B" link. Simlar
exanpl es can be stated where the DSN "F" link carries traffic
that will provide the |ogical appearance of "D' and "E' type
links. Because the DSN SP/ STPs do not operate in mated pairs, no
"C'" link inplenentations will occur in the DSN

7.8.2.6 ANSI T1.111.6-DSN Message Transfer Part Signaling
Performance (MIP). The DSN No.7 CCS requirenents and gui delines
for the MIP signaling performance shall be as specified in ANSI
T1.111.6.
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7.8.2.7 ANSI T1.111.7-DSN Testing and Mi ntenance (MIP). The

DSN No. 7 CCS Testing and Mai ntenance requirenents shall be as
specified in ANSI T1.111.7.

7.8.2.8 ANSI T1.111.8-Nunbering of Signaling Point Codes (MIP)
The DSN No. 7 Nunbering of Signaling Point Codes shall be as
specified in ANSI T1.111.8. The DSN neets the ANSI requirenents
for a large network and has been granted a network code val ue of
241. ANSI T1.111.8, Table Bl, shows the current |ist of assigned
| arge network codes. Signaling point codes in the DSN are
assigned by the Network Adm nistrator in accordance with ANSI

gui del i nes.

7.8.3 Signaling Connection Control Part (SCCP). The DSN No.7 CCS
SCCP shall be as specified in ANSI T1.112-1988, Chapters 1-4.
Specific requirenments for DSN application are given in the
foll ow ng subsecti ons.

7.8.3.1 ANSI T1.112.1-Functional Description of the Signaling
Connection Control Part. The DSN No.7 CCS SCCP functional
description shall be as specified in ANSI T1.112.1. DSN specific
requirenents are specified in the foll ow ng paragraphs, citing
the applicable sections of the standard, e.g., 2.0

a. 2.0 Services Provided by the SCCP. The SCCP provides
additional functions to the MIP to provide both connectionl ess as
wel | as connection oriented network services to transfer circuit
related and noncircuit-related signaling informati on and ot her
types of information between exchanges. The connectionl ess
services requires a function which maps the called address to
Si gnal i ng Poi nt Codes of the MIP-Service. This function shall be
provi ded within each DSN No.7 CCS node. (See ANSI T1.112.1
Section 2.2).

7.8.3.2 ANSI T1.112.2-Definition and Function of SCCP Messages.
The definition and function of DSN No.7 CCS SCCP nessages shal
be as specified in ANSI T1.112. 2.

7.8.3.3 ANSI T1.112.3-SCCP Format and Codes. The DSN No.7 CCS
SCCP formats and codes shall be as specified in ANSI T1.112. 3.

7.8.3.4 ANSI T1.112.4-Signaling Connection Control Part
Procedure. The DSN No.7 CCS SCCP procedures shall be as
specified in ANSI T1.112.4. DSN specific requirenents are
specified in the foll ow ng paragraphs, citing the applicable
sections of the standard, e.g., 2.0.

a. 2.0 Addressing and Routing.
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(1) SCCP Routing Principles. The SCCP Routing Control

(SCRC) shall be required to translate a calling party address
fromPC + SSN to GI.

b. 5.0 SCCP Managenent Procedures. SCCP managenent
procedures defines how replicated nodes or subsystens may rel ate.
Wt hin DSN, nodes/subsystens shall operate in the dom nate role,
which is consistent with the phil osophy of main-associ ated and
backup- quasi - associ at ed si gnal i ng.

7.8.4 DSN No.7 CCS Integrated Services Digital Network User Part

(1 SDN-UP). The DSN No.7 CCS | SDN-UP shall be as specified in
ANSI T1.113-1990, Chapters 1-5. Specific requirenments for DSN
application are given in the follow ng subsecti ons.

7.8.4.1 ANSI T1.113.1-Functional Descriptions of |SDN User Part
(1 SDN-UP). The DSN No.7 CCS | SDN-UP functional description shal
be as specified in ANSI T1.113.1-1990. DSN specific requirenents
are specified in the foll ow ng paragraphs, citing the applicable
sections of the standard, e.g., 1.0

a. 1.0 Scope, Purpose, and Application. The | SDN- UP
specifies the signaling functions, codes, nessages, and
procedures needed to provide services for circuit-sw tched voice
and data services in the DSN. The | SDN-UP serves anal og,
digital, mxed analog/digital, and | SDN Networks. The broad
application base of the | SDN-UP provi des accommobdati on for the
evolution of the DSN from an analog to an all digital network.

b. 2.0 Services Supported By The I SDN User Part. In
addition to the basic service and the non-1SDN suppl enentary
services specified in the standard, the Milti-Level Precedence
and Preenption service, as specified in T1.619, is nmandatory.

C. 4.0 End-To-End Signaling. End-to-end signaling
transports signaling information between the end points of a
circuit-sw tched connection or between any two points in the
signaling network. Both end-to-end signaling nethods (i.e., pass
al ong and SCCP) shall be supported in DSN No.7 CCS

7.8.4.2 ANSI T1.113.2-Ceneral Function of Messages and Signals.
The DSN No.7 CCS | SDN- UP general functional of messages and
signals shall be as specified in ANSI T1.113.2-1990. DSN
specific requirenments are specified in the foll ow ng paragraphs,
citing the applicable sections of the standard, e.g., 1.0.

a. 1.0 Signaling Messages. The signaling nessages
avai l able for DSN No.7 are specified in ANSI T1.113.2-1990.
Table 2/T1.113.2 lists the | SDN-UP nessages and their acronyns.
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These nessages could be divided into several categories with
respect to their functional content pertinent to connection
setup, operations, supervision, tests, and nai ntenance.

b. 2.0 Signaling Information. Signaling information is
identified in subsections 2.1 through 2.77. The foll ow ng has
speci fic DSN comment s:

(1) 2.41 End-to-End Method Indicator. In the DSN both
the SCCP and the Pass Al ong net hods shall be avail abl e.

7.8.4.3 ANSI T1.113.3-Formats and Codes. The DSN No. 7 CCS | SDN-
UP Formats and Codes shall be as specified in ANSI T1.113. 3-1990.
DSN specific requirenents are specified in the foll ow ng

par agraphs, citing the applicable sections of the standard, e.g.,
3. 0.

a. 3.0 | SDN- UP Paraneters. The format of the various
| SDN- UP parameters are given in subsections 3.1 through 3.33 of
the ANSI standard, all of which are applicable to the DSN. The
foll ow ng has specific DSN comment s:

(1) Precedence Paraneter. In the DSN No.7 System a
Precedence paraneter of one octet in length shall be used in the
Initial Address Message to indicate the precedence |level, service
domai n, and LFB status of each call. Table |I provides the DSN
No. 7 CCS system codi ng for each subfi el d.

Table |I. Precedence Paraneter
SUBFI ELDS DSN NO. 7 CODI NG
Precedence Level Bits 3-1
Fl ash override (0) 000
Flash (1) 001
| medi ate (2) 010
Priority (3) 011
Routine (4) 100
MLPP servi ce donai ns Bits 6-4
DSN 000
LFB st at us Bits 7-8
LFB al | owed 00
LFB not all owed 10
Pat h reserved 01
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* all other values are spare

7.8.4.4 ANSI T1.113.4-Signaling Procedures. The DSN No.7 CCS
| SDN- UP Signal i ng Procedures shall be as specified in ANSI
T1.113.4-1990. DSN specific requirenments are specified in the
fol |l om ng paragraphs, citing the applicable sections of the
standard, e.g., 2.0.
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a. 2.0 Basic Call Control and Signaling Procedures.

(1) 2.1.1.1 Actions Required at Oiginating Exchange.
Routing information in the DSN shall be supplied by the
originating exchange. However, the design shall not preclude
requests to a renote database for routing information.

b. Multil evel Precedence and Preenption. Milti-Ievel
Precedence and Preenption (M.PP) Service provides a set of
optional call handling procedures for use in an | SDN networ k.
These procedures are applicable to any network that provides the
M_PP capability. Utilization of M.PP procedures provides
essentially nonbl ocking service to very high priority users.

This ensures the ability to conmuni cate during network congestion
periods. The |ISDN-UP signaling procedures for the MLPP Service
are covered in T1.619.

7.8.4.5 ANSI T1.113.5-Performance Qbjectives in the | SDN
Application. The DSN No.7 CCS performance requirenents for an
| SDN application shall be as specified in ANSI T1.113.5.

7.8.5 Transaction Capability Application Part (TCAP). The DSN
No. 7 CCS TCAP shall be as specified in ANSI T1.114-1990, Chapters
1-5. Specific requirenents for DSN application are given in the
foll ow ng subsecti ons.

7.8.5.1 ANSI T1.114.1-Functional Description and Transaction
Capabilities. The DSN No.7 CCS Transaction Capabilities shal
be as specified in ANSI T1.114.1-1990.

7.8.5.2 ANSI T1.114.2-Definition and Functions of Transaction
Capabilities Messages. The elenents and functions of DSN No. 7
CCS TCAP nessages shall be as specified in ANSI T1.114.2-1990.

7.8.5.3 ANSI T1.114.3-TC Format and Codes. The DSN No. 7 CCS
formats and encodi ngs for TCAP nessages shall be as specified in
ANSI T1.114. 3-1990.

7.8.5.4 ANSI T1.114.4-Transaction Capability Procedure. The DSN
No. 7 CCS TCAP procedures shall be as specified in ANSI T1.114. 4-
1990.

7.8.5.5 ANSI T1.114.5-Definitions of Operations, Paraneters and
Error Codes. The DSN No.7 CCS functions and encoding for the
Operation, Paranmeter and Error Code el enents used by the TCAP
protocol shall be as specified in ANSI T1.114.5-1990. DSN
specific requirenents not covered by the standards are specified
in the follow ng paragraphs, citing the applicable sections of
the standard, e.g., 2.0.
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a. 2.0 Operations.

(1) 2.1.1 Paraneter Famly ldentifier - 0000001. This
indicates that the follow ng operations on Paraneters is to be
performed. In DSN No.7 CCS the Paraneter - Provide Val ue
Specifier - 00000001, is used in the M.PP service for the Look-
ahead for busy option that will determne if circuits are
avai l abl e before action is taken to preenpt the call. The
operation of this paranmeter is used to indicate that the val ues
in the Paraneters identified in the Paraneter Set are to be
provided. In the case of MLPP service, this operation specifies
the foll owm ng mandatory paraneters:

(a) The Look-ahead For Busy Response*
(b) Bearer Capability Supported*

(c) The Service Key which enconpasses the
fol | ow ng:

-- The Called Party nunber

-- The Calling Party nunber

-- The Crcuit ldentification Code*
-- The Bearer Capability Requested
-- The Precedence*

-- The Call Reference.*

When the operation is perfornmed successfully,
a Return Result with the follow ng paraneters are returned:

-- The Look-ahead for Busy Response*
-- The Bearer Capability Supported*

| f the operation cannot be perfornmed, the
Return Error cause may be one of the foll ow ng:

-- Unexpected Data Val ue-if the argunent of
the operation is not as expected

-- Data Unavailable-if the data identified
was not avail abl e

-- Task Refused-if the entity is unable to
do the task at this tine.

* These paraneters are either not in T1.114.5
or nust be nodified. See paragraph 7.8.5.5 (b) for details.

b. 4.0 Paraneters. Several Paraneters needed to support
the MLPP Service are not yet fully defined in T1.114.5-1990. The
DSN-specific Parameters are specified in the foll ow ng
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paragraphs, citing the applicable sections in the standard if
t hey exist:

(1) 4.19 Bearer Capability Requested - 10010010. The
Bearer Capability Requested paranmeter is used to indicate the
Bearer Capability requested by the calling party. It is coded
contextual (in the context of the Parameter Set) and has a
primtive form The format and contents of the Bearer Capability
Requested paraneter is provided in T1.114.5

(2) 4.20 Bearer Capability Supported - 10010011. This
paraneter indicates whether or not a requested bearer capability
i's supported and is used to indicate the reason a bearer
capability requested was not available. The format of the Bearer
Capability Supported paraneter is illustrated in Figure
3/ T1.114.5. The contents of this Paraneter are defined and coded
as follows:

(a) 00000001 - Bearer Capability is not supported
(b) 00000010 - Bearer Capability is supported
(c) 00000011 - Bearer Capability is not
aut hori zed
(d) 00000100 - Bearer Capability is not presently
avai l abl e
(e) 00000101 - Bearer Capability is not
i npl enent ed

(3) Look-ahead for Busy Response - XXXXXXXX. The
Look- ahead For Busy Response Paraneter is used to indicate
whet her the preenptabl e resources were found. The paraneter is
coded contextual. It is 1 octet long and is of type OCTET
STRING Its format is illustrated in Figure 5. The contents of
are defined and coded as foll ows:

(a) Location. Bits DCBA indicate the |ocation
which initiated the response and are defined and coded as
fol |l ows:

0000 - User
0001 - Private network serving the |ocal user
0010 - Public network serving the | ocal user
0011 - Transit network
0100 - Public network serving the renote user
0101 - Private network serving the renote user
0110 - Local interface controlled by this signaling |ink
0111 - International network
1010 - Beyond an interworking point
Al l other values are spare.
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H|G|F

E

Look-ahead For Busy Response| X X | Spare

The Look-ahead for busy response length is one octet.

The location field is as follows:

Location

User

Private Network Serving the Local User

Public Network Serving the Local User

Transit Network

Public Network Serving the Remote User
Private Network Serving the Remote User
Local Interface Controlled by this Signaling Link
International Network

Beyond an Interworking Point

All other values are reserved

RPOOOOOCOO0OO | O

ORRRROOCOCO|O

PRPRFRPOORFRROO |

OFrRORFrRORFROFrRO | >

The location field is as follows:

Acknowledgement Type

Path Reservation Denied
Negative Acknowledgement
Positive Acknowledegement
Spare

OO | I
RORO |G

FIGURE 5. Look-ahead for busy response.
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(b) Acknow edgenent Type. Bits HG indicate the
acknow edgenent type. This indicates whether the request for
search and reservation of circuits was accepted. Bits HG are
defined and coded as foll ows:

00 - Path reservation is denied
01 - Negative acknow edgenent
10 - Positive acknow edgenent
11 - Spare

(4) Grcuit Identification Code - XXXXXXXX. The
Crcuit ldentification Code Paraneter is used to identify the
physi cal path between two exchanges. The paraneter is coded
contextual, is 2 octets in length and is of type OCTET STRI NG
The format and coding is as described in T1.113.3 Section 1. 2.

(5) Precedence - XXXXXXXX. The Precedence Paraneter
is used to identify the MLPP call in terns of priority treatnent
and MLPP Service Domain. It is of variable length and is of the
type OCTET STRING The format is illustrated in Figure 6 and the
contents are coded as foll ows:

First octet - Bits DCBA indicate the Precedence Level and are
coded as foll ows:

(a) 000 O - FLASH OVERRI DE(0)
(b) 00O 1- FLASH(1)

(c) 0010 - IMEDATE(2)

(d) 0011- PRORTY(3)

(e) 010 0 - ROUTINE(4)

Bits GFE are spare

Bit His extension indicator

Second octet - Bits GFEDCBA indicate an identity of the MPP
service domain and are coded as foll ows:

(a) 00O0O0O0OO - Defense Switched Network

Al l other values are spare.
Bit His extension bit

(6) Call Reference - XXXXXXXX. The Call Reference
Paranmeter is used to identify a particular MLPP call within an
exchange i ndependent of the physical circuits. The paraneter is
6 octets in length and is of type OCTET STRING The format
contents are as specified in Section 3.5 and Figure 7 in
T1.113. 3.
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H|G|F|E|D|C|B|A

Precedence | ext Spare X X X X

Domain et[f X X X X X X X

The precedence parameter length is 2 octets.

The precedence octet is coded as follows:

Location D C B A
Flash Override(0) | 0 O O O
Flash (1) O 0 0 1
Immediate (2) O 0 1 O
Priority (3) O 0 1 1
Routine (4) O 1 0 O
The location field is as follows:
MLPP Service Domain G F E D C B A
Defense Switched Network O 0O O O O o o
O O O O O o0 1
Spare To
1 1 1 1 1 1 1

FIGURE 6. Precedence format.
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7.8.6 DSN No.7 CCS Managenent. The DSN No. 7 Managenent

specifications shall be as specified in Sections 7.8.6.1 and
7.8.6. 2.

7.8.6.1 ANSI T1.115-Monitoring and Measurenents of SS7. DSN
No. 7 CCS Monitoring and Measurenents shall be as specified in
ANSI T1. 115.

7.8.6.2 ANSI T1.116-Qperations, Mintenance and Adm nistration
Part (OVAP). The DSN No.7 CCS Operations, Miintenance and

Adm ni stration Part shall be as specified in ANSI T1.116. DSN

specific requirenments are specified in the foll ow ng paragraphs,
citing the applicable sections of the standard, e.g., 2.0.

a. 2.0 Operations and Mi nt enance Procedures for the
Si gnal i ng Net wor K.

(1) 2.3.2 Screening. Both options of screening shal
be available in the DSN

(2) 2.5.4.2.3 Duplex Translation. This option is not
supported in the DSN
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